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1. OFII[AA XAPAKTEPHCTHKA ITPUHMEPHOH PABOYEH ITPOTPAMMBbI
ITPO®ECCHOHAJIBHOI' O MOAYJIA
«IIM.03 IKCIIYATAIIHA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

1.1. Ilens u nnanupyemoie pe3ynbmanmsl 0C60EHUs NPOPECCUOHATILHOZ0 MOOYA

B pesynbrare wu3ydeHHs NPOGECCHOHAIBHOTO MOIYJS CTYACHT JOKCH OCBOMTh OCHOBHOW BHJI
JESITEIBHOCTH ODKCIUTyaTalldss OOBEKTOB CETEBOW HMH(PACTPYKTYpPhl M COOTBETCTBYIOIIHME €My OOIIUe
KOMIICTECHIIUU ¥ TPO(EeCCHOHATBHBIC KOMITETCHIIUH

1.1.1. IlepeyeHb OOLTMX KOMITECTCHITUI

Kox HanmeHnoBaHnue 00IIMX KOMIIETEHIIMIH

OK 1. Beibupate cmocoObl  pemieHuss  3a7ad  Npo(ecCHOHATbHON  JESITeNbHOCTH,
MPUMEHHUTENIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh NOUCK, aHAIU3 U MHTEPIpPETaLni0 HHPOpMauu, HeoOX0IUMON 115t
BBITIOJIHEHUS 3aJ1a4 TPO(ECCUOHATILHOM esITEIbHOCTH

OK 3. [InanupoBaTh U peayn30BbIBaTh COOCTBEHHOE MPO(PECCHOHANBHOE U JIMYHOCTHOE
pa3BHUTHE.

OK 4. PaGoratp B KOJUIEKTHBE U KOMaH/e, 3()(HEeKTHBHO B3aMMOJIEHCTBOBATh C KOJUIEraMH,
PYKOBOJICTBOM, KJIMEHTaMH.

OK 5. OcyecTBiIATh YCTHYHO M NHUCBMEHHYH) KOMMYHHMKAIMIO Ha TOCYAApCTBEHHOM
A3BIKE C YYETOM 0COOEHHOCTEN COLMAIbHOTO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [IposiBiATH IrPa’kJAHCKO-NIATPUOTUYECKYIO MO3ULIHIO, JIEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHHE Ha OCHOBE OOIIeUEI0BEYECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh  COXPAHEHHUIO  OKPYKAIOIIEH  Cpelbl, PecypcocOepekeHHIO,
3¢ (hEeKTUBHO AeMCTBOBATH B UYPE3BHIYAMHBIX CUTYAIIUSX.

OK 8. Hcnonws3oBath cpeacTBa (PU3MUECKOW KYJIbTYPHl IS COXPAaHEHUS W YKPEIUICHUS
3I0pOBbsi B Impolecce NpodecCHOHANbHON JAEATENbHOCTH U  MOJJAep:KaHue
HEOO0XOMMOTO YPOBHS (PU3NUECKOM TIOATOTOBICHHOCTH.

OK 9. Hcnonp3oBath MHGOPMAIIMOHHBIE TEXHOJIOTHU B TPOGECCHOHAIBHON JEATEIHHOCTH

OK 10. [Tonp30BaThcsi MpodecCHOHANBHOM JOKYMEHTAIlMEH Ha TOCYJAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

OK 11. [InannpoBaTh IPEANPUHUMATEIBCKYIO NEATEILHOCTh B TPOdeCCHOHAIBHON chepe

1.1.2. Ilepeuens mpodeccHOHATHHBIX KOMIIETCHITHI

Kon HanMeHoBaHUE BH/IOB J1eATEJbHOCTH H NIPO(ecCHOHAIBHBIX KOMIIETeH Uil
IK 3.1 'Y cTaHaBNIMBaThH, HACTPAUBATh, IKCILTYaTHPOBATE M OOCTYKHBATh TEXHUYECKHE U IPOTPAMMHO-
QmrapaTHbIE CPENCTBA KOMIIBIOTEPHBIX CETEH.
K 3.2 [IpoBoauTh podmnakTHYecKre paboThl Ha 00BEKTaX CETEBON MHPPACTPYKTYPHI U pabOUIHNX
CTaHLMIX.
K 3.3. 'Y craHaBiIMBaTh, HACTPAUBATh, IKCIUTYaTHPOBATh U OOCIY)KMBATh CETEBbIE KOH(PUTYpaLIHH.
IK 3.4. 'Y4acTBOBaTh B pa3paboTKe CXEMBbI I10CIeaBapHUIHOIO BOCCTAHOBIIEHHUS pab0TOCTIOCOOHOCTH

KOMHBIOTepHOﬁ CCTHU, BBIIIOJHATH BOCCTAHOBJICHUC U PE3CPBHOC KOITUPOBAHUC I/IH(I)OpMaLII/II/I.

IK 3.5. OpraHn3oBbIBaTh HHBEHTAPU3ALMIO TEXHUUYECKUX CPEACTB CETEBON MH(PPACTPYKTYPHL,
OCYLIECTBIIATH KOHTPOIb 000PYI0BaHHUS IIOCIIE €r0 PEMOHTA.

IK 3.6. BEIMOnHATS 3aMeHy pacXOJHBIX MaTePHUajIoOB U MEKUH PEMOHT NepuQepHiitHOro
000pyIOBaHMS, ONIPEACIATH yCTapeBIlee 000pyJOBaHUE U MPOrPAaMMHBIE CPEIICTBA CETEBOM

MHQPACTPYKTYPHI.

B PE3YIbTATEC OCBOCHUS HpO(beCCI/IOHaJ'IBHOFO MOAYJIA CTYACHT JOJIPKCH:

Hmers npakTHYECKUN OIBIT ‘B 00CITyXMBaHUM  CeTeBOH  HMHQPACTPYKTYpBl,  BOCCTAHOBIICHUU




B PpaboTOCIIOCOOHOCTH CeTH Tociie cOos;
yIAJICHHOM aMUHUCTPUPOBAHUN U BOCCTAHOBIICHUH PabOTOCIIOCOOHOCTH
CETEBOM HHPPACTPYKTYPHI;
MOJ/IEPKKE ~ TMOJb30BaTeNneil  CeTH, HACTPOWKE  ammapaTHoro
IPOrpaMMHOr0 0OecTIedeHus CEeTeBON MHPPACTPYKTYPHI

yMETh BBIMOJTHATh MOHUTOPHHT M aHAIN3 paOOThI JIOKAIBHON CETH ¢ MOMOIIBIO
IPOrPaMMHO-aIAPATHBIX CPEICTB;
OCYIIECTBIATh ~ JHATHOCTMKY W IOWCK  HEHMCIPAaBHOCTEH  Bcex
KOMIIOHEHTOB CETH;
BBIMOJTHATH JCHCTBHS 110 YCTPAHEHUIO HEUCIIPABHOCTEH

3HATH APXUTEKTYPY ¥ QYHKIIHH CHCTEM YIIPABICHUS CETAMH, CTAHIAPTHI CHCTEM

YIpaBIEHHUS;
CpeACTBa MOHMTOPHHIA U aHAJIM3a JIOKAJIbHBIX CETell;
METOIbl yCTPaHEHUSI HEUCITPABHOCTEH B TEXHUYECKHUX CPEACTBAX

1.2. KoJiM4ecTBO 4acoB, 0TBOJMMOE HA OCBOEHHE MPO(ecCHOHATBLHOT0 MOXYJIsI

Bcero wacos 552

W3 Hux Ha ocBoenne MJIK. 03.01 170
Ha ocBoenne MJIK. 03.02 118

Ha MPaKTHKH, B TOM 4ncie yueOnyro 108  w npousBonctBennyo 144




2. CTpyKTypa u coaep:kaHue NpodheccHOHATBHOT0 MOTYJIA 5
2.1. Ctpykrypa npodeccuonanbuoro monyisi «IIM.03 IKCIVIYATAIIUHA O bEKTOB CETEBOU UH®PACTPYKTYPbI»

O0BeM podhecCHOHATFHOTO MOYIIA, Yac.

Kos! HareROBaNI pasicion CyMMapHBIit Obyuenue no MJ[K Ipaxmuxu [TpomexyTouHas
npoeccHoHaNBHBIX o0beM IIponsBoncTBeHHAs | ATTECTAIHS CamocrosarenbHas
PO eCCUOHATHEHOTO JlabopaTopHBIX K .
00IIHX § Moy HaATrpy3KH, Beero - YPCOBBIX | 7 o Guas (ecnu pabora
KOMIETEHIUHN qac. NPaKTHYECKUX pabor npedycmompena
O (TIpOEKTOR) paccpedomovernas
npaKmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paznen 1.M/IK 03.01 2
IIK 3.1-3.6 3KCHJI}:aTaHI/I$I 00BEKTOB 170 152 90 i 16
CETEeBOM
HH(PACTPYKTYPHI
OK 01-11 Paznen 2. M/IK 03.02 118 104 30 2 12
IIK 3.1-3.6 BezomacHocTb
KOMIIBIOTEPHBIX CETEl
OK 01-11 VY4eOHas npakTuka (1Mo 108 108
IIK 3.1-3.6 npod U0
CIIEINATBHOCTH ), 9aCOB
(ecru mpemycMoTpeHa
HTOrOBas
(KOHIICHTpHUpPOBAHHAS)
MIPaKTHKA)
OK 01-11 [IpousBoncTBeHHAS 144 144
IIK 3.1-3.6 npakThka (1o npoduir
CIIEITUATBbHOCTH ), 9aCOB
(ecm mpemycMoTpeHa
HATOrOBas
(KOHIIEHTpUPOBaHHA)
MIPaKTHKA)
Bcezo: 552 256 | 120 | X 108 144 4 28

1 O6bem camocTosTeNnbHON PaboThl 06YUAIOIIUXCS OIpe/IeNseTcs 00pa30BaTelbHOl opranusanueil B coorBercTBuu ¢ Tpedosanusmu GIOC CIIO B npepenax obbema yueOHOI
JVCIUIUIMHEI B KOJTMYECTBE YacoB, HEOOXOIMMOM JUISl BBIIOTHEHHS 3aJJaHUH CaMOCTOSITEIbHON paboThl 00yJaIOMIMXCs, TPEAYCMOTPEHHBIM TEMATHIECKUM IUTAHOM U COJepKaHHEM
y4eOHOH TUCIUITIMHBI (MEXIUCHUIUINHAPHOTO Kypca).




2.2. TeMaTH4ecKHii IJIaH U cojeps:kanue npodeccuonanbnoro mouyis «IIM.03 IKCIIVATAIIUA ObbEKTOB CETEBOH HH®PACTPYKTYPbI»

HaumenoBanue pasne/ioB
U TeM
Conep:kanue yueOHOro MaTepuaJa, ..
npopecCHOHATBHOI0 O0bém B
Mozyast (TIM), J1abopaTopHble padoThl M NMPAKTHYECKHE 3AHATHS, CAMOCTONATE/IbHAS yueOHas padoTa o0y4yaouiuxcs, Kypconasi yacax
pa6oTa (MPoeKT) (eciu npedycmompenvt)
MeEKIHCIUTIIHHAPHBIX
kypcoB (MIK)
1 2 3
Paznen 1.
Ikenayarauus 00beKTOB
ceTeBoi
HHPPACTPYKTYPHI
MJK 03.01 152
OKCIuTyaTaIus 00»EKTOB
ceTeBOl MHPPACTPYKTYPHI
Tema 1.1. DxcruryaTarus Cooepacanue 44
TEXHUYECKUX CPECTB 1. du3nyeckue acneKThl dKcIuryaranun. Ou3ndeckoe BMENATEIbCTBO B HHPPACTPYKTYPY CETH.
CeTEeBOM MH(PPACTPYKTYPEI 2. AKTUBHOE M ITACCHBHOE CETEBOE 000PyIOBaHUE: KaOeIbHbIC KaHAJbI, Ka0eb, MaTY-TIaHEeId, PO3ETKH.
3. Ilomoca mponyckaHus, Tapa3uTHasi Harpy3Ka.
4. PacrmmpsieMocTh cetr. MacmrabupyeMocTs cetr. JlobaBiieHrne OTIEeIBHBIX AIIEMEHTOB CETH (IT0JIb30BATEIICH,
KOMITBIOTEPOB, TIPHIIOKEHUM, CITYkKO).
5. HapanwiBaHue IJIMHBI CETMEHTOB CETH; 3aMeHa CYHIECTBYIOIIEH anmnapaTyphl.
6. YBennueHne KOJIMYeCTBa y3JIOB CETH; YBEITMUYCHNE MPOTHKEHHOCTH CBSI3eH MEXTY 00ObEKTaMHU CETH.
7. Texaudeckas U IpOeKTHasI TokyMeHTanwsl. [lacmopT TeXHUIeCKHX YCTPOMCTB.
8. du3nyeckas KapTa Bcel CETH; JIOTHUECKasi TONMOJIOT s KOMITBIOTEPHOMH CETH.
9. Kimaccudukarus perTaMeHTOB TEXHHYECKIX OCMOTPOB, TEXHHUYECKHE OCMOTPEI O0OBEKTOB CETEBOH MHPPACTPYKTYPHI.
10. IlpoBepka 00HEKTOB ceTeBOr MHPPACTPYKTYPHI U POQIIIAKTHYECKHE PAOOTHI
11. IlpoBenenwue perynspHOro pesepsupoBanusi. O0cmyxuBanre GU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSTHUS
anmapaTHOTO 00ECTIEUSHHST, OpTaHU3aIs YAAJICHHOTO OMOBEIIEHHS O HEeloMaKaX.
12. IlporpamMMHOe oOecriedeHre MOHUTOPHUHTa KOMIBIOTEPHBIX CETEH M CETEBBIX YCTPOMCTB.
13. TIpotokon SNMP, ero xapakrepuctuku, popmaT cooliieHui, Habop yciyr.
14. 3agaum yripaBIieHUS: aHAIIN3 IPOU3BOUTEIHHOCTH ¥ HAJISKHOCTH CETH.
15. ObopynoBanue it AMATHOCTUKHU U cepTuuKamu KabenbHbIX cucteM. CeTeBble MOHUTOPHI, IIPUOOPHI ISt
cepTudrKauy KaOeIbHBIX CHCTEM, KaOelbHbIE CKAaHEPHI M TECTEPHI.
B mom uucne npakmuueckux 3anamuil u 1a00pamopHuix padom 50
1. OkoH1IO0BKA KaOens BUTas mapa




. 3azienka xabens BUTast apa B PO3ETKY

. KpOCCHpOBaHI/Ie 1 MOHTaX IIaTY-IIAHCIIN B KOMMyTaLIPIOHHLIfI IHKa(b, Ha CTCHY

. TectupoBanue xkademst

. DKcIuTyaTaiusi TEXHUYECKHX CPEJICTB CeTeBOH MHMPACTPYKTYPHI (IPHUHTEPHI, KOMITBLIOTEPHI, CEPBEPHI)

. BeinonHenye 1eiCTBUN 110 YCTPAHEHHUIO HEMCIIPABHOCTEMN

2
3
4
5. Ilonnep:kka noab30BaTENEN CETH.
6
7
8

. BelmonHeHre MOHUTOPHHTA U aHaJM3a Pa0OTHI JIOKAJIBHOM CETH C MMOMOIIBI0 MPOrPAMMHBIX CPEJICTB.

9. OdopmieHne TeXHUYECKON JTOKYMEHTAINH, TIpaBuia 0hOpMIICHHUS TOKYMEHTOB

10. IIporokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTepUCTHKHU IpoTokosa SNMP

12. Hab6op ycayr (PDU) nporokona SNMP

13. ®opmar coobienuit SNMP

14. 3agaun ynpaBiaeHNS: aHAINA3 MPONU3BOAUTEILHOCTH CETH

15. 3amaum ynpaBiaeHUs: aHAIA3 HAJACKHOCTHA CETH

16. Ynpasnenue 0€30MacHOCTBIO B CETH.

17. Yaer Tpaduka B ceTn

18. CpencTBa MOHUTOPHHTA KOMIIBIOTEPHBIX CeTel

19. CpenctBa aHanm3a CeTH C TOMOIIBIO KOMAaH/[ CETEBON ONMEPAITMOHHON CHCTEMBI

20. duHaabHAs KOMIUICKCHAS TPaKTHYECKasi paboTa 10 3KCILTyaTallid 00bEKTOB CETEBOM HH(PACTPYKTYpHI

Tema 1.2. Dxcniryaranusi
cucrem IP-Tesnedponun

Cooepacanue

1. Hacrpoiixa H.323. Omcanne H.323 u obmue pekomeHnnanuu. OyHKITHOHATBEHEIE KOMITOHEHTHI H.323.Y cTanoBKa 1
niomnepskka coequnaenus H.323. Coemqunenus 6e3 u ¢ ucnonb3oBanneM GateKeeper. CoenmnHEHHSI ¢ HCITOJIB30BAaHUEM
Heckonbkux GateKeeper. MHoromons3oBarensckue KoHheperinn. Obecriedenrne 0TKa30yCTONIHBOCTH.

2. Hactpoiika SIP. Onucanue u oomue pekomeHmanun. Texaomorus SIP u cBs3aHHBIC C HEW CTaHIAPTHI.
OynknnonansHeie KOMIoHEeHTH SIP. Coobmenus SIP. Axgpecarus SIP. Monens ycTaHOBIIEGHHS COSTUHEHMUS.
IInaHupoBaHKHe OTKa30yCTONYMBOCTH.

3. YcraHOBKa M MHCTAUISILIMS IPOrPaMMHOr0 KOMMYyTaTopa. MoHTaxkHbIe Tponenypsl. [Iponenypsl HHCTAIUIALIHL.
VYnpasnenue annapaTHbIMU cpeactBamMu U noptamu. [Iporokonsl ynpasinenus MGCP, H.248. Co3ganue aHamoroBeix
aboHeHTOB. BHyTpHCcTaHIIMOHHAS MapIIPYTH3aLHsL.

4. YaopapiieHuE OporpaMMHbBIM KoMMyTaTopoM. Mapupytuzauus. ['pynnel coennautensHbix auHui. [logkntoueHue
craammii ¢ TDM (abonentckuit moctyn TDM). Curnamuzarus SIP, SIP-T, H.323 u SIGTRAN. IP
-a0oHeHThl. I'pynnbl aboHeHTOB. JlomomHUTENbHBIE a00HEHTCKUE YCIIYTH.

5. Opranu3zanus skcrtyaTaunu cucreM [P-tenedonnn. Texundyeckoe o0cmyXUBaHNE, IUTAHOBBIN TEKYIINHA PEMOHT,
IJTAHOBBIM KaITMTAJIbHBIA PEMOHT, BHEIJIAHOBBIH PEMOHT.

6. BoccranoBiieHue paGOTLI CCTH MOCJIC aBapHru. Cxembl HOCHGaBaprIHOFO BOCCTAaHOBJICHUA pa60TOCHOCO6HOCTI/I CETH,
TCXHUYCCKAA U MPOCKTHAA NJOKYMCHTAIUA, CITOCOOBI PE3CPBHOIO KOIMMPOBAHUSA JAHHBIX, TPUHIIUIILI pa6OTBI XpaHUJIUIIL
JAaHHBIX;
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B mom uucne npakmuyeckux 3anamuil u 1a00pamopHuvix pavsom

. Hacrpoiika annapatasix IP-tenedonos

. Hactpoiika nporpammusix IP-tenedonos, dpakcos

. PasBeprriBanue ceru ¢ ucnonp3oBanreM VLAN mnst [P-renedonun

. Hactpoiika numosa

. YcraHoBKa, NOJKIIOUEHUE U MTepBOHAYAIbHbIE HACTPOMKH I'OJIOCOBOI'0 MaplIpyTH3aTopa

. Hactpoiika Tabnuiibl mojib30BaTeNeii B TOJIOCOBOM MapIIPyTH3aTOPE

. HacTtpoiika rpynn B ro10COBOM MaplipyTH3aTOpe

R QA| N[N | AW

. Hactpoiika Tabnuiipl MapipyTH3aiy BEI30BOB B TOJIOCOBOM MapIIPyTH3aTOpe

Ne)

. Hactpoiika roiocoBbix cO0OIIEHNI B MapIIPyTH3aTOPE

10. Hactpoiika nporpammuo-annapaTtaoii IP-ATC

11. YcranoBka u HacTpoiika nporpamMmuoii IP-ATC (nanpumep, Asterisk)

12. TectupoBanme koaekoB. VccienoBanue nmapaMeTpoB KadecTBa 00CTyKHBaHH

13. MOHUTOPHHT ¥ aHAJIM3 COSAMHEHHH 10 Pa3INIHBIM IPOTOKOIaM

14. MOHHTOPHUHT BBI30BOB B MPOrPaMMHOM KOMMYTATOpe

15. Co3znmanue pe3epBHBIX KOMHH 06a3 TaHHBIX

16. JInarHocTrka M ycTpaHeHHe HeucnpaBHocTel B cucteMax [P-tenedonnu

17. ®uHanbpHas KOMILUIEKCHAS IIPaKTHYeCcKast pa0oTa 1Mo SKCIuTyatanuu cucrteM |IP-tenedonnn

40

IIpumepHasi TeMaTHKa CAMOCTOATEILHON y4eOHOH padoThI:

1. Cucremartuueckas npopad0TKa KOHCIICKTOB 3aHATUH, Y4eOHOMH U CIIeIHaIbHON TEXHUYECKOMN JINTEPATYPHI.

2.  KoncriekTupoBaHue TEKCTa, paboTa CO CIOBAPSIMU U CIIPABOYHHKAMH, O3HAKOMIICHHE C HOPMATHBHBIMU
JIOKyMEeHTaMH, yueOHO-nCCIeIoBaTeNbcKas padoTa mpy caMoM IIMPOKOM HCIToNb30BaHUM MHTepHeTa n apyrux IT-
TEXHOJIOTUH.

3. IIpoektHbie (GOpMBI pabOTHI, TOATOTOBKA COOONICHUH K BBHICTYIIJICHUIO Ha CEMUHApaxX U KOH(PEPEHIIUAX; TOATOTOBKA
pebepaToB, TOKIAIOB.

4. TloaroroBka K JIaOOPaTOPHBIM U MIPAKTHYECKUM PaboTaM C UCTIOIB30BAaHHEM METOAMYECKUX PEKOMEHIAIIHit
perioaBaTesi, opopMIIeHHE 1a00paTOPHO-TIPAKTHIECKUX paboT, OTYETOB M MOATOTOBKA K WX 3AIIHUTE.

16

KoncyabTanuu

MJK.03.02. bezomnacHoCcTh
KOMITBIOTEPHBIX CETEl

76

Tema 2.1. Be3omacHocTh
KOMITBIOTEPHBIX CeTei

Cooeporcanue

1 DyHIaMeHTAIbHbIE IPUHLIUIBI 0€301acCHOM ceTH
CoBpeMeHHBIE YTPO3bl ceTeBOM Oe3onacHocTH. Bupychl, uepBu 1 TposiHCKHE KOHH. MeTopl aTak.

2 Besonacnocte CerteBbIx ycrpoiicTs OSI
bezonacuslii noctyn k ycrpoiictBam. HazHaueHne aTIMUHUCTPATUBHBIX posield. MOHUTOPUHT U YIIpaBJICHUE
ycrpoiictBamu. Vcnionb3oBanue QyHKIHsI aBTOMaTH3UPOBAaHHON HACTPOHKM 0€30MacCHOCTH.
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3 ABTOpH3anus, ayTeHTU(PUKALIUSA U ydeT focTyna (AAA)
CpoiictBa AAA. JlokanbHast AAA ayrentudukamus. Server-based AAA

4 Peanuszanust Texnosoruii 6panamayspa
ACL. Texunomnorust 6panmmayspa. KontekctHbiii KoHTposb goctyna (CBAC). [Tonmutuku OpanamMayaspa
OCHOBaHHBIC HA 30HaX.

5 Peanu3anusi TeXHOJI0THIi IPeOTBPaNleHIsI BTOP KEHUSI
IPS Texnonoruu. IPS curnatypsl. Peanuszanus IPS. TlpoBepka u MmonuTopuHr IPS

6 Be3onacHocTh JIOKAJILHO ceTH
Obecrieuenne 0€30MacHOCTH MOTB30BATENBCKUX KOMIBIOTEPOB. CooOpakeHus 1Mo 0e301MaCHOCTH BTOPOT'0 YPOBHS
(Layer-2). Kondurypanus 6e30macHOCTH BTOporo ypoBHsi. besonmacHocts OecripoBoiHbix cereid, VoIP u SAN

7 KpunTtorpadguyeckne cucreMbl
Kpunrorpaduueckue cepuchl. bazoBas 11e10cTHOCTh B ayTeHTUUHOCT. KoHpuaeHnmansHocTh. Kpurnrorpadust
OTKPBITBIX KJIIOUEH.

8 Peanu3anua texnoaoruii VPN
VPN. GRE VPN. Komnonents 1 pynkuuonuposanue [IPSec VPN. Peanusarus Site-to-site IPSec VPN ¢
ucnonb3oBanreM CLI. Peanmuzanus Site-to-site [IPSec VPN ¢ ucnonszoBannem CCP. Peanuzanms Remote-access
VPN

9 YnpaBienue 6e30MacHOi CeThbIO
[IpuHTIHITEI 6€30ITACHOCTH CETEBOTO AM3aliHa. be3omacHas apXuTekTypa. Y paBieHUE MPOIECCAMH U
6e3onacHocTh. TecTupoBaHue ceTH Ha ys3BUMocTU. HenpepblBHOCTh OM3HECA, IJIAHUPOBAHUE BOCCTAHOBJIEHUS
aBapPUMHBIX CUTyalui. JKu3HeHHBIN [IUKII CETH U IIaHUpOBaHKE. Pa3paboTka perjaMeHTOB KOMIIAHUHU U ITOJTUTHK
0e30I1acHOCTH.

10 Cisco ASA
Beenenne B AmantuBHoe ycTpoiictBo 6e3onacHocTr ASA. Konduryparus danpsona Ha 6a3e ASA ¢
ncnons3oBanneM rpadudeckoro uaTepdeiica ASDM. Kondurypammss VPN Ha 6aze ASA ¢ ucnonp3oBaHueM
rpadudeckoro uaTepderica ASDM.

B mom yucne npakmuyueckux 3anamuil u 1adopamopuwvix pabom

1 CornmasbHasi HH)KEHepHs

2 HccnenoBanre ceTeBbIX aTaK U HHCTPYMEHTOB IIPOBEPKH 3aILUTHI CETH

3 Hacrpoiika 6€30macHOro TOCTyIma K MapmIpyTH3aATOPY

4 O6ecnieuenne aaMuHucTpaTuBHoro gocryma AAA u cepsepa Radius 20

5 Hacrpoiika nonutuku 6e30macHOCTH OpaHaMayIpoB

6 Hacrpoiika cucremsl peorBpaiienus sropykennii (1PS)

7 Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOPax

8 HccnenoBanre MeTo0B M pOBaHUs

9 Hacrpoiika Site-to-SiteVPN ucnons3yst nHTEpdeiic KOMaHIHON CTPOKH




10 BbazoBas HacTpoiika nuiro3a 6e3onacHoct ASA 1 HacTpoiika OpaHaMay>poB HCIONb3Ysl HHTEpderc KOMaHTHON

CTPOKH
11 bazoBast HacTpoiika 1niro3a 6e3onacHoctr ASA u HacTpolika OpaHnaMay3poB ucronbs3yst ASDM
12 Hacrpoiika Site-to-SiteVPN ¢ oaHOl cTOPOHBI Ha MapIIPyTU3ATOPE UCTIONB3Ys HHTEP(Eic KOMaHIHOM CTPOKU H C

Jpyrod CTOpOoHBI Mcnonb3ysl nuto3 6esonacHoct ASA nocpeactsom ASDM
13 HacrpoiikaClientless Remote Access SSL VPNSs ucnons3yst ASDM

14 Hactpoiika AnyConnect Remote Access SSL VPN ucnone3yss ASDM

15 duHampHas KOMIUICKCHAs JJabopaTopHas padoTa 1mo 0e30MacHOCTH

I[IpumepHasi TEeMATHKA CAMOCTOATEIbHOI Y4eOHOi padoThI:

5. CucremaTtnueckas Mpopa0dOTKa KOHCIIEKTOB 3aHSTHH, YIeOHOH U CIIealIbHON TEXHUUECKOH TUTEPaTyphl.

6. KoncrektupoBaHue TeKcTa, paboTa CO CIOBAPSIMU U CIIPABOYHHKAMH, O3HAKOMJIEHHE C HOPMATUBHBIMH JJOKyMEHTaMH, Y4eOHO-HUCCIIeI0BaATEIbCKAS
pabota Ipu caMOM IMIMPOKOM Hcnonb3oBaHuu VHTepHeTa u apyrux | T-rexHOonMOrNi. 12
7. TIpoektHbie GOpMBI pabOThI, TOATOTOBKA COOOIICHUH K BBICTYIIIICHUIO HA CEMUHApaxX M KOHPEpeHIUsIX; TOAT0TOBKa ped)epaToB, JOKIAIOB.
8. TMoaroroBka k 1a0OpaTOPHBIM M MPAKTUYECKUM PabOTaM ¢ UCIOb30BAHUEM METOIMYECKUX PEKOMEHIAINH MpernoaaBaTens, ohopMIiieHHE
J1a00paTOPHO-TTPAKTHUECKUX PabOT, OTIETOB M TOJITOTOBKA K FIX 3aIIUTE.

KoncyasTauuu 2

YuyeOHas MpaKTHKA

IIpumepHbIii epeyeHb padoT:

Hactpoiika nipaB foctymna.

Odopmitenre TEXHHUECKON JOKYMEHTAIIUHU, TIpaBmiia 0hOpMIICHHUS JOKYMEHTOB.

Hacrpotiika anmapaTHOTO ¥ IPOrPaMMHOTO OOECIICUCHHSI CETH.

Hacrpoiika cereBoii KapThl, UM KOMITbIOTEpA, paboyas rpyIa, BBeACHHE KOMIIbIoTepa B domain.
IIporpaMMmHas 1MarHOCTHKA HEUCIIPABHOCTEH. 108
AnmapaTtHasi IMarHOCTHKA HEUCTIPaBHOCTEH.

ITouck HeucpaBHOCTEM TEXHUUECKUX CPENICTB.

BerlnonHeHne qeicTBUi O YCTPaHEHUIO HEUCTIPABHOCTEN.
Hcnonp3oBaHne aKTHBHOTO, TACCHBHOTO O0OPYIOBAHUS CETH.
0. VYcrpanenue napa3suTUpYOLIEd Harpy3KU B CETH.

1. [TocTpoenne Gpu3nveckoil KapThl TOKATEHOU CETH.

RBPBooo~NoO~LNE




IIpousBoacTBeHHAsl MPAKTHKA pa3jeia

IIpumepHbIii nepedeHb padoT:

. YcraHOBKa Ha cepBephl U paboune CTaHIMU: ONepPallMOHHbIE CUCTEMBI U He00X0ANMOe A7l paboThl TPOrpaMMHOE obecTieyeHune.
. OcymiectBieHre KOH(OUTYPUPOBAHUS IPOrPAMMHOTO 0OecTiedeHus Ha cepBepax U pabouuX CTaHIHSIX.

. [Tonnepxka B paboTOCIIOCOOHOM COCTOSIHUHM IPOrpaMMHOE 00eCIIeUeHUE CEPBEPOB U PabOYMX CTAHIIUH.

. Peructpanust nonp3oBaTeneil JJIOKaJILHON CETH U TIOYTOBOTO CEpBEpa, Ha3HAYAET UICHTU(DUKATOPHI U MAPOIIH.

. YcraHoBKa mpaB IOCTyIa M KOHTPOJIb UCIIOJIL30BAHUS CETEBBIX PECYPCOB.

. ObecrieyeHre CBOEBPEMEHHOTO KOITMPOBAHHMS, apXUBUPOBAHUS U PE3CPBUPOBAHHUSI JAHHBIX. 144
. [IpunsITHE MEp 110 BOCCTAHOBJICHHIO pabOTOCIIOCOOHOCTH JIOKAJILHOW CETH MPH COOSX MJIU BBIXOJIE U3 CTPOS CETEBOr0 000PYIOBaHUS.

. BeisiBiienre ommoOOK nonb30BaTeneld ¥ MporpaMMHOI0 00eCIIeueHHS U TIPUHSITHE MEp 110 HX HCIPABIICHUIO.

. [IpoBenenre MOHUTOPHHTA CETH, Pa3padaThHIBATh MPEATIOKEHHS 110 Pa3BUTHIO HHPPACTPYKTYPHI CETH.

10. OGecnieuenne ceTeBoi 0€30MacHOCTH (3AIMUTY OT HECAHKIIMOHWPOBAHHOTO J0CTYyTa K HH(OPMAIIMH, IPOCMOTpPa WIIM M3MEHEHHUSI CUCTEMHBIX (aiiyioB
W JIaHHBIX ), 0€30ITaCHOCTh MEKCETEBOT0 B3aMMO/ICHCTBHSI.

11. OcymecTBineHrne aHTUBUPYCHOW 3aIUTHI JIOKATBHON BBIYMCIUTEIHHON CETH, CEPBEPOB U pabOYMX CTAHIIUH.

12. JIokyMEeHTHPOBAaHHE BCEX TPOMU3BEICHHBIX JICHCTBUMA.

O 00 1N N W —

IIpoMe:RyTOUHAS aTTECTAIUSA 12
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3. YCJIOBUASA PEAJIM3ALIUU TPOT'PAMMBI TPO®ECCUOHAJIBHOI'O MOAY JIsA

«IIM.03 IKCILIYATAIIUA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

3.1. lns peaau3anuu NporpaMMbl NpogheccCHOHATBLHOT0 MOAYJISl J0JLKHBI ObITH
Npe1yCMOTPEHBI CJIeAyIolIne cienuaTbHbIe MOMelleH s :

Ha60paTOpI/II/I ((OpFaHI/I?)aHI/I}I U TMPUHOUINBI MOCTPOCHHA KOMIIBIOTEPHBIX CUCTEM), OCHAIICHHBLIC B
coorBercTBuH ¢ 1. 6.1.2.1. [IpumepHoii nporpammel 1o crienranbHocTd 09.02.06 «CeTeBoe U CHCTEMHOE
aIMUHUCTPUPOBAHUECY.

OcHamienHble 0a3bl MPAaKTUKHA, B COOTBeTcTBUM ¢ 1 6.1.2.3 TlpumepHO#l mporpamMmMel IO
cnennanbHOcTH(09.02.06 «CereBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

3.2. Undopmannonnoe odecneyeHue peain3alui NPporpaMmMbl

s peanuzanpu mporpamMmbl OMOIMOTeUHBIH (OHI 00pa30BaTENbHON OpPraHU3aIlMH JIOJKEH
HMMETh IIeUaTHBIC U/UJIM JICKTPOHHBIE 00pa30BaTeIbHbIC U HH(POPMAIIMOHHBIE PECYPChI, PEKOMEHIYEMbIe
JUTA MCTIOJB30BAHMS B 00Pa30BaTENbHOM MPOIIECCE.

3.2.1. IleyaTHble M3TAHUS
1 BacunskoB, A. B. besonacHOCTh 1 ynpaBiieHHE TOCTYIIOM B HH(GOPMAIIMOHHBIX CHCTEMaX :
yaeO6Hoe mocooue / A.B. Bacuibkos, M.A. BacunbkoB. — M.: ®OPYM : UHOPA-M, 2020 — 368
c. — Tekct anexkrponnsiid. - URL: https://new.znanium.com/catalog/product/1082470 (nara
obpamenus: 05.03.2020)
2 BacunbpkoB, A. B. be3onacHOCTh 1 ynpaBieHHE TOCTYTIOM B WH(OPMAITMOHHBIX CUCTEMax :
yaeOHoe mocooue / A.B. BacuibkoB, M.A. BacuinbkoB. — M.: ®OPYM : UHOPA-M, 2020 — 368
c. — Texkcr : anexkrponnsit. - URL: https://new.znanium.com/catalog/product/1082470 (nata
obpamenus: 05.03.2020)
3 Iu6pos, M. B. KommstoTepHble ceTH U TeleKOMMYHUKauu. Mapmpyru3zanus B [IP-cetsx B 2 4.
Yacts | : yueOHHK B IPAKTUKYM YIS CPEIHEro mpodeccruoHaibHoro oopaszoanus / M. B. JIuGpos.
— M. :IOpaiit, 2020 — 333 c. — Texkcr : anekrponssiit // ObC FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/452574 (nara obpamenus: 05.03.2020).
4 Opraau3anmsi CeTeBOro aJJMHHUCTpUpoBaHus: YueOnuk / A.W. bapanunkos, [1.A. bapanumnkos,
A1O. I'pomos, O.A. JlomteBa. — M.: KYPC: UH®PA-M, 2020 — 384 c. - TekcT : 31eKTpOHHBIMH. -
URL.: https://new.znanium.com/catalog/product/1069157 (mata obparuenus: 05.03.2020)
5 OpraHu3anys ceTeBoro aMuHucTpupoBanus: YueOnuk / A.W. bapanuukos, I1.A. bapanunkos,
A1O. I'pomog, O.A. JlomteBa. — M.: KYPC: UH®PA-M, 2020 — 384 c. - TekcT : 31eKTpOHHBIMN. -
URL.: https://new.znanium.com/catalog/product/1069157 (mata obparuenus: 05.03.2020)
JlononHuTeNnpHas JUTEpaTypa

1 I'arapuna, JI. I'. Pa3paboTka 1 SKcIuryatanusi aBTOMaTU3MPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM :
yue06. mocobue / JL.I'. 'arapuna. — M.: U] «®OPYM» : UHOPA-M, 2019 — 384 c. — Tekcr :
anektponHbIi. - URL: https://new.znanium.com/catalog/product/1003025 (nata oOparieHwus:
05.03.2020)

2 Iu6po, M. B. KoMIibtoTepHbIC CETH U TeIECKOMMYHHKariK. Mapipyrusanus B [P-ceTsix B 2 u.
Yactp 1 : yueOHUK M IPAKTUKYM JUIs CpeaHero npodeccuonansHoro oopazosanus / M. B. JluGpos.
— M. :FOpaiit, 2020 — 333 ¢. — Texkcr : anexTponnslii // DbC HOpaiit [caiit]. — URL:
https://urait.ru/bcode/452574 (nara obpamenus: 05.03.2020).

3 MapkuH, A. B. IIporpammupoBanue Ha SQL : yue6HOe mocoOue Asist CpeHero
npodeccronansHoro obpazosanus / A. B. Mapkua. — Mocksa : M3natensctBo FOpaiit, 2020 —
435 c. — Texkcer : anexkrponnsiit // DBC FOpaiT [caiit]. — URL: https://urait.ru/bcode/456926 (nara
obpamenus: 22.10.2020).


https://new.znanium.com/catalog/product/1082470
https://new.znanium.com/catalog/product/1082470
https://new.znanium.com/catalog/product/1069157
https://new.znanium.com/catalog/product/1069157

4 1llanbrun, B. @. MadpopmannonHast 6€30MacHOCTb KOMITBIOTEPHBIX CUCTEM U CeTel : yueo.
nocodue / B.®. [llanbrun. — M.: Ul «®OPYM» : UTHOPA-M, 2019 — 416 ¢. — Texker :
anexTponHsbIit. - URL: https://new.znanium.com/catalog/product/1009605 (nata obOpareHus:
05.03.2020)

5 lllanbrun, B. @. UndopmanronHast 6€30MacHOCTb KOMITBIOTEPHBIX CUCTEM U CeTel : yueo.
nocooue / B.®. [llanbrun. — M.: Ul «®OPYM» : UTHOPA-M, 2019 — 416 ¢. — Texker :
anektponHbIit. - URL: https://new.znanium.com/catalog/product/1009605 (nata obparieHus:
05.03.2020)

4. KOHTPOJIb H OIEHKA PE3YJIBTATOB OCBOEHHA IPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.03 DKCILIYATAIIHA OF BEKTOB CETEBOH HH®PACTPYKTYPbI»

Ko 1 HaumenoBauue
poheCCHOHATBHBIX U O0IINUX
KOMIIETeHIUH, (opMUpPyEMBIX B Kputepuu ouenku Meroab! OLEHKH
paMKax MOIayJA

IIK 3.1. YcraHaBiIMBaTh, OrneHka «OTIUYHOY - DOk3amen/3auer B hopme

HacCTpanBaTh, SKCINTyaTHPOBATH TEXHUYECKOE 3aJaHue cobeceoBaHUs:
%1 06CHy‘)KI/IBaTB TCXHUYCCKUC U

NIPOAHAIN3UPOBAHO, MPaKTUIECKOe 3a/IaHUE T10
MPOrpaMMHO-arIapaTHeIe
. | amroput™ paszpaboTaH, MOCTPOCHUIO alITOPUTMA B
CpEJ/ICTBA KOMIBIOTEPHBIX CETEH.
COOTBETCTBYET COOTBETCTBHHU C TEXHUYECKHM

TEXHUYECKOMY 3aJlaHHIO U | 3alaHHEeM
oopmIIeH B COOTBETCTBHH
CO CTaHJapPTaMH, TTOSICHEHBI
€ro OCHOBHBIEC CTPYKTYPHI.

Or1eHKa «XOpOLIo -
aJITOPHUTM pa3padoTaH,

3armmra 0T4YETOB 110
MIPAKTUYECKUM U

0o(hopMIIEH B COOTBETCTBHUH
bop nmabopaToOpHBIM paboTam

CO CTaHaapTaMu U
COOTBETCTBYET 3a/laHUIO,
IIOACHCHBI €0 OCHOBHBIC

CTPYKTYPBHI.

Onenka
«yIOBJIETBOPUTEIbHOY -
aJropuTM pa3zpaboTaH u
COOTBETCTBYET 3aJaHUIO.



https://new.znanium.com/catalog/product/1009605
https://new.znanium.com/catalog/product/1009605

1IK 3.2. IIpoBomuTh
npouIaKTHIeCKHe padoThl Ha
00BEeKTax ceTeBOn
HHQPACTPYKTYPHI U pabounx
CTaHIHSIX.

OlLieHKa «OTJAMYHO -
TEXHHUYECKOE 3a/IlaHHE
IPOAHAIN3UPOBAHO,
aJrOpUTM pa3paboraH,
COOTBETCTBYET
TEXHHYECKOMY 3aJaHUI0 U
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH, MOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

OreHKa «XOpOLIOo -
aJIrOPUTM pa3paboraH,
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH U
COOTBETCTBYET 3aaHHUIO,
MIOSICHEHBI €r0 OCHOBHEBIE

CTPYKTYDBI.

Orenka
«yIOBJIETBOPUTEIBLHOY -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUIO.

Ok3amMen/3auer B hopme
cobecenoBaHMs:
NPaKTHYECKOE 3aJ]aHUE TIO
HOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHUU C TCXHUYCCKUM
3alaHHEeM

3ammTa OT4ETOB 110
MMPAKTUYCCKUM U
nabopaTOpHBIM padoTaM

IIK 3.3. YcraHaBiuBaTh,
HACTPaWBAaTh, KCILTyaTHPOBATh
" 00CTy)KHBATh CETEBBIC
KoH(uTypamm

OrneHka «OTIHYHOY -
TEXHUYECKOE 3a/IaHUE
MIPOAHAIN3UPOBAHO,
aNTOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U
o opMIICH B COOTBETCTBUH
CO CTaHJapTaMH, MOSCHEHBI
€ro OCHOBHBIEC CTPYKTYPBHI.

O1eHKa «X0pOoLIo -
aJITOPHUTM pa3padoTaH,
oopmIleH B COOTBETCTBUH
CO CTaHAapTaMH U
COOTBETCTBYET 3aJaHUIO,
MOSICHEHBI €r'0 OCHOBHBIE

CTPYKTYPBHI.

Ornenka
«yIOBJIETBOPUTEIHHO -
AJTOPUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

Dk3aMeH/3a4eT B hopMe
cobecemoBaHUS:
MPaKTUIECKOE 3a/IaHUE TI0
MIOCTPOCHUIO allTOPUTMA B
COOTBETCTBHHU C TEXHUIECKHM
3aJlaHuEM

3amuTa OTYETOB IO
NPAaKTHYECKUM U
nmabopaTopHBIM paboTaMm




1IK 3.4. YyacTBOBaThH B
pa3paboOTKe CXEMBbI
10CJIEaBapUUHOIO
BOCCTaHOBJICHUS
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBITIOJIHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMTUPOBAHUE
nHpOpPMAITUH.

OlLieHKa «OTJAMYHO -
TEXHHUYECKOE 3a1aH1e
IPOAHAIN3UPOBAHO,
aJrOpUTM pa3paboraH,
COOTBETCTBYET
TEXHHYECKOMY 3aJaHUI0 U
oopmIIeH B COOTBETCTBUHU

CO CTaHAapTaMu, ITOSICHCHBI

€r0 OCHOBHBIE CTPYKTYPBI.

OreHKa «XOpOLIOo -
aJIrOPUTM pa3paboraH,
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH U
COOTBETCTBYET 3aIaHHUIO,
MIOSICHEHBI €r0 OCHOBHEBIE

CTPYKTYDBI.

Orenka
«yIOBJIETBOPUTEIBLHOY -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUIO.

Ok3amMen/3auer B hopme
cobecenoBaHMs:
NPaKTHYECKOE 3aJ]aHUE TIO
HOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHUU C TCXHUYCCKUM
3alaHHEeM

3ammTa OT4ETOB 1O
MMPAKTUYCCKUM U
nabopaTOpHBIM padoTaM

IIK 3.5. YgacTBOBaThH B
pa3paboTKe CXEeMBI
MoCIeaBapUItHOTO
BOCCTaHOBJICHUS
paboTocrocoOHOCTH
KOMIIBIOTEPHOU CETH,
BBITIOJHSATH BOCCTAHOBIICHUE H
pe3epBHOE KOMMPOBAHKE
nHpOpMAaITHH.

OrneHka «OTIHYHOY -
TEXHUYECKOE 3a/IaHUE
POAHAITN3HPOBAHO,
aNTOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U
o opMIICH B COOTBETCTBUH

CO CTaHaapTaMu, IIOSICHCHBI

€ro OCHOBHBIE CTPYKTYPBHI.

O1eHKa «X0pOoLIo -
aJITOPHUTM pa3padoTaH,
oopmIleH B COOTBETCTBUH
CO CTaHAapTaMH U
COOTBETCTBYET 3aJaHUIO,
MOSICHEHBI €r'0 OCHOBHBIC

CTPYKTYPBHI.

Ornenka
«yIOBJIETBOPUTEIHHO -
AJTOPUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

Dk3aMeH/3a4eT B hopMe
cobecemoBaHUS:
MPaKTUIECKOE 3a/IaHUE TI0
MIOCTPOCHUIO allTOPUTMA B
COOTBETCTBHHU C TEXHUIECKHM
3aJlaHuEM

3amuTa OTYETOB 10
NPAaKTHYECKUM U
nmabopaToOpHBIM padoTam




IIK 3.6. BeImonHsTh 3aMeHy
PacXOIHBIX MaTEpUANIOB U
MEJTKUH pEeMOHT NepuQepHITHOTO
000pyIOBaHUS, OTIPENCIIATh
ycrapeBiiee 000opy10BaHHE U
IIPOrpaMMHBIE CPENICTBA CETEBOI

HHQPACTPYKTYPHI.

OlLieHKa «OTJAMYHO -
TEXHHUYECKOE 3a/IlaHHE
IPOAHAIN3UPOBAHO,
aJropuTM pa3paboraH,
COOTBETCTBYET
TEXHHYECKOMY 3aJaHUI0 U
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH, MOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

OreHKa «XOpOLIOo -
aJIrOPUTM pa3paboraH,
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH U
COOTBETCTBYET 3aIaHHUIO,
MIOSICHEHBI €r0 OCHOBHEBIE
CTPYKTYPHI.

Orenka
«yIOBJIETBOPUTEIBLHOY -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUIO.

Ok3amMen/3auer B hopme
cobecenoBaHMs:
NPaKTHYECKOE 3aJ]aHUE TIO
HOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHUU C TCXHUYCCKUM
3alaHHEeM

3ammTa OT4ETOB 1O
MMPAKTUYCCKUM U
nabopaTOpHBIM padoTaM




OK 01. Beibupats

CIIOCOOBI peuieHud 3aaa4

npoheccroHaIbHON
JIeITEIbHOCTH,
MPUMEHHUTETBHO K
Pa3iinUHbIM KOHTCKCTaM.

— 000CHOBaHHOCTh TIOCTAHOBKH IICJIH,
BBIOOpA U MPUMEHEHUS METO/IOB U
Croco0O0B pelIeHus MPOPECCUOHATBLHBIX
3am1ad;

- aJIeKBaTHAs OIICHKA U CaMOOLIEHKa
3((peKkTUBHOCTU 1 KayecTBa
BBITNIOJTHEHU S TPO(ECCHOHANIBHBIX 33134

OII 02.0OcymiecTBasTH
MIOWCK, aHaJN3 U
HWHTEPIPETANIO
uHpOpPMAaIUH,
HEOOXOJIMMOM ISt
BBITIOJTHEHUS 32/1a4

- UCIIOJIb30BAHUE PAZTMUHBIX
HNCTOYHUKOB, BKJIIOYAA 3JICKTPOHHBLIC
pecypcsl, menuapecypcesl, THTepHer-
pecypchl, NEPUOANYECKHUE U3TAHUS 11O
CIIEHUAIIBHOCTH JJI pEeUICHUs
npod)eCCHOHATBHBIX 3a1a

npoheccroHaIbHON

JEATETHLHOCTH.

OK 03. I[InanupoBats 1 - IEMOHCTpAIIHsI OTBETCTBEHHOCTH 32
peain30BbIBATH MIPUHSATHIC PELICHUS

COOCTBEHHOE - 000CHOBAaHHOCTH CaMOaHaIN3a U

npodeccruoHaasHOe U
JINYHOCTHOE Pa3BHUTHE.

KOPPEKIHUS Pe3ysIbTaTOB COOCTBEHHOI
paboTHI;

OK 04. Paborath B
KOJJIEKTHBE ¥ KOMaHJIE,
s dexTnBHO
B3aMMOJEHCTBOBATH C
KOJJIeraMu,
PYKOBOJICTBOM,
KJIUCHTAMH.

- B3aUMOJIEHCTBHE C 00yJarOMMUCH,
IPENoaBaTelsIMU U MacTepaMu B X0JIe
o0ydeHusl, ¢ pyKOBOIUTEIIAMH YIeOHOM
1 TIPOM3BOJICTBEHHOM MPAKTHUK;

- 000CHOBaHHOCTh aHAIN3a PaOOTHI
YJICHOB KOMaHIBI (ITOTYNHEHHBIX )

OK 05. OcyriecTBIsTh
YCTHYIO U TINCHMEHHYIO
KOMMYHHKAIIUIO Ha
rOCyIapCTBEHHOM SI3BIKE
C Y4eTOM OCOOEHHOCTE!
COLMABHOTO U
KyJIbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M MUChbMEHHOMN
peun,

- ICHOCTh (DOPMYITMPOBAHUS H
W3JI0KEHUS MBICIIEN

OK 06. IIposBisiaTh
IpaXxIaHCKO-
MATPUOTHYECKYIO
MO3HIINIO,
JIEMOHCTPUPOBATH
OCO3HAHHOE MOBE/ICHHE
Ha OCHOBE

- COOJTIO/ICHNE HOPM TIOBEICHHSI BO
BpeMs yIeOHBIX 3aHATHH U
MIPOXOXKIEHUS yIeOHOH U
MIPON3BOJICTBEHHON TPAKTHK,

00111eUeT0BEYECKIX

LIEHHOCTEM.

OK 07. CogneiicTBOBaTh - 3(peKTUBHOCTH BHITTOTHEHUS TTPABHII
COXPaHEHUIO Tb B0 Bpemst y4eOHBIX 3aHATHIH, TPU
OKpYXXarolen cpeapl, NPOXOXKICHUH y4eOHOH U
pecypcocOepeKeHnIo, IPOU3BOACTBEHHOM MPAKTHK;

3¢ deKTUBHO - 3HaHUE U UCII0JIb30BaHUE
JeCTBOBAThH B pecypcocOeperaromumx TeXHOJIOTHil B
Ype3BhIYAHBIX 00J1aCTH TeTeKOMMYHHUKAIUH
CUTYyaLUsIX.

OK 08. Ucnonp3oBaTh
cpeacTBa Gpu3MUECKON
KYJIBTYPBI JUIS
COXpaHEHUS U
YKpPETUICHHS 3JI0POBbS B
poriecce

- 3¢ ¢EeKTUBHO UCTIONB30BATH CPENICTBA
(u3nvecKol KyabTypHI U1l COXPaHEHHS
1 YKPEIUIEHUS 3[J0pOBbS B NPOLECCE
podecCHOHANTBHON AESTENbHOCTH U
noJyiepKaHue HeoOXOAUMOro YPOBHS
(u3nUecKol NOArOTOBICHHOCTH. ;

NHuTepnperanus
pe3yabTaTOB HAOMIOACHU I
3a JICITEIbHOCTHIO
00yJaroIierocst B mporecce
OCBOCHHS
00pa3oBaTeNbHON
IIPOrpaMMBl

DKcrnepTHOE HAOI0IeHUE U
OlIeHKa Ha J1abopaTOpHO -
MPAaKTUYECKUX 3aHATHSAX,
MIPU BBINIOJIHEHUH PAa0OT 110
y4eOHOH U
MPOU3BOJICTBEHHOMN
MpaKTHKaM

DK3aMeH
KBaJTM()MKALIMOHHBII




npoheccroHaIbHON
JIeITETbHOCTH U

HoAJepKaHue
HEOOXOJMMOT0 YPOBHS

¢duznveckoi

MOJrOTOBJICHHOCTH.

OK 09. lcnonp3oBath - 3((heKTHBHOCTH UCTIONB30BAHUS
nH(POPMAITUOHHBIE MHPOPMATHOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUU B TEXHOJIOTUH B MPOeCCHOHATBHON
npodeccuoHaIbHOM JEATEIbHOCTH COTJIACHO (POPMUPYEMBIM
JACATCIIBHOCTH. YMCHUAM U IOJIYy4aEMOMY

IIPAaKTUYECKOMY OIBITY;

OK 10. ITons3oBathes
npoheccroHaIbHON
JIOKyMEHTaIleN Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 3(pPeKTUBHOCTH MCITOJIL30BAHUS B
poeCCUOHANTBHOM eITEIbHOCTH
HEOOXOIUMON TEXHUYECKOH
JIOKYMEHTAIIMH, B TOM YKCIIC Ha
AHTJIMHACKOM SI3BIKE.

OK.11. IInanupoBath
MPEANPUHUMATETBCKYIO
JeSTEebHOCTh B
npodeccruoHanbHOM

chepe

- 3(pPEeKTUBHO TUIAHUPOBATH
MPpEANPUHUMATEIIBCKYIO ACATCIbHOCTL B
npodeccuoHaNbHOM chepe mpu
MPOBEACHUHN PabOT 110
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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