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1. OFII[AA XAPAKTEPHCTHKA ITPUMEPHOH PABOYEH ITPOTPAMMBbI
ITPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBITIQOTHEHHE PABOT I10 ITPOEKTHPOBAHWIO CETEBOH
HHOPACTPYKTYPbI»

1.1. Ilens u nnanupyemoie pe3ynbmansvl 0C60EHUs NPOPECCUOHANLHOZ0 MOOYIA

B pesynbrare m3ydeHHs] MpoecCHOHAIBLHOrO MOMYJS CTYASHT NOJDKEH OCBOMTH OCHOBHOM BHI
JeATeIbHOCTH BrInonHeHne padoT Mo MPOEKTUPOBAHUIO CETEBOW HMHQPPACTPYKTYPHI M COOTBETCTBYIOIINE
eMy oOlIHe KOMITETeHIIUH U TpodecCrOHaIbHBIC KOMITETCHIIMH:

1.1.1. TlepeyeHb OOLIMX KOMIIETEHIUI

Kox HanmeHnoBaHnue 00X KOMIIETEHIIMIH

OK 1. Boeibupate cmocoObl  pemieHuss  3a7ad  po(ecCHOHATBbHON  JESITENbHOCTH,
MPUMEHHUTENBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh NOUCK, aHAINU3 U MHTEPIPETALUI0 MHPOpMAIK, HEOOXOAUMOMN JIJIs
BBITNIOJIHEHUS 3aJ1a4 TPO(HEeCCUOHATILHOM eSITEIbHOCTH

OK 3. [InanupoBaTh U peayn30BbIBaTh COOCTBEHHOE MPOGECCHOHANIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PaGortatp B KOJUIeKTHBE U KOMaH/€e, 3)(HEKTUBHO B3aMMOJIEHCTBOBATD C KOJJIETaMH,
PYKOBOJICTBOM, KJIIMEHTaMH.

OK 5. OcymecTBiIATh YCTHYHO M NHCBMEHHYK) KOMMYHHMKAIMIO Ha TOCYAApCTBEHHOM
S3BIKE C YYETOM OCOOEHHOCTEH COLMAIbHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. [IposBasaTh rpaXIaHCKO-MAaTPUOTHUECKYIO MO3UIIHIO, JIEMOHCTPHUPOBATh
OCO3HAHHOE MOBEJCHUE Ha OCHOBE TPAIUIIMOHHBIX O0IIeUEI0BEUYECKUX IEHHOCTEH.

OK 7. ConelicTBOBaTh  COXPAHEHHUIO  OKPY)KAIOWIEH  Cpelbl, pPecypcocOepexeHuto,
3¢ (hEeKTUBHO IeCTBOBATH B UYPE3BHIYAMHBIX CUTYAIIUSX.

OK 8. Hcnonws3oBath cpeactBa (PU3MUECKOW KYJIbTYPHI IS COXPAaHEHUS W YKPEIUICHUS
3I0pOBbsl B Ipolecce MNpodecCHOHANbHON JEATENbHOCTH U MOJJIEp’KaHue
HE0OX0IMMOT0 YPOBHA (PU3MUECKOM MOATOTOBIEHHOCTH.

OK 9. Hcnonp3oBath MHGOPMAIIMOHHBIE TEXHOJIOTHU B TPOGECCHOHAIBHON JEATEIHHOCTH

OK 10. [Tonp30BaThcsi mMpodecCHOHANBHOW JOKYMEHTAIlMEH Ha TOCYJAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

OK 11. [InanupoBaTh IPEANPUHUMATEIBCKYIO IEATEILHOCTD B ITpodecCHoHaIBHON chepe

1.1.2. [lepedenn npodeccnoHaIbHBIX KOMITCTCHITHA

Kox HaumeHoBaHHe BH/IOB eI TeJBHOCTH M TPOG)eCCHOHAIBHBIX KOMIIETCHIUH
IIK 1.1. BreImonHATE IpoeKkTHpoBaHNE KaOENbHON CTPYKTYPHI KOMITBIOTEPHOM CETH.
IIK 1.2. OcymiecTBIATh BBIOOP TEXHOIOTHH, MHCTPYMEHTAIBHBIX CPEICTB U CPEJCTB BHIYUCIUTENFHON

TEXHHUKH IIPU OPTaHU3ALMH IIpoLiecca pa3padOTKH U UCCIEIOBAHMUS 00bEKTOB
npodeccHOHANbHON AESITEIbHOCTH

IIK 1.3. Ob6ecrieunBath 3amUTy WH()OPMAIMU B CETH C HWCIOJIH30BAaHUEM IPOTPAMMHO-AIIIAPATHBIX
CPEJICTB.
IIK 1.4. [IpuHUMaTh yyacTue B IPUEMO-CAATOYHBIX UCIBITAHUSX KOMIIBIOTEPHBIX CETEH U CETEBOTO

000pyIOBaHMS PA3TUYHOIO YPOBHS U B OLICHKE Ka4eCTBa U SKOHOMHUYECKOH 3((EeKTUBHOCTH
CETEBOW TONOIOTHH.

I[IK 1.5. BremonaAaTh TpeOOoBaHMS HOPMATUBHO-TEXHUYECKOH JTOKYMEHTAIIUH, UMETh OIBIT O)OPMIICHHUS
IPOEKTHON JOKYMEHTAINH.

1.1.3. B pe3ynbrare 0cBOCHUS NPOPECCHOHATBHOTO MOIYJIS CTYACHT JIOJIKEH:




HNmers

MOPOCKTUPOBAHUHN aPXUTCKTYPhI JIOKaJIbHOM CETH B COOTBETCTBUM C ITOCTaBJICHHOM

MPAKTHYCSCKHIA 3a/1a4ei;

OIBIT B .
YCTaHOBKE M HACTPOMKE CETEBBIX IPOTOKOJIOB M CETEBOrO0 OOOPYIOBaHHS B
COOTBETCTBUU C KOHKPETHOH 3a1a4eid;
BBIOOpE TEXHOIOTHH, WHCTPYMEHTAIBHBIX CPEACTB NPH OpraHM3alluy Mpolecca
YCCIIe/IOBaHUSI OOBEKTOB CETEBOM MHPACTPYKTYPHI;
obecrieueHny 0e30ITacCHOTO XpaHEH!UsI U TIepeiadyd MHPOPMALlUK B JIOKaJIbHOH CETH;
HCIIOJIB30BAHUU CIICHUAIIBHOI'O IMPOrpaMMHOIr0O O6CCHC‘ICHI/I$1 1A MOJACIIMPOBAaHUA,
IIPOEKTUPOBAHUS U TECTUPOBAHMS KOMIIBIOTEPHBIX CETEH.

YMETDb IMPOCKTUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTB CECTCBBIC TOIIOJIOIMH,
UCIIOT30BaTh MHOIO(YHKIIMOHATIBHBIE MTPUOOPHI MOHUTOPHHTA, TIPOTPaMMHO-
armapartHble CPeJICTBA TEXHMYECKOr0 KOHTPOJIS JIOKAIBHOH CETH.

3HATh 001IMe PUHIIMIIBI TTOCTPOCHHUS CETEHl, CETEBBIX TOMOJIOTHIA, MHOTOCIIOHHON MOJEIN

OS], TpeboBaHMii K KOMITBIOTEPHBIM CETSIM;

apXUTEKTYpy IPOTOKOJIOB, CTaHAAPTU3alMU CETEH, JTaloB MPOEKTUPOBAHUSA
CeTeBOl MH(PPACTPYKTYPBI,

0a30BbIE TIPOTOKOJIbI 1 TEXHOJIOIMU JIOKAJIbHBIX CeTeﬁ;
TIPUHIUIIBI ITOCTPOCHN A BBICOKOCKOPOCTHBIX JIOKAJIbHBIX ceTeﬁ;

CTaH/IapTHI Kabeneil, OCHOBHBIE BU/IHl KOMMYHHKAIIMOHHBIX YCTPOHCTB, TEPMUHOB,
TTOHSITUH, CTAHIAPTOB U THITOBBIX AJIEMEHTOB CTPYKTYPHUPOBAHHON KaOETHHOM
CHCTEMBI.

1.2. Kosin4uecTBO 4acoB, 0TBOJAMMOE HA 0CBOeHHE NPo¢ecCHOHAIBLHOT0 MOTYJIs

Bcero wacos 724

U3 nux Ha ocoenne MJIK. 01.01 148
Ha ocBoenne MJIK. 01.02_ 276

Ha MPaKTHKH, B TOM 4ncie yueOnyro 108  u mpousBozacTBennyo 180




2. CTpyKTYypa U cojiep:KaHue NpohecCuHOHAIBHOr0 MOy IS

2.1. CtpykTypa nn

podeccuonanbuoro Moxyasi <IIM.01 BBIITOTHEHUHE PABOT 110 IIPOEKTHPOBAHHIO CETEBOU HH®PACTPYKTYPbI»

3aHsATHs BO B3aUMOIEUCTBUU C NIPENIOIaBaTENEM, Yac Camocrost
TCJIbHas
Kozpr CyMMapHsI Obyuenue no MK Ilpakmuku paboral
poQeCCUOHATHHEI HaumenoBanust pasznenon i 00BeM Tpomssonicteennas | LIpoMe
X 00Immx poeCcCHOHANBEHOTO MOITYJIS HarpysKH, JlabopaTopusl | Kypcossl (ecnu .
KOMIIETEHITHIA qac. Beero xu X pador YucGHas npeoycmMompena Y
HpaKTI/I‘{eC“KI/IX (HpOCKTO paccpe domouennas arTecran
3aHATUN B) npaxmuxa) us
1 2 3 4 5 6 7 8 9 10
IIK 1.1-TIK 1.5 Paznen 1. KommbroTepHbie 2
OK 01-11 cemt 148 132 50 14
IIK 1.1-[IK 1.5 Paznen 2. Opraam3zarus, 276 247 118 20 2 27
OK 01-11 MIPUHLUIIBI IOCTPOSHUS U
(hyHKIIOHUPOBAHHS
KOMITBIOTEPHBIX CETEl
K 1.1-IIK 1.5 VY4eOHas npakTuka (1Mo 108 108
OK 01-11 MPOQIITIO CTICTHATLHOCTH ),
9acoB (eCJIM IPeIyCMOTpEeHA
HUTOroBas
(KOHIICHTpHUPOBAHHAS)
MIpaKTHKA)
IIK 1.1-IIK 1.5 [Ipon3BoacTBeHHAS IPAKTHKA 180
OK 01-11 (1o mpod w0 180
CIIEITNATBFHOCTH ), 9aCOB (eCTH
NPERyCMOTPEHA UTOrOBas
(KOHIIEHTpUPOBaHHA)
MIPaKTHKA)
Bcezo: 724 379 168 20 108 180 4 41

1 O6bem camocTosTeNnbHON PaboTHl 06YUAKOIIUXCS OIpe/IeNseTcs 00pa30BaTelbHOl opranusanueil B coorBercTBuu ¢ Tpebosanusmu OIOC CIIO B npepenax obbemMa yueOHOI
JMCLIUILIMHBI B KOJIUYECTBE YaCOB, HEOOXOANMOM IS BBIIOJHEHUS 3aJaHHI CAMOCTOSITENIbHONW paboThl 00yJarOIHMXCsl, IPEIYCMOTPEHHBIM TEMAaTHYECKUM TUIAHOM H COIEpIKaHHEM
y4eOHOH TUCIUITIMHBI (MEXIUCHUIUINHAPHOTO Kypca).




2.2. Tematn4yeckuii IVIaH U colep:Kanue NpogeccnoHaIbHOro moay.as (IIM)

«IIM.01 BBIIIOJIHEHUE PABOT 110 TIPOEKTUPOBAHUIO CETEBOV WH®PACTPYKTYPbI»

HaunmeHoBaHue pa3feoB U TeM

Conep:kanue yueOHOro MaTepuaJa,

NMpoecCHOHATBHOT0 MOIYJISA O0bém B
JaboparopHsblie padoThl U MPAKTHYECKHE 3aHSATHS, CAMOCTOSITe/IbHAS YUeOHas padoTa
(ITM), Mewucuun M HapHbIX 00y4JaruIuXcs, KypcoBas padora (IPOeKT) (eciu npedycmompeHul) Hacax
KypcoB (MIK) ’
1 2 3

Paznea 1. KomnbloTepHble ceTn
M/IK.01.01. KomnbloTepHbie 148
ceTH
Tema 1.1. BBenenue B ceTeBble Conep:xkanue 44
TeXHOJIOTHH 1 | KommeroTepHbie ceTu

CoBmectHas pabora, VIHTepHET M COBpEMEHHBIE CETEBbIE TEXHOJOTHH — OOJIACTh MPUMEHEHUS U
Ha3HaueHWe. Buabl KOMIBIOTEPHBIX ceTed. ' nobanbHble W JIOKanbHbIE ceTH. OIHOPaHTOBBIE U
KIIMEHT-CepBepHbIe apXHUTEKTyphl. OCHOBHBIE KOMIIOHEHTHI CETEH, CETeBas cpena W CETEBBIC
ycrpoiictBa. TexHonoruu noxaximrodeHuss K MHrepner. KonBeprentHeie cern. KauectBo u
HaJISKHOCTE ceTeil. OCHOBHBIC IOHATHSI CETEBOM Oe30macHOCTH. TeHIEHITNN Pa3BUTHS CETEH.

KoHconbHBIN n0CTyM, YAAJIEHHBIH ocTyn ¢ moMotipio Telnet m SSH, ncnons3oBanne mopra AUX.

CeTeBble MPOTOKOJIbI 1 KOMMYHHUKAIIUU

KomupoBanme m mapamerpsl coobmieHus. CeTeBble TPOTOKOJBI. B3amMmoneiicTBHE MPOTOKOJIOB.
Ha6op nporokono TCP/IP u mpouecc ooMeHa maHHbIMH. OpraHu3alydy IO CTaHIapTH3ALIMH:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBueBbiec Mozenu OSI u TCP/IP. MHKancymsiiust JaHHBIX.
[Iporokonpabie 6moku manHbix (PDU). [octynm k mokambHbIM pecypcam. CereBas apecarius.
MAC- u IP- aapeca. Jloctyn k ynanéHaeM pecypcam. 111103 mo ymonganuro.

CeTeBoii 1ocTyn

[Iporokonsl u cranmaptel (usmdeckoro ypoBHA. CrocoOsl momkimrodeHus K ceTH. CereBbie
narepdeiicasie matel (NIC). Cpensl mepemaun MaHHBIX W HX XapaKTEPUCTHUKH: MPOIMYCKHAS
CHOCOOHOCTH, TPOU3BOIUTENHHOCTE. Buabl MeanbIx cereBbix kabeneii: UTP, STP, koakcuanpHEIHA.
PazHOBHIHOCTH, OCOOCHHOCTH TPOKIAIKA W TeCTUpOBaHWs KaOeinei. CTpyKTypa U OCOOCHHOCTH
MIPOKJIAIKY ONITOBOJIOKOHHBIX KaOeneid. becripoBoaHble cpeacTBa nepenaun nanubix. Ctanmapt Wi-
Fi IEEE 802.11.

KananeHbIi ypOBEHB U €ro IOypoBHH: Y TIpaBiieHue jJorndeckuM kaHainoMm (LLC) u Yropasnenue
JIOCTYTIOM K cpene nepenadn ganHbix MAC. CTpykTypa Kajipa KaHaJIbHOTO YPOBHS U IPUHITHITHL
ero ¢popmupoBanus. CTaHIAPTHI KAHAIBHOTO YpOBHS. Du3nyeckas v JOrmuecKasi TOMOJIOTHsI CETH.
ToIomorum «ToYKa-TouKay, «3Be37a», «IOTHOCBI3AHHAN», «KOJbIIeBasy. [lomyayriekcHas u
TTOJTHOYTIIIEKCHAs nepenava nanHbix. Ocobennoctr kanpoB LAN, WAN, Ethernet, PPP, 802.11.

CerteBble Texnojornu Ethernet




CemetictBo cereBbix TexHonoruii Ethernet. Ilpunmmm paGoter Ethernet. B3aumoneiictBue Ha
nogypoBHsx LLC u MAC. Ympaenenue noctynoM K cpeae nepenaun aaHHeix (CSMA). MAC-
aapec: uaeHtudukauus Ethernet. AtpuOytel kxazapa Ethernet. IlpencraBmnennss MAC-aapecos.
OmHO- ¥ MHOT'0AJIPECHOM, INPOKOBEINATENLHON pacchuiok. CkBo3HOE moakitoueHue, MAC- u IP-
azpeca.

[Iporokon pazpemienus agpecoB (ARP): mpuHIMTIBEI paboThl, POk B MpoIecce YAAICHHOro oOMeHa
nanaeiMU. Tabnuiel ARP Ha cereBbIX yerpoiicTBax. OcHOBHBIE HelOCTaTKH MpoTokona ARP -
Harpyska Ha cpeny nmepenauu JaHHBIX U O€301aCHOCTb.

OcHoBnast nH(popManus o moprax kommyraropa. Tadmua MAC-aapecoB kommyTtatopa. OyHKuus
Auto-MDIX. Croco0bl mepecbulkn Kajapa Ha kommytatopax Cisco. Bydepuzaums namsta Ha
KoMMyTaTopax. @uKcUpoBaHHAs W MOIYJIbHAas KOH(QHUTYpalud KOoMMyTaTopoB. CpaBHEHHE
KOMMyTanuu ypoBHsS 2 u ypoBHa. Texnomorusi Cisco Express Forwarding. BuptyansHbIi
unrepdeiic kommyratopa (SVI), Mapmpyrusupyemsrii mopt, EtherChannel ypoHs 3.
Kondurypanusi MapupyTu3upyeMoro nopra.

CeTeBoii ypoBeHb

CereBoii ypoBeHb B IIpoIrecce ImepeAadd AaHHbIX. [Iporokonsl cereBoro ypoBHS. OCHOBHBIE
xapakrepuctuku IP-mporokomna. Ctpykrypa nakeroB [Pv4 u IPv6. OcoGeHHOCTH U TTpenMyIecTBa
nporokona Pv6. Meronsl MapmpyTH3andu  y3i0B. Tabnaura MapmipyTH3aluil  y3JI0B |
MapIipyTu3aropa s mporokoiioB IPv4 m IPv6. YcrpolictBo mapmpyTtuzatopa — Ilporeccop,
[aMATh, ONepalrMoHHas cucrema. llofxmioueHne K MapHIpyTH3aTopy 4epe3 pasindHble MOPTHI.
Hactpoiika HCXOAHBIX IapaMeTpoB, HHTepdEHCOB, 11032 IO YMOJIYAaHHUIO M  JPYrux
XapaKTePUCTUK MapIIpyTH3aTOPa.

TpaHCIOPTHBINA YyPOBEHb

Hasnauenne u 3a71a91 TPaHCIOPTHOTO YPOBHSI.

MynbsTHILIEKCUPOBaHNE ceaHcoB cBsi3u. Omumcanme u cpaBHeHue mportokonoB TCP u UDP —
HaJeKHOCTh W MPOWU3BOAUTEIBHOCTh, OOJACTh NMPUMEHEHHUs. AJpecaliisi IOPTOB W CEerMEHTAIHs
TCP u UDP. O6men nanubeimu 1o TCP. Ipomeccer TCP cepsepa. Ycranosinenue TCP-coennHeHHs
u ero 3aBepiienne. [Ipunainner «Tpéxcroponnero pykomnoxatus» TCP. Hané&xnocTs u ynpaBienne
notokoM TCP - [loarBepxaeHue MOTYyYEHUSI CETMEHTOB, MOTEPS NAHHBIX U MOBTOPHAS Iepenaya,
ymnpaBieHne morokoM. OOMeH maHHBIME ¢ ucnonb3oBanneM UDP. Ilpomeccer n 3ampocer UDP-
cepsepa, UDP-natarpammsl, nponeccel UDP-knuenTa. [lpunoxkenus, ucnone3yromue UDP u TCP.

IP-aagpecauus

Crpykrypa [Pv4-ampecos. CereBas u y3moBas gacts [P-agpeca. [IpeoOpa3oBanue agpecoB MexXIy
JBOMYHBIM U ACCATEpUUYHBIM MpencTaBieHueM. Macka noaceru IPv4. CereBoil aapec, aapec y3na u
LIMpOKOBeIaTenbHbli aapec cetu [Pv4. [IpucBoenue y3iy cratndeckoro u tuHamudeckoro 1Pv4-
anpeca. MuoroanpecHas nepenava. [lyommunsie u yactasie IPv4-aapeca. IPv4-anpeca
crnequanbHoro HasHavyeHus. [lpucsoenne IP-agpecos.

CoBMecTHOE ncnonb3oBaHue NpoTokonos [Pv4 u IPv6: nBoliHON cTeK, TYHHENHPOBaHUE,
npeodpasosanue. [Ipencrasnenue [IPv6-agpecos. IlpaBuna cokpamenus 3anucu [Pv6-agpecos.




WnauBuayanbHbli, TpyNnoBOi, Mpou3BoiabHBIN TUIIBI [Pv6-anpecoB. CTpyKTyphI JOKaIbHOTO U
rI100abHOTO HHAUBHTYaNbHBIX [Pv6-aapecoB. CTaTuueckasi 1 AMHAMHYECKash KOH(UTypain
riodansHOro HHAMBHIyanbpHoro aapeca. [Ipouecc EUI-64 1 ciaydaiiHO creHeprupoBaHHBIH
naeHTuduKaTop uHTEpdeEiica.

ICMP-cepBucel. Otmuumst mist npotokonoB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc &
MapuipyTu3aTopy», «OOBsBICHHE OT MapUIpyTH3aTopa», «3alpoc COCemHEero y3ia» W
«OOBsBICHUE COCEHEr0o y3la». TecTHpoBaHME CETU C IOMOILNBIO 3XO0-3aIPOCOB. TpaccHpoBKa
MapuipyTta. Bpemsi mpoxokaeHusi curHaia B mpssMoM u oOpaTHoM HampasieHusix (RTT). Bpewms
xwu3nu (TTL) IPv4 u npenen nepexozaos IPv6.

Pa3znesnenne IP-cereii Ha moaceTn

Cermenranust IP-cereii. OOMEH HaHHBIMH MEXAy TOACETAMH. [L1aHUpoBaHHME ajapecalud B
nojceTsix. PacuerHble (opmynbl Ui cerMeHTaluu ceTH. Pa30WeHue Ha TOJCETH Ha OCHOBE
TpeOOBaHMIA y3II0B U ceTell, B COOTBETCTBHHU C TpeOOBaHUsIMU ceTell. Onpenenenne Macku MoJICETH.
Pa3buenune Ha moJiceTu ¢ UCTIONB30BaHNEM Macku niepeMeHHOl anmuHbl (VLSM). bazoBas Mozxens u
Ha3HaueHue OyokoB amgpecoB VLSM. IlmanupoBanue azapecanuu cetd. (OCOOCHHOCTH
npoektupoBanusi [Pvb-cern. Pa3Ouenme Ha ToOACeTM C WCHOJIB30BAHHEM HJIEHTH(HUKATOpa
nHTepdeiica.

10

YpoBeHb npuioxeHui

YpoBeHb  TPUIIOKEHMM, YypOBEHb TMPEACTABIECHHUS W  CEaHCOBBIM  ypoBeHb. IIpumepsnl
pacIpoCTpaHeHHBIX MpHIoKeHui. [IpoTokonsl ypoBHs npwmiokennid. OmgaopanroBeie cetu (P2P).
Mopuens Tuna «kKiueHT-cepBep». 0630p mporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Ciyx6a
nomeHHBIX UMEH (DNS). @opmar coobmenuit n uepapxus DNS. Yrumura «nslookupy. Ciyxba
DHCP. Ilporokon nepenaun ¢aitnos (FTP). I[IpoTokon oOMmeHa Oj0KaMU CEPBEPHBIX COOOIICHHMIA
(SMB). Konnermmnn «Bceeoosemimontuii Matepraer» BYOD. /locTaBka TaHHBIX IO KOHBEPTCHTHBIM
CeTsIM.

11

Co31aHue 1 HACTPOH KA He0OJILII0I KOMIIBIOTEPHOM ceTH

[InanupoBanme 1 co3gaHNe HEOOIBITON KOMITBIOTEPHON CETH: OIpeneeHue KITF0YEBBIX (DaKTOPOB,
BBIOOP TOIOJIOI'MH U CETEBBIX YCTPONUCTB, BBIOOP M HACTPOMKA MPOTOKOJIOB, CUCTEMBbI aJpecalliy.
Mepsi o obecriedeHno 0€30IMacHOCTH CeTH. Y I3BUMOCTH U CETEBBbIE aTaku. Pa3BenpIBaTeNbHBIC
ataku, Ataku gocrymna, Otka3 B oocnyxuBanuu (DoS-atakn). PesepBHOe KommpoBaHue,
OOHOBJICHHE U YCTaHOBKA HCIpaBIeHUH. MexceTeBble S9KpaHbl. AyTeHTH(HKALKs, aBTOPU3aLUs U
yuér. Brimrouenue nporokona SSH.

@aioBble CUCTEMBl MAapLIPYTU3aTOPOB M KOMMYTAaTOpOB. Pe3epBHOE KONMUPOBAHUE U
BOCCTAaHOBJIEHHME C IIOMOIIbIO TEKCTOBBIX (haioB, mnporokona TFTP, USB-nakonurens.
Berpoennsie cinyxOpl Mapmpytuzanuu. llomgepikka OecnpoBoaHbIX mHoakiaodeHui. Hacrpoiika
BCTPOEHHOI'0 MapIIPYTHU3aTOpPa.

B mom uucne npakmuueckux 3anamuii u 1a6opamopuwvix pabom
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CocraBienue KapThl ceTy IHTEpHET ¢ MOMOILBIO YTHIINT «ping» U «traceroutey
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CoznaHue mpocToi ceTu:

* VcraHOBKa ceaHCa KOHCOIHU C CETEBbIM 000pyIOBaHUEM ITpH oMol rmporpammser Tera Term;
* CoszgaHue ceTH;

HacTtpolika 0CHOBHBIX MapaMETPOB KOMMYTaTOpa.

[IpocMotp cereBoro Tpaduka ¢ momoisio nporpammel Wireshark.

IMoakmroueHre KOMIIBIOTEPOB K CETH ¢ TIOMOIIBIO Kaberel n 6eCpoBOIHEIX aaTepoB:
*  OmpezeneHne CETEBhIX YCTPOMCTB U KAHAIOB CBSI3H;

*  OOXuM ceTeBoro Kabdes;

* IIpocMOTp IaHHBIX 0 OECIIPOBOAHBIX M MPOBOIHBIX CETEBBIX aJaITepax.

Uzyuenne Ethernet-texuomnoruii:

* IIpocmorp MAC-anpecoB ceTeBbIX YCTPONUCTB;

*  Uyuenwme kaapos Ethernet ¢ momomsio nporpammsl Wireshark;

* IIpocmorp ARP c momompto mporpammer Wireshark, narepdeticoB komaHHOM CTPOKH
Windows u 10S;

* Hcnonb3oBanue untepdeiica komanuoi crpoku [0S ¢ radnuiamun MAC-aapecos
KOMMYTaTopa.

[MocTpoenue cetn Ha 6a3ze MapIIPyTH3ATOPA:

*  IIpocMOTp TaOIUI MAPIIPYTU3ALIUH Y3II0B;

* Hzyuenne QU3NUECKUX XaPAKTEPUCTHK MapIIPyTU3ATOPA;

* CoszgaHue ceTH, COCTOSIIEH U3 KOMMYTAaTOPa U MapIIpyTH3aTOPA.

W3ydenne TpaHCIOPTHOTO YPOBHSI:

* HaOGmogenue 3a mporeccoM TPEXCTOPOHHETO «pykomokarws» TCP ¢ moMompio mporpaMmel
Wireshark;

*  H3yuenwme 3axBaueHHBIX JaHHBIX DNS UDP ¢ momMotsio mporpaMmel
Wireshark;

* H3yuenwne 3axBadeHHbIx makeTroB FTP u TFTP ¢ momomtpio nporpammer Wireshark.

Hactpoiika IP-anpecanuu:

* Hcnonb3oBanue kaiapKynsiTopa Windows B paboTe ¢ CeTeBBIME aipecamu;
¢  Kousepranus [Pv4-agpecoB B JBOMUHYIO CUCTEMY CUUCIICHUS;

*  Omnpenenenne [Pv4/IPv6-ampecos;

* Hacrpoiika [Pv6-aapecoB Ha CeTEBBIX YCTPOHCTBAX;

* TecrupoBaHue ceTeBOro MOAKIOYESHUS C TOMOIIBI0 KOMaH/I «ping» 1
«traceroute».

Cermenranus [P-cerei:
*  l3yuyeHwne KalbKyJIATOPOB MOCETEH;
*  Pacuér moxcereit IPv4;




* Pazgenenue cereil ¢ pa3TUYHBIMU TOMOJIOTHUSIMU HA TIOJICETH;
* Pa3paboTka u BHEApPEHHUE CXEMBI aJIpecalluu pasiefiéHHoN Ha moaceTH [Pv4-ceru;
PaspaboTka u BHempeHue cxemsl aapecanuu VLSM.,

10

IP-anpecanus:

*  aHanu3 TpaduKa OIHOAAPECHON Mepeauu, IMUPOKOBEINATEIBHON U MHOT0aJPECHOM PAaCCHIIKH;
* HacTpolika aapecaruu [Pvo6;

* mpoBepka aapecaruu [Pv4 u [Pv6;

® OTpa6OTKa KOMIIJICKCHBIX INPAKTUYCCKUX HABBIKOB.

11

Cermenrtanus IP-cereii:

*  OpraHu3aIs MOACETH IO PA3INYHBIM CIICHAPHUSIM;

*  pa3paboTKa ¥ BHEAPEHUE CTPYKTYPHI ajgpecanud VLSM;

*  BHEIpPEHHE CXEMBI aJipecariuu pa3aeiéHHon Ha monacetu [IPvo-ceru;
® OTpa6OTKa KOMIIJICKCHBIX INPAKTUYCCKNUX HABBIKOB.

12

N3ydenne OCHOBHBIX CETEBBIX CITYXO:

. Uzyuenne GpyHkimn odMeHa ¢aitiaMu Mex 1y OTHOPAHTOBBIMU YCTPOHCTBAMH
omnpenenenue npeodpasosanuii PAT; «H3yuenne npasun padots DNS;

. N3yuenue nporokosna FTP.

13

O06ecrieueHre 0€30MACHOCTH CETH:

*  U3ydenwue yrpo3 ceTeBoil 6€30MacHOCTH;

* JlocTym K CETEBBIM YCTPOHCTBAM 110 IpoToKoIy SSH;
* OO0ecnedeHne 0€30MaCHOCTH CETEBBIX YCTPOKHCTB;

* CPC 1 Hactpoiika MapmipyTH3ain

Tema 1.2. [IpuHIMIIBI
MapUIpyTH3aluU U
KOMMYTallHH

Cooepocanue

1

Beenenne B KoOMMyTHPYeMble CeTH

O6bpenunaénubIe ceTh. Mepapxus B KOMMYTHPYEMOU ceTh. Poib KOMMYyTHPYEMBIX CeTell.
KommyTtupyemas cpena. naammndeckoe 3anonaenne Tadiaumsl MAC-anpecoB KOMMyTaTopa.
Meronp! nepecbulkd Ha KoMMmyTaTope. KoMMyTamnus ¢ npoMexxyTouHbsIM XpaHneHrneM. CKBO3HAs
KOMMYTaLusl.

Kommytanuonnsie noMenbl. CHIKEHHE IEPErpy30K CeTH.

OcHOBHbIE KOHIENIIUA U HACTPOHKA KOMMYTALIUH

OcCHOBHBIE KOHIENIIMK U HACTPOHKa KOMMyTanuy. [lepBoHavanbpHast HACTpoiika KOMMyTaTopa 1
BOCCTaHOBJIEHHE IOCIIE cucTeMHOro c6osi. Hactpoiika nocrymna asst 6a30BOro yrnpasieHHs
kommyTtatopoM ¢ IPv4. JlymuiekcHas cBsi3b. HacTpoiika mopToB KOMMyTaTopa Ha (PU3MIECKOM
ypoBHe. OYHKIIUS aBTOMATHYECKOT0 onpenenenus tumna kabens (Auto-MDIX). [IpoBepka HacTpoek
nopra kommytaTtopa. [louck u yctpaHeHue npobieM Ha ypoBHE AOCTYIIA K CETH.

be3onacHocTs KOMMyTaTOpa. 3amuMIénHbI yaanéHuelid qoctyn. Hacrpoiika SSH.

38
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PacnipocTpanénHbie yrpo3sl Oe30macHOCTH: nepenonaenue Tadmunsl MAC-anpecos, DHCP-
cny(uHT, UCnonb30BaHue ysa3BuMoctelt mporokoiaa CDP, Araku Telnet u np. AymuT u
MIPaKTUYECKUE PEKOMEHIAIIUH 110 00ecIIeueHI0 0e30macHOCTH ceTH. be3onacHoCTh mopra
kommyratopa. OrcnexuBanue DHCP cooOmenuii. @ynkius 6e30macHoCTH opTa. BB 321U ThI
MAC-anpecoB. Pexxumbl pearpoBaHusi Ha HapyuieHne 6e3onacHocty. [IpoBepka 1 HacTpoiika
noptoB. IIpotokon cereBoro Bpemenu (NTP).

Bupryanbnsle nokanbHble ceT (VLAN)

Buptyanbnsie nokanbhbie cetd (VLAN) — knaccudukaus 1 OCHOBHBIC XapaKTEpPUCTUKU. TpaHKU
BUPTYyalbHbIX ceTell. KoHTponb mmpokoBeniaTenbHbIX 1oMeHoB B ceTsix VLAN. Teruposanue
kazpoB Ethernet s unentudukanmu cetn VLAN. Ceru native VLAN u TerupoBaHue craHiapTa
802.1Q. TerupoBanue ronocoBoir VLAN. Peanu3zaiiuu BUPTyanbHOH TOKaIpHOU ceTH. HazHaueHmne
nopToB cersiMm VLAN. Hacrpoiika TpaHKOBBIX KaHasoB. [IpoTOKONI JUHAMIYECKOT0 CO3/1aHUS
TpankoBoro kanajna (DTP). [louck u ycTpaHeHHe HEMONIAI0K B BUPTYaTbHBIX JIOKABHBIX CETSIX U
TpaHKOBbBIX KaHanax. [Ipobnemsl ¢ [P-agpecarueii cetu VLAN. HecoBmaienus: pexxumMoB
TpaHKoBO# cBsi3u. [IpoekTrpoBanue u obecneuenne 6ezomacHoctn VLAN: hopping, crrydunr
KOMMYTaTopa, ataka ¢ IBoitHeIM TerupoBaHueM, Cets PVLAN nepumerpa. [Ipaktuueckue
PEKOMEH JAITMH 110 MPOEKTHPOBAHUIO BUPTYAIbHOM JIOKAIBHOM CETH.

KoHuenmusi MapumipyTu3auuu

Hactpoiika MapipytuzaTopa. MexaHu3Mbl IEpECHUTKY NakeToB. [lo/ikiIIoueHrne U HacTpoiika
ycTpoiicTB. CBETOAMOMHBIC HHANKATOPHI HA MapIIpyTHU3aTOpe. AKTHBAITUS U HAcCTpoiika IP-
anpecanuu. [IpoBepka CBA3HOCTH CETEM ¢ MPSAMBIM MOAKII0OUeHHEM. [IpoBepka HacTpoek
nHTepdeiica. uabTparys BEIXOAHBIX JaHHBIX KOMaH[ «showy». KoMMyTanns makeToB Mexy
cersimu. OYHKINA KOMMYTAIMH MapIipyTu3aTopa. Mapmpytu3anus nakeroB. OnpeneneHne myTH.
[Iportecc mpUHSATHS pelIeHnst O MepeChUIKe MakeToB. Bridop omrumansHOro mytu. [Iporokomnst RIP,
OSPF, EIGRP. Pacnpenenenne Harpy3ku. AnMUHUCTpUpoBaHue paccrosane (AD) u HanexxHOCTD
MapupyTa. AHaIH3 TaOJIHIl MAPIIPYTU3ANANA — HCTOYHHUK JaHHBIX, PUHIAIIEI (OPMHUPOBAHNE
BO3MOXKHOCTH HACTPOWKH. 3amvcy TaOIHIIBI MapIIPYTHU3ALNH ISl CETEH C TMPSIMBIM
MTOKITIOYEHNEM. 3aJaHie CTATHYECKIX MapmpyToB. [[poTOKOIbI THHAMIYECKOW MapIIpyTH3aIIuH
cereil IPv4 u IPv6.

Mapumpyruzauus me:xxny VLAN

[puammner paboter Mapmpytrzamuu Mexay VLAN. Hactpoiika mapmpyTuzannu Ha 6a3e
MapIIPyTU3aTOPOB C HECKOJIBKUMH (PU3MUECKUMU HHTEp(eiicaMu, ¢ HCIIOIb30BaHUEM
KOH(UTypanuu router-on-a-stick, uepe3 MHOrOypoBHEBHI KoMMyTaTop. [Ipodiemsr
Mapmpytuzanuu mexay VLAN. TIpoBepka koHQUTypaIriuu KOMMyTaTopa M HaCTPOEK
Mapumpytuzatopa. Henomanku B pabore nnrepgeiica. Ommbku B [P-aapecax u Mackax moAceTH.
Hacrpoiika u pabora kommyranuu Ha 3-M ypoBHE. Mapmipyruzanus Mmexay VLAN uepes
BUPTYyaJibHbIE HHTEp]eENCchl KOMMyTaTOpa, MapIIpyTH3UpyeMble opThl. Hemonaaku B HacTpoikax
KOMMYTaTopa 3-ro YpOBHSL.

CraTnyeckasi MapIpyTU3anus
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IIpenmyinecTsa U 3a1a4u CTATUYECKOM MapIIPYTU3ALUU. THIIBI CTATUYECKUX MapILIPYTOB:
CTaHJAPTHBIH, I10 YMOJIYAaHUIO, CyYMMapHbIi, IutaBaronmii. Hactpolika cratnueckux MapupyToB
IPv4 u IPv6. Komanna «ip route». MapmpyT crnenyromiero nepexona. Hanpsamyro monkiroyEHHbIN
CTaTU4EeCKUM MaplIpyT. IToIHOCTBIO 3aaHHBIN cTaTHYeCKUI MappyT. HacTpolika cratnyeckoro
MapupyTa rno ymonuanuto. Kinaccosas aapecanus. KiaccoBsie macku nonceru. becknaccopas
MexxaqoMenHas Mapupyruzanust CIDR. O6benrnnenne mapiipyros. Opranuzanus cynepceTen.
HUcnonkzoBanue Macok nojceru GpukcupoBanHoit mmasl (FLSM). Macka moacery nepeMeHHOM
mmmabl (VLSM). Hactpoiika cyMMapHBIX | TUIABAIOIIMX CTATUYECKUX MapHIpyToB. Pacuér
cyMMapHoro mapiipyta. O0benuaeHue cereBbix anpecoB IPv4 u IPv6. Tlouck u ycrpaHeHue
HENO0JaJOK B HACTPOMKAX CTATUYECKOI0 MapuIpyTa M MApIIPyTa 0 YMOIYAHUIO.

JuHaMnyeckas MapumIpyTU3anus
[IpoTokomnbl AMHAMHYECKOH MapIIPyTH3aIMK — HA3HAYCHUE, IPUHIUIIBI pabOThl U HCTOPUS
pasButusa. CpaBHEHHE TUHAMHYECKONW U CTaTHYECKON MapupyTu3anuy. [puHIumns! paboTs
MIPOTOKOJIOB MapIIpyTH3AIMK: MTYCK MOC/Ie BKIIOUeHUs uTanus, CereBoe oOHapyxeHue, OOMeH
JaHHBIMU Mapuipyrusanuu, Obdecrieuenue cxoauMocTt. Kinaccupukamus nmpoToKoIoB
maprmpytuzanud. [Iporokonsr IGP u EGP. [{uctanmmonHo-BexkTopHbIe TpoToKoel RIP, IGRP.
[Iporoxkomnsl MmapmpyTu3aiyu o cocrostauio kaHana OSPF u [S-IS. KnaccoBbie n 6eckinaccoBbie
IIPOTOKOJIBI MapIIPyTH3aUUU. XapaKTEPUCTUKA U METPUKH ITPOTOKOJIOB.
JunaMuyeckast AUCTAHIIMOHHO-BEKTOPHAs MapIupyTu3anus. JJucTaHIMOHHO-BEKTOPHBIN
anropuT™M. MexaHW3Mbl OTIIPABKY U TOTYYEHUS JaHHBIX MapIIpyTHU3aLiH, pacuéra ONTHMAaIbHBIX
myTel U 700aBICHUS MAPIIPYTOB B TAOIHITY MapIIPYTH3AINUN, OOHAPYKEHUS 1 pearipOBaHUS Ha
n3MeHeHus B Tomonoruu. Hacrpoiika mporokona RIP: Bkmouenne RIPv2, oTkimoueHune
ABTOMATHYECKOT0 00bCIMHEHUS, HACTPOIKa MACCHBHBIX HHTEPQEHCOB, Iepeiaya MapuipyTa o
ymom4aHuto o cetu. Hactpoiika nporokona RIPng. Ilponecc mapmpyTu3zanuu no COCTOSIHUIO
kanana. Hello mporoko:n. maker cocrosaus kanana (LSP). JlaBuHHAs pacchbuIKa TaKeTOB COCTOSHUS
KaHana. JlaBuHHAS pacchlTKka TaKeTOB COCTOsTHUS KaHana. Co3/laHue JepeBa KpaTdaillnmx myTei
SPF. Jlo6aBnenue mapmipytoB OSPF B Tabnumy mapimpyruzanuu. HegocTaTki mpoToKoIoB
MapIIpyTH3aIUH 110 COCTOSHUIO KaHana. Tabnuma MapmpyTuzanun. 3arucH ¢ PSIMBIM
MIOKITIOYEHNEM U YIOAIEHHOH ceTr. JlnHaMudeckn nomydaembie MapmpyTtsl [Pv4/6. TIporece

MIOMCKA MapIupyTa.

OSPF pas1 onHo# 00s1acTH

CemeiictBo mpotokonoB OSPF. Xapakrepuctuku, mpuHIUITE padoTsl U KoMroHeHTH OSPF.
Oco6ennoctu OSPF m1st omHO#M 1 HECKOIBKUX obOacteil. MarucTpanbpHas 00macts. MHKancymanus
coobmernit OSPF. Tunel makeros OSPF: maker nmpusercrsus (hello), maker onurcanus 6a3sl
nmauHbx (DBD), maker 3ampoca cocrosaus kanana (LSR), maker oOHOBIEHHs COCTOSHUS KaHaIa
(LSU). maker monrBepx)aeHus coctosans kanana (LSAck). OOHOBNEHHS cOCTOSIHISI KaHAa.
Pa6oune cocrosuus OSPF. Beinenennsiii (DR) u pesepBHBIi BblnenenHbli Mapupytuzatop (BDR).
Cunxponmsanus 6a3 ganaeix OSPF. Hacrpoiika OSPFv2 nns ognolt obmactu. Pexim
KoH(urypauun uaeHTudukaropsl Mapupyruzaropa. McnonszoBanue nnrepdeiica loopback.
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Bxiouenne OSPF na untepdeiicax. [llabnonnas macka. Komanga «network». Hactpoiika
naccuBHBIX HHTepdeticoB. Popmyrna pacuéra merpuku croumoctd OSPF. Hacrpoiika 3HaueHmit
MPOIYCKHOM criocoOHocTH nHTepdetica. [IpoBepka cocemHIX YCTPOHCTB, HACTPOEK MIPOTOKOJIA,
JaHHbIX Mporecca u apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomonorus cetu OSPFv3. Hactpoiika unentudukatopa Mapipyruzaropa OSPFv3.
Brurouenne OSPFv3 Ha untepdeiicax.

Cnucku koHTpOJs aocryna (ACL)
Crucku kontposns gocryna (ACL). [puniun padotsl ACLcenmcko. Tumbt ACL-crinckoB Cisco
s [Pv4. TlpuceauBanue HomepoB U uMEH ACL-cnuckam. Pacuér madnonnoit macku B ACL-
cnuckax. Pekomenaanmu mo co3nanuto u padmeniennio ACL-criuckos. Pazmelnienre cTaHIapTHBIX
u paciumpennbix ACL-cimckoB. Hactpoiika crangaptaoro ACL-cniucka. [lpumenenue
crangaptHbix ACL-crinckoB Ha uHTepdeiicax. Kommentapuu k ACL-crinckam. [IpoBepka u
penaktupoBanue cranaapTHeIX HyMepoBaHHBIX ACLcmuckoB. ACL-craTtuctrka. 3ammra mopToB
VTY c nomompto crangaptHoro ACL-cniucka IPv4. Ctpykrypa n HacTpoiika pacuupeHHbx ACL-
crrckoB Juist [Pv4. @unbrpanus Tpaduka ¢ ucnonb3oBanueM pacmupeHHbx ACL-criicKoB.
[louck n ycrpanenune Henonagok ACL-cniuckos. Pacripocrpanénnsie omm6ku ACL-crircKoB.
Cpasuenne ACL-crinckoB ains IPv4 u IPv6. Hacrpoiika u mpoBepka ACL-crinckoB mist [Pv6.
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IIpotoxoa DHCP

IIporokon DHCP. DHCPv4: 6Ga3oBas omepalius, popMat cOOOIIECHHH, COOOIIICHHUS O0HAPYKCHUS U
npemnoxkenust. Hactpotika, mpoBepka u perpancismus mpocroro DHCPv4-cepsepa. Hactpoiika
MapmpyTtu3aropa B kauectse DHCPv4-knuenta. Hactpoitka maprmpyTtuzaropa kimacca SOHO.
ITouck n ycrpanenue Henonagok B pabore mapmpyrusaropa DHCPv4. IIporoxon DHCPvo6.
ABToMaTHuecKas HacTpoiika aapeca 0e3 orciexuBanus coctosHus (SLAAC). [Ipunimn padboThl
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexuBanns cocrossaus. [Iporieccet DHCPv6. Hactpoiika
Mapmpyrtuzatopa B kauectBe DHCPv6-cepBepa u DHCPv6-kimenTa. [lonck u ycrpanenue
Hernonanok B pabore DHCPv6.

11

IIpeoGpa3zoBanme ceTeBbIX aapecos I1Pv4

[IpeoOpazoBanue cereBbix anpecoB [Pv4. KonnenryansHoe mpeobpa3oBaHme CETEBBIX aIpecoB
(NAT). Tepmunonorus u npuHnuisl padotel NAT. IIpoctpanctBo gactHbix [Pv4-ampecos.
Cratudeckoe 1 AHaMA4eckoe nmpeodpasoBanue cereBbix aapecoB (NAT). IIpeobpasoBanue
aapecoB opToB (PAT). CpaBuerne NAT u PAT. [IpenmymectBa u Henoctatku NAT. Ananmn3
crarudeckoro npeodpazopanus NAT. [Ipunamumn padorer muHammdeckoro NAT Hacrpoiika u
mpoBepka NAT, PAT. [lepeanpecanus moproB. Hactpoiika NAT u mporokomna [Pvo.

[Tonck u ycrpanenue Heronagok B padore NAT.

B mom uucne npakmuyueckux 3anamuil u 1a60pamoprwvix pabom
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Hacrpoiika kommyTartopa:
* bazoBas HacTpolika KOMMYTaTOpa;
* Hactpoiika napamerpoB 0€3001aCHOCTH KOMMYTATOpa.
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Hacrpolika 0€30MacHOCTH KOMMYTaTOpa:

* Hacrpoiika npotokona SSH;

*  Hactpoiika ¢yukiuu Switch Port Security;

* Tlouck 1 ycTpaHEHHE HEMOJIAA0K B CHCTeME Oe30IacHOCTH MIOPTOB KOMMYTATOPa;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

3 | Kordurypanus cereit VLAN:
*  Konduryparnmus cereit VLAN u TpaHKOBBIX KaHAJIOB;
* Tlouck u ycrpaneHue Henonaaok B koHpurypammu VLAN;
*  Peanmzamms cucreMsl 0e3omacHoctu cet VLAN;
*  Peamuzamms cereit VLAN miist cerMeHTaIMM ceTel MpeAnpusaTUii MajJoro U cpeHero Ou3Heca.
4 | Hacrpoiika MapmuipyTu3aropa:
* Hcnonb3oBaHue KOMaH[IbI traceroute AJsi OOHapy>KEHUS CETH;
¢ JIOKyMEHTUPOBAHHUE CETH;
* Hacrpoiika untepgeticos IPv4 u [Pvo;
* Hacrpotika u mpoBepka HEOONBIIOH CETH;
HccnenoBanue MapupyToB € MPSMbIM MOJIKIFOUEHUEM.
5 | Hacrpoiika MapmpyTra3amnuu:
* CocrasneHue cxemsl cetu MHTepHET;
*  Hacrpoiika 6a30BBIX TapaMETPOB MapLIPyTH3aTOPa ¢ IOMOIILI0 HHTEpdEiica KOMaHIHOM
crpoku (CLI) cuctemsr Cisco 10S;
* Hacrpotika 6a30BBIX TapaMeTpoB MapipyTu3aropa ¢ momornipio CCP.
6 | Mapmpyrusanus mexay VLAN:
* Hacrpoiika mapmpyTtu3amun Mmexay VLAN mns xaxmoro natepdetica;
* Hacrpoiika mapmpytu3aun mexay VLAN Ha ocHoBe cranmapta 802.1Q u TpaHKOBOTO
KaHaJa,
* llomck u ycTpaHeHHe HEeNoJIaI0K B MapmpyTu3anuu Mexry cersimu VLAN.
7 | Hacrpoiika cTaTndeckoil MapipyTH3aIin:
* Hacrpoiika cratmueckux mMapuipyToB [Pv4/[Pv6 mo ymondanuro;
* Pazpabotka u peanu3aius cxemsl aapecanuu [Pv4 ¢ ucons3oBannem VLSM;
e Pacuér cymmapueix MapuipytoB [Pv4 u [Pv6;
* Ilouck u ycTpaHeHHE HEMONAJA0K CTaATUYECKUX MapupyToB IPv4 u IPv6.
8 | Hacrpoiika quHaMU4ecKkoil MapIIpyTH3aIHN:
. HccnenoBanne cXoAUMOCTH;
. CpaBHeHHe MeT0/10B BbIOOpa myTH B mpoTokonax RIP.
9 | Hacrpotika mporokonoB RIPv2 u RIPng.
10 | Hacrpoiika npotokonoB OSPF:

. Hactpoiika 6a3oBoro nporokona OSPFv2 nnst onHo# obnactu;
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. bazoBast HacTpoiika nmporokona OSPFv3 ans oqHol obnactu.
11 | M3y4yeHne MexaHU3MOB PabOTHI CO CITUCKAMH KOHTPOJISL AOCTYIIA!

* Harnsanoe npencrasnenne padotsl ACL-crincka;

* Hacrpoiika crannaptasix ACL-criickoB;

* Hacrpoiika crannapTHbIX UMeHOBaHHBIX ACL-CITUCKOB;

* Hacrpoiika ACL-criucka mist munmii VTY

* Hacrpotika pacimpenabix ACL-CIIICKOB AJIs1 pa3iHYHbIX CIICHAPUEB;

* Tlouck u ycrpaHneHue Henomiaaok B padore ACL-cruckos;

* Hacrpoiika ACL-criuckoB [Pv6;

*  OrpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

12 | Hacrpoiika ACL-criuckoB:

* Hacrpotika u mpoBepka ctanaapTHeIX ACL-criuckoB;

* Hacrpolika u nposepka orpanndeHuii VIY;

* Hacrpotika u mpoBepka pacmupeHHbIx ACL-CTIICKOB;

* llouck u ycTpaHeHHe HENOIaA0K B HacTpoiike u pa3menieann ACL-

CIIHICKOB;

* Hacrpoiika u npoBepka ACL-crimckoB miist IPv6.

* CPC 2 IloctpoeHne cxeMbl KOMIBIOTEPHON CETH 10

.

.

.
Koncynperamuu 2
Makcumaibiast Harpy3ka mo MJIK 01.01 148
Pa3zpgen 2. Opranu3anmus,
NPUHLHUIIBI IOCTPOCHUS U
(pyHkuuOHMpOBaHUS
KOMIIBIOTEPHBIX ceTeil
M/IK.01.02. Opranu3amnus, 247
NPUHLHUIIBI IOCTPOEHUS U
(pyHkuHOHMpPOBaHUSA
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Mapmpyrusanusi u Cooeporcanue 54
KOMMYTalUsl. 1 | Benenue B MacuiTabupoBaHue cereii
MacurraGupoBanue cereii Peanmzamus npoekra ceru. Ilpoekt nepapxuueckoii cetu. Pacimmpenwne cern. Bibop cereBbix

ycrpoiict. KoMMyTanuorHoe o0opyaoBanre. MapipyTu3aTopbl. Y IpaBJsiolIie yCTPOKWCTRa.
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H30bITOuHOCTE LAN

[MousTust mpoTokoia spanning-tree. [Ipennaznauenne npotokona spanning-tree. I[puHimn paboTe
STP. Tumnst nporokono STP. Hacrpoiika nporokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. [Ipobnemsl HacTpoiiku STP.

ArpernpoBaHue KaHAJIOB

OCHOBHbIC MOHSTHUS arperupOBaHUs KaHAJIOB. ArperupoBaHue KaHanoB. [IpuHIun paboTsl
EtherChannel. Hacrpoiika arperupoBanus kananos. Hactpoiika EtherChannel. IIpoBepka, mouck u
ycrpaHeHue Henonaiok B padore EtherChannel

BecnpoBoanble JIOKANIBHBIE CETH

Konnenuu 6ecripoBoiHO#M cBsi3u. Beenenue B OecripoBoiHyto cBsi3b. KommonenTs! cereli WLAN.
Tononoruu cereit WLAN 802.11. [Tpuanmmnsl paboTel OecripoBoIHOMN JToKansHOH cetn. CTpyKTypa
kanapa 802.11. OyHKIIMOHIPOBaHKE OECIIPOBOTHOM CBSI3H. Y IpaBeHHE KaHaTaMH. be3omacHoCTh
OCCITPOBOJIHBIX JIOKAJIBHBIX ceTei. YTpossl mis cereit WLAN. ObGecrieuenne 6€3011acHOCTH
WLAN. Hacrpoiika GecripoBOJHBIX JIOKaJILHBIX ceTeil. HacTpoiika 6ecripoBoHOT0
Mapmpyruzatopa. Hactpoiika 6ecripoBoiHBIX KJIMeHTOB. [IoMCK U ycTpaHeHHe HeNoiIalok B paboTe
cereit WLAN.

Hacrpoiika u ycTpaneHue HenoJiaaok B padore OSPF nns ogHoii o0nactu

Pacumpennsie mapamerps! mpotokona OSPF st onHoi obiactu. MaprpyTuzanus Ha YpOBHSIX
pacrtpenenenns u sapa. OSPF B ceTsx ¢ MHOKECTBEHHBIM IOCTYIIOM. PacmipocTpanenune Mapiipyra
o ymosuanuto. Tounas HacTpoiika uHTepdeticoB OSPF. 3amura OSPF. YcTpanenue Hemonamnok
peanmm3aruu ipotokona OSPF mist omHoi obmacti. CocTaBistoniue Iporeaypsl MONCKa U
ycTpaHeHus Hemonanok B padore OSPF ms omHoit obmactu. [lovck u ycTpaHeHHE HEMOIA 0K B
mapmpytuzanuu OSPFv2 s omHoit obmactu. [lonck n yerpanenue Hermonagaok B OSPFv3 mis
OJTHOY 00IacTn

OSPF 151 HecKoJIBKHX 00J1acTeit

IIpunmmm padorel OSPF mis meckombkux obnacreit. Haznauenne OSPF ms Heckonmpkux obacTei.
[puammn padotsr makeroB LSA B OSPF mns neckonpkux obmacteit. Tabnwma MapmipyTH3auy u
tunel MapmpyToB OSPF. Hactpoiika OSPF mis neckonpkux obnmacreid. Hactpoiika OSPF mist
HecKonmpkux obnacreir. O0benuaenne mapipytoB OSPF. [Iposepka OSPF s Heckompkux
o0acTei.

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsIxX padom

Pa3BepThiBaHNE KOMMYTHPYEMOI CETH C PE3E€pBHBIMU KaHaJaMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika nporokona GLBP

Omnpenenennie THIOBBIX omO0K KoHpurypauuu STP

Hactpoiika EtherChannel

ITowck u ycrpaHenue Henona ok B padbore EtherChannel

~NO|OBRWIN(F

AI‘peFI/IPOB AdHHMEC KaHaJIOB

50
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8 | Hacrpoiika OecripoBOJHOr0 MapIIpyTH3aTopa U KIHEHTa

9 | Hacrpotika 6a3oBoro nporokona OSPFv2 mns oo obnactu

10 | Hacrpoiika OSPFv2 B ceTn MHOXECTBEHHOTO JIOCTYIIA

11 | Hacrpoiika pacumpenHbIX Gpyakumuid OSPFv2

12 | INouck u ycTpaHeHHe HenonaaoK B pabote ocHOoBHBIX npoTokonoB OSPFv2 u OSPFv3 mis ogHoi
obnactu

13 | [Nouck u ycTpaHeHHE HENONaI0K B paboTe ycoBepiieHCTBOBaHHOTO mpoTtokona OSPFv2 mist omHoM
obnactu

14 | BiajieHne HaBbIKAMH TIOMCKA W YCTpaHEHUs Henona ok B pabore OSPF

15 | Hacrpoiika OSPFv2 miist Heckonbkux oOnacrei

16 | Hacrpoiika OSPFv3 mist Heckonbkux obnacrei

17 | ouck u ycrpanenne Henonanok B pabore OSPFv2 u OSPFv3 mist Heckoinbkux o0macTe

Tema 2.2. CoennHeHue ceTeii. Cooepocanue 55

1 | HoakaoYyeHue K rJI00aNLHON ceTH
00630p TexHonorNi rnodaasHoM cetu. Llens cozmanus riobansHeIx cereil. [IpuHmm paboTs
riobansHOM cetr. Bbibop TexHomoruu rinodanbHoi cetu. CepBUCH TI00aTbHOM CeTH.
HNudpacTpykTypsl 4acTHBIX TI00a1bHBIX ceTeld. MHpacTpykTypa 001IenocTymHoN TI100anbHOM
cerr. BeIOOp cepBHCOB I100aJIbHON CETH.

2 | CoeHeHNE «TOYKA-TOUKA»
O0630p mOCIIEeNOBATETBHOTO COSTMHEHNS «TOUKA-TOUKa». CBsI3b IO IMOCIEA0BATEILHOMY KaHAITY.
Nuxancynsius HDLC. [puanumn pabotsr nporokona PPP. [Tpenmymectsa nmpotokona PPP. LCP u
NCP. Ceancel PPP. Hacrpoiika nporokona PPP. Hacrpoiika mporokona PPP. AyrenTudukarus
PPP. Otnaaxa coenunenuit WAN. Otnanka PPP.

3 | PemreHusi HIMpOKOMOJIOCHOIO 10CTYIIA
Y nanénnas pabora. [IpenmymecTBa yaanéaaoi padotsl. busnec-TpeOoBaHNS IS yaAIEHHBIX
pabotHuKoB. CpaBHEHHE pellleHHI MMPOKONoaocHoro nocrymna. Kadens. DSL. BecnipoBoinbie
IIFPOKOITONIOCHEIE CeTH. BRIOOp pemeHuii mrupoKomoiIocHOro AocTymna. Hactpoiika moakmoueHni
XDSL. O630p PPPoE. Hactpotika PPPoE.

4 | 3amuTa MexR(pUINAILHON CBI3H
Ceru VPN. Ocnossl cereit VPN. Tumst cereii VPN. Tyanenu GRE mexny oobekramu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6mme cBenenus o6 [Psec. 3amura mporokona IP. Ctpykrypa
npotokoina [Psec. Y nanéunsiii noctyn. Pemenus VPN nns ynanéunoro gocryna. Cetu VPN
yIan€HHOro J0CTyIa ¢ ucnosb3oBanueM IPsec.

5 | Mouutopunr Cern
Syslog. Mpusiwn pabotsr Syslog. Hactpoiika Syslog. SNMP. Tlpusiun paborsr SNMP.
Hacrpoiika SNMP. NetFlow. ITpunmun pabotst NetFlow. Hacrpoiika NetFlow. [TIpoBepka moxeneit
Tpaduka.
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6 | Oraaaka cetu
[ouck u ycTpaHeHHe HemoIai0K ¢ UCTIONB30BaHUEM CUCTEMHOTO0 Mmoaxoaa. JlokyMeHTanus mo
ceru. [Iponenypa movcka u ycTpaHeHHs HEMONaA0K. M30msaus mpobaeMsl ¢ TOMOLIBIO
MHOTOYPOBHEBBIX Mojieneil. Otnaaka ceru. CpeacTBa MOUCKa U YCTPaHEHHS HEMoIaI0K.
CuMITOMBI M TPUYUHBI OTAAKU ceTd. [loHck U ycTpaHeHne HeroaJ oK cBsi3u B ceTsix IP.
B mom uucne npakmuyueckux 3anamuil u 1a00pamopHuIx pabom 50
1 | Hacrpoiika 6a3oBoro PPP ¢ ayrenTudukanueii
2 | Ornagka 6a3oBoro PPP c ayrenTudukanmeit
3 | Ipoepka PPP
4 | Hacrpoiika mapmpytusaTtopa B kauectse kiuenta PPPoE mist mogxmrouenns DSL
5 | Hacrpoiika Tyanenst VPN GRE 1o cxeme «Touka-Toukay
6 | Pa3paboTka TeXHHYECKOTr0 00CITYKUBAHHS CETH
7 | Hacrpoiika Syslog u NTP
8 | M3ydyeHne nmporpaMMHOIro 00eCrieueHH s JIIsi MOHMTOPUHTA CETH
9 | Hacrpoiika SNMP
10 | Coop u ananu3 nanHbIx NetFlow
11 | MHCTpYyMEHTapHii ceTeBoro aMIHACTPATOpa 11 HAOII0IeHUS
12 | Cooii B paboTe ceTu
13 | Pa3paboTka JOKyMEHTALUU
KypcoBoe npoextuposanue 20
KoncyabTanuu 2
IIpumepHast TeMATHKA CAMOCTOATEIbHOM Yy4eOHOIi padoThI:
1. CucremaTunueckas nmpopadoTKa KOHCIIEKTOB 3aHATHI, y4eOHOMN U ClIeUaIbHOU TEXHUYECKOU TUTepaTyphl.
2. KoHcnekTupoBaHue TeKCTa, paboTa co CIOBapsIMHU U CIIPABOYHUKAMU, 03HAKOMJICHHE C HOPMAaTHUBHBIMU JOKYMEHTAMU,
yueOHO-HccTe10BaTeNbckas paboTa py caMoOM HIMPOKOM HcTob3oBanuu HTepHera u apyrux | T-TexHomorui. 57
3. IIpoektHbie popmbl pabOTHI, MOATOTOBKA COOOLIECHHH K BHICTYIIJICHHIO HA CEMUHApaX U KOHPEepeHIUIX; MOAr0TOBKa
pedeparoB, T0KIAI0B.
4. TloaroToBka K 1a00OpaTOPHBIM U MPAKTUYECKUM pabOTaM € UCTOIb30BAHUEM METOAMUYECKUX PEKOMEHIAIIMI TIperoaaBarers,
odopmiieHne 1a00paTOPHO-NIPAKTUIECKUX PabOT, OTYETOB M MOATOTOBKA K MX 3aIIHTE.
MakcumanbHas Harpyska MJ/IK 01.02 276
YueOHasA MPaKTHKA
IIpumepHblii nepeyeHb padoT:
1. ydactue B MPOEKTUPOBAHUU CETEBOU MHMPACTPYKTYPHI; 108
2. ydacTde B OpraHH3allMl CETEBOTO aJIMUHUCTPUPOBAHMUS;
3. 9KcIuTyatanus 00beKTOB CeTeBOU MH(PPACTPYKTYPHI;
4. ydyacTHe B ynpaBICHUHU CETEBBIMU CEP
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o

BHCAaMU;
6. yuyacTue B MOJICPHHU3AIMH CETEBON HHPACTPYKTYPHI.

ITpousBoacTBeHHas IPAKTHKA pa3/ieia
IIpumepHbIii nepeyeHsb padoT:

1. yuacrue B pa3paboTKe METOAOB, CPEJACTB U TEXHOJIOTHI IPUMEHEHHS 00BbEKTOB MPO(PEeCcCHOHAIBHOM NEATENbHOCTH;
2. TpoBeAeHUE MPOPUIAKTHUECKUX padOT Ha 0OBEKTaX CETEeBOM MHPPACTPYKTYPHI U paOOUUX CTAHLIUSAX; 180
3. ydJacTHe B MHBEHTAPH3ALUU TEXHHYECKHX CPEICTB CETEBOM HH(MPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS MOCTYIUBIIETO U3

peMoOHTa 000PyIOBAHUS.
HpOMe?KyTO‘lHaH arTrecranmus 12
Bcero 724
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3. YCJIOBUSA PEAJIM3ALIMU ITPOTPAMMBI TPO®ECCUOHAJIBHOI'O MOAYJIA

«IIM.01 BBIIIOJIHEHUE PABOT 11O TIPOEKTUPOBAHUIO CETEBOWM
NHOPACTPYKTYPbBI»

3.1. lns peaau3anuu NporpaMmbl NpogheccCHOHATBHOT0 MOAYJISl J0JLKHBI ObITH
Npe1yCMOTPEHBI CJIeAyIolINe crienuaTbHbIe MOMelleH s :

JlaGopartopuss «Opranu3anus W TPUHIMIB TIOCTPOCHUS KOMIIBIOTEPHBIX CHCTEMY,
OCHAIIIEHHBIE B COOTBETCTBUH C I1. 6.1.2.1. IIpmepHOit iporpaMmel o criermansHocTi 09.02.06
«CeTeBoe U CHCTEMHOE aIMUHUCTPHPOBAHHE.

Crynusa IlpoexkTnpoBaHus M Ou3aliHa CETEBBIX APXUTEKTYp M HMHKEHEPHOW Tpaduku,
OCHAIIIEHHAs B COOTBETCTBUU C 1. 6.1.2.2. [IpumepHoii mporpammsl 1o cnenuainsHoctr 09.02.06
«CereBo€ U CHCTEMHOE aIMUHHCTPUPOBAHUEY.

OcHaiieHHble 0a3bl MPAaKTUKH, B COOTBETCTBUU ¢ 1 6.1.2.3 TlpumepHoi mnporpaMmsl o
crienpanbHOCTH 09.02.06 «CeTeBO€ M CHCTEMHOE aIMUHUCTPUPOBAHUE.

3.2. UudopmanuoHHoe o0ecniedeHue peajn3alui NPorpaMmbl

Jnst peanmzanuu MporpaMMbl OHONMMOTEUHBIH (OHA 00pa30BaTENbHOW OpPraHU3AIMH JIOJDKEH
WMETh TTeYaTHbBIE W/ 3JIEKTPOHHBIE 00pa3oBaTeNbHble M MHPOPMAIIMOHHBIE PECYPCHI, PEKOMEHTyeMbIe
JUIs1 MCTIONIb30BaHuUs B 00pa30BaTENbHOM IIPOLIECCE.

3.2.1. IleuaTHbie U3TaHUA

1. H.B. Makcumos, 1.U. IToroB. KoMmmbroTepHsie ceTn [ DneKTpoHHBIN pecypc]: yueo.
ITocobue -M.: DOPYM: NUHDOPA-M 2020.
2. Hooxwunos E.O. Kommnerorepusie cetrn.—M.: OUIL «Akagemus, 2019.

3.2.2. DieKkTpOHHBbIe H3AaHHUA (3JIEKTPOHHBbIE PecypChl)
3.2.3. lonoHuTENbHBIE HCTOYHUKH (1pU HEe0OX00UMOCmU)

4. KOHTPOJIb H OLIEHKA PE3Y/IbTATOB OCBOEHHA IIPO®ECCHOHAJIBHOI' O MOJAYJIA

«IIM.01 BBITIOTHEHHE PAKOT I10 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPbI»

Kon n nHaumenoBanue
pohecCrOHaTBHBIX U

OOIIMX KOMITETEHLIHI, Kputepun onenxu Meronpr onenku
(hopMHpYyEMBIX B paMKax
MOIYJIS
[IK 1.1. BeinonssTh OLEHKa «OTJIMYHO» - TEXHUYECKOE Ok3amMen/3auer B hopme
NPOCKTUPOBAHUEC 3a/laHue MMPOAHATM3UPOBAHO, alITOPUTM | COOECEIOBaHHUS:
KkabenbHOH CTPYKTYpEHI pa3paloTaH, COOTBETCTBYET MPAKTUIECKOE 3a/1aHUE 1O

KOMITBIOTEPHOM CETH.
P TCXHUYCCKOMY 3aJIaHUT0 U O(l)OpMJ'ICH B IMMOCTPOCHUIO AJITOPUTMaA B

COOTBCTCTBUU CO CTaHAApTaMH, COOTBECTCTBHU C
IMMOSAICHCHBI €r0 OCHOBHBIC CTPYKTYPHI. TEXHUYCCKUM 3aJaHUEM
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O11eHKa «XOPOII0» -aJITOPUTM
paspaboTas, opOpMIICH B COOTBETCTBUH
CO CTaHJapPTaMH M COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBI.

Or1ieHKa «y0BJIETBOPUTEILHOY -
QJITOPUTM pa3pabOTaH U COOTBETCTBYET
3a/IaHHIO.

3amuTa OT4YETOB 110
HpaKTI/ILICCKI/IM nu
J1abopaTOpHBIM padoTaM

[IK 1. 2. OcymiecTBasTh
BBIOOD TEXHOJIOTHH,
HMHCTPYMEHTaIbHBIX
CPEJCTB U CPE/ICTB
BBIYMCIUTEIBHOMN
TEXHUKHU MPH
OpraHM3allMy poliecca
pa3paboTKu u
HCCIIEIOBaHHUS 00BEKTOB
npodeccruoHanTbHOM
JESITEILHOCTH.

OI1ieHKa «OTJIHYHOY» - TEXHUYECKOE
3aJlaHHie MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHI0 U O()OPMIICH B
COOTBETCTBHH CO CTaHAAPTaMH,
MOSACHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

OreHKa «X0pPOII0» -aJITOPUTM
pa3paboras, ohOpMIIEH B COOTBETCTBUHU
CO CTaHJapTaMHU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

Or1ieHKa «yT10BJIETBOPUTETBLHOY -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amen/3auer B hopme
co0eceoBaHMs:
NPaKTHYECKOE 3a]aHue 10
MOCTPOCHUIO aJIrOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 1O
MMPAKTUYCCKUM U
nmabopaTOpHBIM paboTam

IIK 1. 3. O6ecnieunBaTh
3amuTy HHGOPMAIINH B
CETH C UCIOIb30BAHHEM
MPOrpaMMHO-
anmapaTHbIX CPEICTB.

Or1ieHKa «OTIINYHO» - TEXHUYECKOE
3aJlaHHe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 U 0POpMIICH B
COOTBETCTBHU CO CTaH/IAPTaMH,
MOSICHEHBI €I'0 OCHOBHBIE CTPYKTYPBI.

O11eHKa «XOPOII0» -aJITOPUTM
pazpaboraH, ohopMIIEH B COOTBETCTBUU
CO CTaHJAPTaMH M COOTBETCTBYET
3aJ[aHUIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBHI.

OneHka «ya0BJIETBOPUTEIbHO» -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3aJJaHHUIO.

DK3aMeH/3a4eT B hopme
cobecemoBaHus:
MPAKTUIECKOE 3a/IaHUE O
MOCTPOCHUIO allTOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHUEM

3amuTa OT4ETOB IO
MPAKTUIECKUM U
nmabopaToOpHBIM padoTam
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[IK 1. 4. TIpuaumats
y4JacTue B PHEMO-
CIATOYHBIX HCIIBITAHUAX
KOMITBIOTEPHBIX CETeH U
CETEBOro 00OPYAOBaAHHSA
Pa3IUYHOTO YPOBHS U B
OLICHKE KayecTBa
3KOHOMMYECKOU

3¢ pexkTUBHOCTH CETEBOM
TOIOJIOTHH.

OrneHka «OTIIHYHO» - TEXHUYECKOE
3aJ]aHKE TPOAHAIU3UPOBAHO, aJITOPUTM
paspaboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHHI0 U OPOpMIIEH B
COOTBETCTBHMHM CO CTaHAApPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

OreHka «X0pomo» -ajJropuTM
paspaboTas, opOpMIICH B COOTBETCTBUH
CO CTaHAapPTaMHU U COOTBETCTBYET
3aJ[aHUIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBI.

Or1ieHKa «y0BJIETBOPUTETBHOY -
QJITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3auer B hopme
co0ecenoBaHMsL:
NPaKTHYECKOE 33J]aHUE IO
MOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 110
IMPAKTUYCCKUM U
J1a00opaToOpHBIM padoTaM

IIK 1. 5. BemmonHsaTh
TpeboBaHM
HOPMAaTHBHO-
TEXHUYECKOU
JIOKyMEHTAIINH, UIMETh
OITBIT 0(pOPMITEHUS
MPOEKTHON
JTOKYMEHTAIIWH.

OreHKa «OTJAMYHOY» - TEXHUIECKOE
3aJlaHKe MPOAHATU3UPOBAHO, AIITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 U 0POpMIIEH B
COOTBETCTBHMH CO CTaHAAPTaAMH,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBI.

Or11eHKa «XOPOIIIO» -AJITOPUTM
paspaboraH, 0pOpMIICH B COOTBETCTBUHU
CO CTaHJapTaMU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBHI.

Or1ieHKa «y0BJIETBOPUTETBLHOY -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3aJaHAIO.

DOk3amen/3auer B hopme
co0eceoBaHUS:
NPaKTHYECKOE 3aJ[aHue 10
MOCTPOCHHUIO aJITOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 11O
MPAKTUICCKUM U
nmabopaTopHEIM paboTam

OK 01. Beibupats
CHOCOOBI pemeHus 3a1a4
npoheccroHaIbHON
JeATEeTbHOCTH,
MPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM.

— 00OCHOBaHHOCTH TOCTAHOBKH LIEITH,
BBIOOpA M TIPIMEHEHHS METOIOB U
CIocOo00B pemIeHus TPOoPeCcCHOHATBEHBIX
3aj1ay;

- aJIeKBaTHAs OLIEHKA ¥ CaMOOIICHKa

3¢ (hEeKTUBHOCTH U KadecTBa
BBITIOJIHEHUS! MPO(ECCHOHAIBHBIX 3a/1a4

OIT 02.0OcymecTBATh
TIOWCK, aHAJIN3 U
WHTEPIPETAIUIO
nHpopMarum,
HEeOOXOOUMON IS
BBITIOJIHEHHUS 337124
npoheccroHaIbHON
JeATEIbHOCTH.

- HCIOJIb30BaHKUE PA3IMYHBIX
MCTOYHHKOB, BKJIIOYAs SJIEKTPOHHbIE
pecypcesl, Meauapecypcebl, MiHTepHer-
pecypcesl, IEpHOINYECKUE N3JaHUS 1O
CHELUAIBHOCTH IS PELCHHS
npodeccHOHAIBHBIX 3a1a4

OK 03. IlmannpoBats 1

- ACMOHCTpanus OTBETCTBCHHOCTH 34

WNuTtepnperanus
pe3ysbTaTOB HAOMIOAEHU I
3a JeATeNbHOCTHIO
o0yyaromerocs B mpouecce
OCBOCHUS
00pazoBaTenbHON
POrPaMMBbI

DKcIepTHOE HAONIOICHUE H
OIICHKA Ha J1a0opaTOpHO -
MPAKTUYECKUX 3aHSITUSX,
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peaTr30BbIBATH
COOCTBEHHOE
npohecCHoHaIbHOE U
JIUYHOCTHOE Pa3BUTHE.

HPUHSATHIC PEIICHHS
- 000CHOBaHHOCTb CaMOAHaJIN3a U
KOPPEKIIHs pe3yJIbTaTOB COOCTBEHHOI
paboTsl,

OK 04. Pa6orats B
KOJIJIEKTUBE U KOMaH/Ie,
3¢ deKTUBHO
B3aMMOJIEHICTBOBATH C
KOJIJIEraMHu,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMOJICHCTBHUE C 00YYaIOLIMMUCS,
IpEenoAaBaTelisiMU U MacTepaMH B X0JIe
00yueHUs, ¢ PYKOBOJUTEIISIMU YIEOHOM
Y IIPOU3BOJCTBEHHON NPAKTUK;

- 000CHOBaHHOCTH aHAIIN3a PabOTHI
YIEHOB KOMaH/bl (TTOAYMHEHHBIX)

OK 05. OcytiecTBiaTh
YCTHYIO U TIHCHMEHHYIO
KOMMYHHKAIIHIO Ha
TOCYIapCTBEHHOM SI3BIKE
C Y4€TOM OCOOCHHOCTEH
COITHATEHOTO U
KyJIBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M ITUCBMEHHOU
peun,

- ICHOCTH (QOpMYJIHPOBAHUS H
U3JI0KEHUS MBICIIEH

OK 06. IIposBnsaTh
rpaXkJIaHCKO-
MATPUOTHUECKYIO
MO3UIIHIO,
JIEMOHCTPUPOBATH
OCO3HAHHOE MTOBEJICHNUE
Ha OCHOBE

- COOJIIOICHHE HOPM TTOBEICHUS BO
BpeMs yI4eOHBIX 3aHITHH U
MIPOXOXKJCHUS yIeOHON 1
MIPOU3BOJICTBEHHOUN MPAKTHK,

00IIIeYeNTOBEYECKUX

LICHHOCTEM.

OK 07. ConeiicTBOBaThH - 9(pPEeKTUBHOCTD BBITIOJTHEHHUS IIPABUII
COXpPaHEHUIO Tb Bo Bpems yueOHBIX 3aHATHIA, TIPH
OKpY>Karollen cpesbl, MIPOXOXKICHUH YI€OHON U
pecypcocbepexeHuto, MIPOU3BOJICTBEHHOHN MIPAKTHK;

3 pexTHBHO - 3HaHWE U UCIIOIL30BaHNE
JIeCTBOBATh B pecypcocOeperaronpx TeEXHOIOTHIl B
Ype3BhIYAHBIX o0TacTy TeIeKOMMYHHUKAITHI
CUTYaITHsX.

OK 08. Mcmonp3oBaTh
cpencTBa puzngecKon
KYJIBTYPBI JUTS
COXpaHCHUS U
YKpEIUTCHHSI 3I0POBbS B

- 3¢QpeKTUBHO UCIIOIL30BATh CPEICTBA
(busnvecKor KyJabTyphI ISl COXPAHCHHS
U YKpEeIUICHUS 37I0pOBbs B MpoIlecce
podeCCHOHATBHON JACATETHBHOCTH U
oJyIepKaHre HeoOXOAUMOTrO YPOBHS

mporecce (u3n4ecKol NOArOTOBICHHOCTH. ;
npodheccroHaIbHON

JEATEIbHOCTH U

oJ/IepXKaHue

HEOOXOANMOT0 YPOBHSA

(usnueckoi

MO OTOBJIEHHOCTH.

OK 09. Ucnonb3oBats - 3(pPeKTUBHOCTH HCIIONBE30BAHUS
nH(POPMALTMOHHBIE MH(POPMALITOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUH B TEXHOJIOTUH B MPOeCCHOHANBHON
npodeccHoHaTbHON JEATEIBHOCTH COTIACHO (POPMUPYEMBIM
JeSITETbHOCTH. YMEHHUSAM U TOITYy4aeEMOMY

IMPAKTHUYCCKOMY OIIBITY;

MIPY BBIOJTHEHUH PabOT 110
y4eOHOH U
MPOM3BOCTBEHHOM
MPaKTHKaM

OK3aMeH
KBaJIM(DMKALIMOHHBII
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OK 10. ITonp30BaThes
npoheccroHaIbHON
JIOKyMEHTaIue Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM S3BIKE.

- 3(pPeKTUBHOCTH HCITOIL30BAHUS B
poeCCHOHANTBHOMN TEITETbHOCTH
HEOOXOAUMOI TEXHUYECKOM
JIOKYMEHTAIIMH, B TOM YHCIIC Ha
AHTJIUHACKOM SI3BIKE.

OK.11. IInanupoBath
MPEANPUHUMATETBCKYIO
JeATEebHOCTD B
npoheccroHaIbHON

chepe

- 3(pPeKTUBHO TIIAHUPOBATH
IpEANPUHUMATEIILCKYIO ACATCIbHOCTD B
npodeCCHOHANBHON cdepe mpu
NpOBEJCHUU paboT 1o
KOHCTPYUPOBAHUIO CETEBOMI

UHPPACTPYKTYPHI
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