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1.NACHOPT PABOYEN NMPOTPAMMBI MPO®ECCUOHAJIBLHOIO
MOJYJIS
MMM.02 3AIATA WHO®OPMAIIMM B ABTOMATHU3WPOBAHHBIX

CUCTEMAX ITPOTPAMMHBIMHU U NNPOI'PAMMHO-AIIIIAPATHBIMH
CPEACTBAMU

1.1. Ob6aacTb npuMeHeHus1 padoyeil MPOrpaMmbl

PabGouass mporpamma mpodeccHOHATBHOTO MOAYJS — SBISETCS  YaCThIO
IpOrpaMMBbl MOATOTOBKH CIIELUAJIMCTOB CpeaHero 3BeHa B cooTBercTBuU ¢ OI'OC
CIIO mo cnemmanpHOCcTH 10.02.05 OGecnedyeHne nHGOPMAIMOHHON 0€30MaCHOCTH
aBTOMATU3UPOBAaHHBIX ~ CHUCTEM B  4YacTU  OCBOCHHMS  OCHOBHOIO  BHJA
npo(hecCHOHANIBHON JEATENBHOCTH 3aliuTa WH(pOpMalUd B aBTOMAaTHU3MPOBAHHBIX
CUCTEMax MPOTrpaMMHBIMU U IPOTPaMMHO-ANNapaTHBIMU CPEICTBAMH.

1.2. MecTto npodeccnonaabHoro moayJsi B crpykrype IIICC3:
[Ipodeccuonanbhbiit MOAYIb BXOAUT B nipodeccuonanbubiit muki [MTIICCS.

1.3. Heaun u TpeOOBaHUA K pe3yabTaTaM OCBOEHHsSI NMPO(eCCHOHAIBHOIO
MOAYJISt

N3yuyenue nmpodeccCuoHATIbHOrO MOAYJISl HAIPaBJIE€HO HA OCBOEHHWE OCHOBHOIO
BUJa AesaTenbHOCTH 3.4.2 3ammra mHQOpManuu B aBTOMAaTU3MPOBAHHBIX CHUCTEMAaXx
IPOrPaMMHBIMH U MPOTPAMMHO-aNNapaTHBIMUA CPEJICTBAMUM COOTBETCTBYIOIIHNX €MY
00X KOMIETEHINI 1 MPodheCcCHOHATBHBIX KOMITETEHIIUH.

1.3.1. IlepedyeHs 0OMMUX KOMIIETEHIIUMA

Kona HaumeHoBaHue pe3yabTaTa 00y4eHuUs!

OKO1. BriOupare cnocoObl pemieHust 3agad MpoecCHOHANBHONW JESTeIbHOCTH, HNPUMEHUTENIBHO K
Pa3NUYHBIM KOHTEKCTAM.

OKO02. OcCyIIeCTBIIATh TIOUCK, aHAJIN3 U UHTEPIPETAIUI0 HHPOPMAIIMK, HEOOXOAMMOH JIJISl BBITOJIHEHUS
3a7a4 Ipo(heCcCHOHATILHOM JesITENbHOCTH.

OKO3. [ImanupoBaThk 1 peaan30BbIBaTH COOCTBEHHOE NPOQECCHOHATFHOE M JIMYHOCTHOE PAa3BUTHE.

OKO04. PaGorats B KoOIeKTHBE © KOMaHae, J(PQPEKTUBHO B3aMMOACHCTBOBATH C KOJUIETAMH,
PYKOBOJCTBOM, KJIIMEHTaMH.

OK 05. | OcymiecTBisTh YCTHYIO M MHCBMEHHYI0O KOMMYHHKAIIMIO HA TOCYAAPCTBEHHOM S3BIKE C yUETOM

0c00EHHOCTEH COIMANIBHOIO U KYJIbTYPHOT'O KOHTEKCTA.

OK 06. [IposBAATE rpa’kIaHCKO-MATPUOTHUECKYIO MO3ULIKIO, IEMOHCTPUPOBATH OCO3HAHHOE MOBEACHUE
Ha OCHOBE TpPAIWIMOHHBIX OOIIEUETIOBEUCCKMX IIEHHOCTEHW, TPUMEHSTh CTaHIapThHI
AHTUKOPPYHITMOHHOTO TTOBEACHIIS.

OK 07. | CopeiicTBOBaTh COXpPaHEHHIO OKpYy)Karolleld cpeabl, pecypcocOepexennto, 3(h(eKTUBHO
JICIICTBOBATh B UPE3BbIUANHBIX CUTYaLUAX.

OK 08. | Mcmonp3oBath cpenctBa (PU3NYECKOW KYJIBTYPHI JUIA COXpPAaHEHHS W YKPETUICHHUS 37I0POBHS B
nporiecce TNPO(QECCHOHANBLHON NEATENTPHOCTH W TOJJIEPXKAaHUS HEOOXOJMMOTO  YPOBHSI
(U3MUECKOi NOATrOTOBICHHOCTH.

OKO09. Vcnonb30BaTh HHGOPMALIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHATBHON AEATEIbHOCTH.

OK 10. | ITomb3oBarbesi mpodhecCHOHANBHOW JOKYMEHTAllMe Ha TOCYJapCTBEHHOM W HWHOCTPaHHOM
SA3bIKaX.

OK 11. | Mcnonp3oBare 3HaHHMA MO0 (PUHAHCOBOM TPaMOTHOCTH, IJIAHUPOBATh MPEANPUHUMATEIBCKYIO
JeSITENBHOCTD B MpodeccHoHaNbHON cdepe.

1.3.2. Tlepedens npodeccroHaTbHBIX KOMITETCHITUN



Kon HaumenoBanme pesyabTaTra 00y4eHust

K 2.1 OcCymiecTBIATh YCTAaHOBKY H HACTPOMKY OTHAENbHBIX IPOTPAMMHBIX, IIPOTPaMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HH)OpMAIKH.

K 2.2 ObecneunBarh 3amUTYy HHGQOpPMAIMM B aBTOMAaTH3MPOBAHHBIX CHUCTEMaX OTAEIbHBIMU
MIPOTPaMMHBIMH, TIPOTPAMMHO-AINMAPAaTHEIMA CPEJICTBAMIL.

K 2.3 OcyImiecTBnATh TeCTUpOBaHME (YHKIUH OTAEIBHBIX MPOrPaMMHBIX W TPOTPAMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HH)OpMAIKH.

IIK2.4 OcymecTBasiTh 00pabOTKY, XpaHEHHUE U Tiepeiady HHPOpPMalMi OrpaHUuEeHHOTO JOCTYyNA.

K 2.5 YHuuTOXaTh MHPOPMALMIO U HOCHTENH MH(OPMALMU C HCIOJIb30BAaHUEM NPOIPAMMHBIX H
MPOTpaMMHO-alapaTHBIX CPEJICTB.

IIK 2.6 Ocy1ecTBIsATh PETHCTPAITHIO OCHOBHBIX COOBITHIT B aBTOMAaTHU3UPOBAHHBIX
(uH(OpMALIMOHHBIX) CHCTEMax, B TOM YHCIE C HCIOJb30BaHUEM MPOrPAaMMHBIX U
MPOrpaMMHO-aNIAPaTHBIX ~ CPEACTB OOHAPY)KEHHSA, TPEAYNPEKICHUS W JINKBUIAIUU
MTOCIIEACTBUN KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe 0cBO€HHS MPOPECCUOHATBHOTO MOIYJIS CTYACHT JTOJIKEH:

Hmets — YCTaHOBKE M HaCTPOMKE MPOrpPaMMHBIX CPEJCTB 3aILUTHI HH()OPMALHH;

NPAKTHYCCKUH | — TecTMpoBaHMM (QYHKIMiA, JHATHOCTUKE, YCTPAHEHMH OTKa30B M BOCCTAHOBIICHUH

OIIBIT B paboTOCTIOCOOHOCTH MPOrpaMMHBIX M INPOrPaMMHO-ANNapaTHBIX CPEACTB 3alIHUThI
nHpOpMALUH;

— yuete, 00paboTKe, XpaHEHUH W Tepenavye WHGOpPMAIWH, AJT KOTOPOH YCTaHOBJIEH
PEKUM KOH(UIECHIIMATBHOCTH;

YMETh — YCTaHaBJIMBaTh, HACTPaUBaTh, IPUMEHSITH [IPOTPAMMHBIE M IPOIPaMMHO-aNIapaTHbIC
CpeZACTBa 3aIUThl HHPOPMALIUH;

— IMarHOCTUPOBATh, YCTPaHATh OTKa3bl, oOecneyuBaTh pabOTOCIOCOOHOCTh U
TECTHPOBATh (DYHKIHMHU MPOTPAMMHO-ANIAPATHBIX CPEJCTB 3alIUThl HH(OpMaIHy;

— MpOBEPSITh  BBINIOJIHEHWE  TpeOOBaHMH MO  3amuTe  UHPOpPMAIMH  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYNa TPU aTTecTalid OOBEKTOB WH(QOPMATH3AIUU IO
TpeOoBaHMIM 0€30MaCHOCTH UH(POPMAIIHH;

— HCIIOJIb30BaTh THIIOBBIE IMPOIPaMMHbIE KpUITOTrpaduieckue cpeacTBa, B TOM YUCIE
3JIEKTPOHHYIO IO/INCE;

— YCTaHaBJIMBaTh U HACTPAaWBaTh CPEACTBA AHTUBUPYCHOW 3aIlUTHI B COOTBETCTBUH C
MPeIbIBISIEMbIMUA TPEOOBAHUSIMH;

— OCYLIECTBJIATb MOHUTOPHUHI M PETUCTPALMIO CBEACHUH, HEOOXOAUMBIX IS 3AILUTHI
00bEeKTOB HMH(pOpMATU3ALMHM, B TOM YHCIE C HCIIOJIB30BAaHUEM IPOTPAMMHBIX H
MPOTPaMMHO-AIIAPaTHBIX CPEICTB OOHAPY)KEHUs, NMPENyNPEeKACHUS U JIMKBUIALUU
MOCIIEJICTBUIN KOMITBIOTEPHBIX aTaK

3HATh — 0COOGHHOCTH W CIOCOOBI MPUMEHEHHUS! MPOTPAMMHBIX W TPOTPaMMHO-aINapaTHBIX
CpeACTB 3amuThl WHQOpMAIMM, B TOM 4YHWCIE, B OIEPAIMOHHBIX CHCTEMaXx,
KOMIIBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

— THUINOBBIE MOJENH YIPaBJIECHUS [JOCTYNOM, CpPEICTB, METOJOB U IPOTOKOJIOB
UACHTU(QHUKALNUY U ayTeHTU(UKALHH;

— TWIIOBBIE CPEJICTBA M METOABI BEICHHUS ayAWTa, CPEACTB H CIIOCOOOB 3aIlWTHI
nH(pOpMAIMd B  JIOKAJBHBIX BBIUMUCIHUTENBHBIX CETAX, CPEACTB 3aIIUTHl  OT
HECaHKLMOHUPOBAHHOTO JJOCTYTIA;

— OCHOBHBIE TOHATHS KPUNTOrpadUy M TUIOBBIX KPHITOIpApUUECKHUX METOAOB H
CpPEACTB 3aIUUTHl HHpOpMAaLUH;

1.4. KoJu4ecTBO 4acoB HA OCBOEHHE MPOrpaMMbl NMPodecCHOHATLHOT0
MOYJISI:

MaxkcumanbHOU yueOHOM Harpy3ku oOyuatomierocs — 680 yacos, B TOM 4ucIe:

00s13aTEHHON ayAUTOPHOU Y4eOHON HArpy3ku obydarormierocs — 376 4acos,

CaMOCTOSTENLHOM paboThl 00yJarorerocs — 36 4acos;



KOHCYJIbTalnu — 4 yaca;

ydeOHoM npakTuku — 108 Jacos;
IPOM3BOJICTBEHHOM NIpakTHKU — 144 yaca;
HK3aMEH KBAIM(PUKAUOHHBIN -12 yacos.



2. CTPYKTYPA U COAEP KAHUE ITPOPECCUOHAJBHOI'O MOAYJIA
1IM.02 BAIIUTA TH®POPMALIMU B ABTOMATU3UPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMHA U
ITPOI'PAMMHO-AIIITAPATHBIMHU CPEJICTBAMHA

2.1. CTpykrypa npogeccuoHaAJIbHOr0 MOIYJIs

Koasbt HaumenoBanue | Cymmap O0bem BpeMeHH, 0TBe/leHHbII Ha ocBoeHue MJIK IIpakruka JK3aMeH
npogecc | pasgenos HBI Oobs13aTeibHAs ayIMTOPHAs YueOHAas HATPY3Ka 00y4arouerocst CamocrositenbHast | Konc KBaIn(pu
HOHAJBH | mpodeccuoHanb | 00beM pabora YJabT KAIIMOHH
bIX H | HOr0 MOAYJIAA HArpy3K o0yuamoerocs auun bIi
111784 H, Bcero B T.Y. B T.Y. B T.4., B T.4. Bcero B T.4., YueoOnas | IIpouszsog
KOMIIETE qac.(max qacoB Jadopar. NnpaKTH4. KypcoBasi ceMHHap. qacoB KypcoBasi (ecnu CTBEHHAs
HIIMi CUMAbH 3aHATUS 3aHATUS padora 3aHATHUS padora npedycm | (mo
as (ecnu (ecnu (mpoekT) (ecnu (1mpoekT) ompeno) | MPoPUII0
yuebHas npedycmomp | npedycmomp (ecnu npeoycmo (ecnu 9acoB crenuaib
Hazpy3Ka €eHo) €eHo) npeoycmomp mpeno) npeoycmo HOCTH)
u 4acoB 4acoB eHo) 4acoB mpeHo) 4acoB
npakmux 4acoB 4acoB
)
1 2 3 4 5 6 7 8 9 10 11 12 13 14
OK 01-11,| MJIK 02.01 254 228 14 36 30 - 24 - 2
K 2.1- | [IporpammHEIe U
2.6 MIPOTPaMMHO-
ammapaTHbIe
CpeZCTBa 3aIIUThI
nHpopmanuu
M/IK 02.02 162 148 10 46 - - 12 - 2
Kpunrorpaduuec
KHe CpeJicTBa
3aIIUTHI
nHpOpPMALUH
VII02.01 108 108
YueOHas
MIPAKTHKA
I1I1 02.01 144 144
[IpousBoaCTBEHH
asi MPaKTHKa
DK3aMeH 12 12
KBaJTU(PUKAIIHOHH
bIf
Bcero: 680 376 24 82 30 - 36 - 4 108 144 12




2.2. TemaTH4ecKHUii MJIaH U coJiepkaHne MpodeccHOHAJTIBLHOT0 MOYJIA

HaumeHoBaHue pa3iesioB Conep:kanue y4eOHOTr0o MaTepuasia, JJadopaTopHbie U YpoBenn Koap! KoMneTeHIuii,
leO(l)eCCI/IOHaJILHOFO MNPAKTUYIECCKUE 3aHATUH, CAMOCTOATEC/IbLHASA p360Ta O0beM OCBOCHUSI (l)OpMHpOBaHI/IlO KOTOPBIX
moayJs (IIM), o0yuarouierocsi, Kypcosast pabora (mpoekT) (eciu 4acoB CIoco0CTBYET 3JIeMEeHT
MEKINCHUTITHHAPHBIX npedycmMompeHvl) , MHbIe BUIbI Y4eOHOH padoThl B COOTBETCTBHUI nporpaMm
kypcoB (M/IK) u Tem ¢ Y4eOHBbIM IJIAHOM
1 2 3 4 B
Paznen 1 moayas. [lpuMeHenne NpOrpaMMHBIX U IPOTPAMMHO-ANNAPATHBIX CPEACTB 3aLUTHI 254
HHpopmanuu
5 cemecTp
M/IK.02.01. IIlporpaMMHbIe H MTPOrPAMMHO-aNNapaTHbIe CPeACTBA 3alMTHI HH(OPMAIIUHT 254
Pasnen 1. OcHOBHbIe NPUHUMIBI NPOrPAMMHOM W NPOrPaMMHO-ANNAPATHONH 3aIUTHI 44 OK 01-11,TIK 2.1-2.6
HHpopmannu
Tema 1.1. Ilpeamer n Coaep:xanue yueOHOro MaTepHaJia 6
3aJ1a4¥ NPOrpaMMHO- [Ipeamer u 3a1a4n TPOTPaMMHO-aNMApaTHON 3aIIMTH HHPOPMALIUU 2 1
annapaTHoi 3alMThI OcHOBHBIE TOHATHS TPOTPAMMHO-AIIAPATHON 3alTUTHl THPOPMAIUU 2
uHpopManuu Knaccugpukamuss METOJOB H  CpPEACTB  MPOrPaMMHO-AMIapaTHOM 2
3anuThl HHGOpPMaAIUU
Tema 1.2. Cranaaptsl Copnepxxanue yuyeOHOro MaTepuasa 6
0e3omacHOCTH HopmatuBHbIE TIpaBOBbIE aKThl, HOPMAaTHUBHBIE METOJMYECKHE 2 1
JIOKYMEHTBI, B COCTaB KOTOPBIX BXOJAT TpeOOBAaHUS U PEKOMEHIALUN
no 3amuTe HHPOpMANMK TPOTPaMMHBIMH U TPOrpaMMHO-
anmapaTHeIMH cpeacTBaMu. [Ipodunu 3amuThl TPOTrpaMMHBIX U
MPOrPaMMHO-AIAPATHBIX CPENICTB (MEXKCETEBBIX JKPAaHOB, CPEIICTB
KOHTPOJII ChEMHBIX MAIIMHHBIX HOCHUTENIeW HH(OpMaluM, CPEACTB
JIOBEPEHHOM 3arpy3Ku, CPEICTB aHTUBUPYCHOM 3aIlIUTHI)
CrangapTel 1o 3amuTe HH(POpPMAIMHU, B COCTaB KOTOPBIX BXOJAT 2
TpeOOBaHUS W  PEKOMEHJAIMUd 1o  3amure  uHbopMauuu
MIPOrpaMMHBIMHU U IPOTrPAMMHO-AIIAPATHBIMU CPEJICTBAMM.
IIpakTuyeckoe 3ansaTue Nel PaGora ¢ copepxaHueM HOPMaTUBHBIX 2
MPaBOBBIX aKTOB 1O 3aluTe HWH(DOpPMAMU TPOTPAaMMHBIMH U 2
IPOrpaMMHO-aINaPaTHBIMU CPEACTBAMHU
Tema 1.3. 3amuiennas Copepxxanue yueOHOro MaTepuaJa 12
aBTOMATU3HPOBAHHAS ABTOoMarm3anus Tmporecca o0OpaboTtku wHbopManmu. [loHsTHE 5 1

CHCTEMA

aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI.




OcobeHHoCcTH ABTOMAaTU3HUPOBAHHBIX CHUCTEM B 3allMIICHHOM

ucnonHeHnu. OcHoBHbIe BUJIbI AC B 3aIUIIICHHOM UCTIOJTHEHUH. 2
Mertonsl CO3JaHus 0e30MacHbIX CUCTEM. Merononorus 5
IIPOEKTUPOBAHMSI FapaHTUPOBAHHO 3amuieHHbIx KC
JluckpennonHble Mojenu. MaHIaTHbIe MOJIENN 2
IIpakTuyeckoe 3ansitue Ne2 VccienoBanue KOPPEKTHOCTU CUCTEM 5
3aIUTHI
IIpakTnyeckoe 3anaTHe  Ne3Peamuzamus  (QyHKIMOHAIBHBIX
TpeOoBaHuUi K cucreMam aHajau3a 3aIIMUIIEHHOCTH 2
ABTOMATHU3MPOBAHHBIX CUCTEM
Tema 1.4. Coaep:xanue yue0HOro MaTepHaJia 6
JecTaduausupyrouiee VicTouHuky JecTaOuiIn3npyroniero Bo31eUCTBUS Ha O0BEKThI 3allIUTHI 2
Bo3aelcTBHE HA 00beKThI | CriocoObl BO3ACHCTBUS Ha uH(pOpMaIHO. [IpUYMHBI U YCIOBUS 5
3alIUThI ,I[eCTaGI/IJ'II/IBI/IpYIOH.IeFO BO3JEiCTBUS Ha I/IHQ)opMauI/no
IIpakTuyeckoe  3ansTue  Ne4PacnpeneneHue — KaHajlloB B 5
COOTBETCTBUU C HCTOUYHUKAMHU BO3JICHCTBUS HA HH()OPMALIHIO
Tema 1.5. [IpuHuMnbI Coaep:xanue yueOHOTro MaTepHaJia 14
NporpaMMHo-annapatrHoil | [loHsTre HeCaHKIIMOHMPOBAHHOTO OCTYNA K HHPOPMAIHH 2
3aMThl HHGoOpMauK 0T | OCHOBHBIE MOIX0/1bI K 3amuTe uHdopmanuu or HCJI 2
HECAHKUMOHMPOBAHHOIO | Opranm3ainus JocTyna K ainam, KOHTPOJIb  JIOCTyNa |
aocrymna pasrpaHMyYeHHe JIOCTyNa, HepapXMyeckuil npoctynm K aitnam. 2
®dukcarnus gocryna K ¢ainam
JlocTyn K TaHHBIM CO CTOPOHBI ITpoliecca 2
Oco0OeHHOCTH 3a1UThl AJaHHBIX 0T u3MeHeHusl. llludposanue. 2
IIpakTnyeckoe 3anaTue NeSPeanusanus yCTaHOBKM M HAaCTPOMKH
IIPOrpaMMHO-aIapaTHbIX CpEICTB 3allUTHI oT 2
HECaHKIIMOHMPOBAHHOI'O AOCTYIIA
CamocrosiTesibHas padora odyuyarommxcaNellloaroroBka noknana
110 TeEMaM:
Cucrema 3aiThl HTHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYIa
«Ctpax NT» 2
Cucrema 3amuThl HHGOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO J0CTYIa
«DallasLock»
Cucrema 3anutel nHGopmaruu «Secret NETy»
Pa3nes 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 98 OK 01-11,TIK 2.1-2.6
Tema 2.1. OcHOBBI \ Copnepxxanue yueOHOIo MaTepuaJia 16




3aIUTHI ABTOHOMHBIX Pabora aBToHOMHOI AC B 3alIMIIIEHHOM PEKHUME 2
aBTOMATHU3UPOBAHHBIX Anroputm 3arpy3ku OC. IllTaTHble cpeacTBa 3aMbIKaHUSI CPEIbI 2
CHCTEM Pacmmmpenue BIOS kak cpeicTBo 3aMbIKaHUS POTrPaAaMMHON CPEJIbI 2
CucreMsl TUIa DJIEKTPOHHBIN 3aMOK. D3 C MPOBEPKON LETOCTHOCTU 5
nporpammHuoii cpenbl. [Tonstue AMJI3 (moBepeHHas 3arpys3ka)
[Tpumenenue 3aKJIAJIOK, HaIpaBJIEHHBIX Ha CHIDKEHHE 5

3¢ ()EeKTUBHOCTHU CPEJCTB, 3aMBIKAIOIIUX CPETY.

JlaGoparopHoe 3ansaTue Nel MHcTamnsuuss 1 HacTpoMKa IITaTHBIX
CPE/ICTB ONEPALMOHHBIX CUCTEM, MPETHA3ZHAUYCHHBIX JUISl 3aIUTHI OT 2
HECAHKI[MOHUPOBAHHOTO JTOCTYIIA

JlabopaTopnoe 3ansitme Ne2 MHcramnsuus M HacTpoWKa CpENCTB

KOHTPOJISI EJIOCTHOCTH 3alIMIIAEMBIX PECypcOB U  CO3JaHUs 2
3aMKHYTOM POIPaMMHOMU Cpebl
CamMmocrosiTeJIbHAS padora oOyuaromuxcaNe2[logroroBka
WHCTPYKIIMK Ha TeMy: AKTUBU3AlMS MEXaHW3Ma 3aMKHYTON 2
nporpammHoil cpenbl B C3U SecretNet
Tema 2.2.3ammra Coaep:xanue yueOHOT0 MaTepHaJia 14
NpOrpamMM OT U3y4YeHHs Uzyuenue u obpatHoe npoektupoBanue [10.Crnocods! nzyyenus I10: 9
CTaTHYECKOE M TUHAMUYECKOE U3YUICHUE
3a/1aun 3aIUThHI OT U3YYEHUS M CTIOCOOBI X PEIICHUS 2
3amuTa OT OTIaAKH. 2
3amura OT AM3acCeMOTMPOBAHUS 2
3aimuTa OT TPACCUPOBKH 10 MPEPHIBAHUSM. 2
Jladoparopnoe 3ansaTue Ne3 lccremoBaHne MEXaHHW3MOB 3alllUThHI 5

porpamMm OT M3YUCHUA U USMCHCHUS

CamocrosiTeibHas padora odyuarommxcsaNe3[loaroroska nokmnana
no temam: "OOdyckamus kak Meton 3amuTel [0 or u3ydeHus",

"ApxuBauusg JaHHBIX MporpaMMbl Kak wmetoj 3amutel [1O ot 2
uzyuenuda", "Meron camoreHepupyeMoro kozxa B 3amute 11O or
n3y4yeHus"
IIpomexyTouyHas aTTecTanus — Apyrue opmMbl KOHTPOJIA (CpeAHMI 0a/1J1 10 TEKYIIHMM OLCHKAM YCIIeBAEMOCTH)
6 cemecTp
Tema 2.3. Bpenonocnoe Conep:xanue yueOHOTro MaTepuaJia 18
NporpaMMHoOe BpenonocHoe mporpamMMmHOe obOecrieueHHe Kak OCOOBI  BUA 5
ob0ecrieyeHue pa3pylmarInX BO3IEUCTBUI

Knaccugukaius BpeIoHOCHOTO nporpaMmMHoro obecneuenus. Cxema 2




3apakeHusa. CpenactBa  HeWTpanuzauuu — BpenoHocHoro  [10.
[TpodunakTrka 3apaxeHUs

[Touck cnenoB aktuBHOCTH BpemoHocHoro I1O. Peectp Windows.
OcHOBHBIE BETKH, cojepxarmiue uHpopMmaiuio o BpegoHocHoM I10.

Hpyrue o0bekThl, copepxamue uHbopMaiuoo o BpegoHocHoMm [10, 2
daiiner prefetch.
bor-snets1. [Ipunimn @ynkunonupoBanus. Metoas! oOHapyKEHUS 2
Knaccugukanuss  aHTHBHpPYCHBIX  cpeAcTB.  CHUTHaTYpHBIH | 5
IBPUCTHUYECKUN aHAIIN3
3amuTa OT BUPYCOB B "py4HOM pexume" 2
OcHOBHbBIE KOHIICIIMHA MOCTPOCHHSI CUCTEM AHTUBHUPYCHOW 3alUThHI 5
Ha MPENNPHUITUN
IIpakTnyeckoe 3ansaTue Ne 6 Pabora ¢ mporpaMMHoO-anmapaTHEIMH 2
CpeICTBaMU aHaiM3a 0E30MaCHOCTH aHTUBUPYCHOM 3aIUTHI CPEICTB
BBIUMCIUTEIbHON TEXHUKU
JlaGoparopHoe 3ansitue Ned IlpumeHeHue CpelCTB HCCIIEIOBaHUSA 2
peectpa  Windows i1 HaxOXIEHHS  CIEIOB  AKTUBHOCTH
BpenoHocHoro 11O
Tema 2.4. 3amura Coaep:xanue yueOHOT0 MaTepHaJia 16
NPOrpaMM M JAHHBIX OT HecanknmonnpoBanHoe konuposanue nporpamm kak tun HCJ{ 2
HECAHKIIHOHMPOBAHHOr0 | lOpuanueckre acnekTbl HECAHKIIMOHUPOBAHHOIO  KONMUPOBAaHUS 5
KONHMPOBAHMA nporpamMm. OO11ee NOHATHE 3alIUTHI OT KOTUPOBAHMSL.
ITpusszka [1Ok annmapaTHOMy OKPYKE€HUIO U HOCUTEIISIM. 2
3aluTHRIE MEXaHU3Mbl B COBPEMEHHOM NPOTrpaMMHOM OO€CIieueHUn 5
Ha npumepe MS Office
IIpakTuyeckoe 3anaTme Ne7 Paborta co crnenuann3upoBaHHBIMU 2
POrPaMMHBIMU CpeACTBaMH  3allUThl  MHPOpPMALUHU oT
HECaHKIIMOHMPOBAHHOT'O KOTMPOBAHUS
IIpakTuyeckoe 3ansTHe NeSAHanNM3 3alUUTHBIX MEXAHU3MOB B 2
npusokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)
JlabopaTopnoe 3anaTme NeS lccnenoBaHue MeXaHM3MOB 3alUTHI 5
IPOrpaMM OT HE3aKOHHOTO MCIOJIb30BaHMS M KOITMPOBAHUS
CamocrosiTeibHas padora o0yuarommxcsaNed
[ToaroToBka mokiana mo temam: "OdmaitH- U OHJIAWH-TIpOrpaMMHast 5

3amura  [IO  OoT  HECaHKUMOHMPOBAaHHOIO  KONHUpPOBaHUA",
"Annaparnas 3anmuTa [10 0T HeCaHKIIMOHUPOBAHHOTO KOMMUPOBAHUS"




Tema 2.5. 3amura

Conep:kanue y4eOHOT0 MaTepuaJia

12

HHpopManuu Ha ITpoGiieMa 3auThl OTUYKAAEMbIX KOMIIOHEHTOB [I9BM. 2 1
MAILINHHBIX HOCUTEJIAX Mertonpl 3amuThl MHGOPMAIMM HAa OTUYKAAEMBIX HOCUTEIAX. 5
Hludposanue.
CpenctBa BOCCTaHOBIEHMs ocTaTodyHOM uHpopmanuu. Co3naHue 5
OCEKTOpHBIX 00pazos HKM/I.
[TpuMeHeHHe CpeACcTB BOCCTAHOBIEHMS OCTATOYHOM MH(OpManuu B
CyIeOHBIX KPUMHHATMCTUIECKUX IKCIEPTH3aX U MPH PacCiieTOBAaHUH 2
uHIMeHToB. HopMaTuBHas 6a3a, JOKYMEHTUPOBAaHHUE PE3YIbTATOB
be3Bo3BpaTHOE ynaneHue qaHHbIX. [IpUHIMIIBI U aJITOPUTMBI. 2
IIpakTuyeckoe 3anaTue Ne9 Ilpumenenue nporpamm A 2 2
K (POBaHUs TaHHBIX HA ChEMHBIX HOCUTEIISX
Tema 2.6. AnnapartHbie Conep:xanue yueOHOTr0 MaTepHaJia 4
CpeacTBa TpeboBaHust K anmapaTHbIM CpeICTBaAM  MJACHTU(UKALUU U 2 1
HACHTH(PUKALUH U ayTreHTH(UKanuy noip3oBatenel, mpuMenseMbiM B O3 u ATIMJI3
ayTeHTUu(PUKALUT YerpoiictBa TouchMemory 2 1
1oJIb30BaTesei
Tema 2.7. Cucremsl Coaep:xanue yue0HOro MaTepHaJia 18
o0Hapy:KeHHUsl aTaK U COB u COA, otnnuus B pynkmusax. OcHoBHbIE apxutekTypsl COB 2 1
BTOP KEHU I Vcnonb3oBanue cereBbix cHU(GepoB B kauectBe COB 2
Anmnapatsbiii komnoHeHT COB 2
ITporpammusiii komnoneHT COB 2
Mogenu cucremsl oOHapyxkeHHMs BTopxkeHud, Kiaccudukarms 2
CUCTEM OOHApYKEHUsI BTOPKEHUI.
OO6HapyxeHue curHaryp. OOHapyxeHue aHoMmaiauil. [lpyriue MeTo/ sl 2
0OHapy>XEHUS] BTOP>KEHUM.
IIpakTyeckoe 3ansaTue Nel0) MoznenupoBaHre NpOBEIEHNS ATaKH 2 2
IIpakTuyeckoe 3ansitue NellllpuMeHeHHE HWHCTPYMEHTAIBHBIX 2 2
CpeACTB OOHAPYKEHUs BTOPKEHUN
CamocrosiTeibHas padora odyuyarommxcsiNeS[Toaroroska qokmana 2 3

no teme: "Cucrema oOHapyxeHHs BTOpxkeHHH Snort", "Merosl
DataMining B oOHapyxeHuun aHoManuit", "MeToabl TEXHOJIOTHH
MOOWJIBHBIX areHTOB B OOHapyxeHMHM aHomanuil', "Meroasl
NIOCTpOeHNss UMMYHHBIX cucteM", "lIpuMeHeHHe TIeHeTHYEeCKuX
QITOPUTMOB B OOHapyxeHun aHomanuit", "IIpumenenne HeHpOHHBIX
ceTel B 00HapyxeHuu aHomaymii"', " SI3p1kn onMcanus atak'




IIpome:kyTouHasi arrecTamus — JApyrue (opmMbl KOHTPOJS (CpedHHil 0a/li1 MO TEeKyIIUM

OICHKaM yCHeBaeMOCTI/I)

7 cemecTp
Pa3nea 3. 3amura nHGopManuu B JOKAJBHBIX CETAX 6
Tema 3.1. OcHOBBI Conep:kanue y4eOHOT0 MaTepuaJia 2
NOCTPOCHUA Cern, paOotaronye MO TEXHOJOTUM KOMMYTaluu MakeToB. CTek 2 OK 01-11,TIK 2.1-2.6
3alllMIIEeHHBIX ceTel npotokojoB TCP/IP. Ocobennoctu wmapmpytu3anuu. IltaTHbIC
CpeacTBa 3amuThl HHPopMaruu cteka nmporokosnoB TCP/IP.Cpencrsa
uAeHTU(PUKAIIMY U ayTeHTU(UKAIIUKA Ha PAa3HBIX YPOBHIX MPOTOKOJIA
TCP/IP, nocTOMHCTBA, HEIOCTATKH, OTPAHUYICHHUS.
Tema 3.2. CpencrBa Coaep:xanue yueOHOT0 MaTepHaJia 4
opranusauuu VPN Bupryanbnas vactHas cerb. DyHKIMH, Ha3HAUYCHWE, MPUHLIUI 2
noctpoerus.  Kpunrorpadpudyeckue W HEKpUNTOTpauuecKue
cpenctBa opranmzaimuun  VPN. VYcrpoiictBa, o6pasyromue VPN.
Kpunromapmpyruzarop u kpunropunsTp. Kpunropoyrep.
[TpuHIMIIBI, apXUTEKTypa, MOJENb HApYIIUTENs], JOCTOMHCTBA U
Henoctatkd. KpunropunsTp. IlpuHIMIBIL, apXUTEKTypa, MOJENb
HAPYIIUTENIS], TOCTOMHCTBA M HEJOCTATKH
IIpakTuyeckoe 3ansaTue Nel2 PasseproiBanue VPN 2
Pasnen 4. 3ammra nHGopManum B ceTsix 0011ero J0CTyna 18 OK 01-11,TIK 2.1-2.6
Tema 4.1.00ecnieuenue Conep:xanue yueOHOTro MaTepuaJia 18
0e3omacHOCTH Mertobl 3auThl HHGOpMAIMK Ipu paboTe B CETAX 0OLIero JOCTyna. 2
MeKCETEBOI0 MexcereBbie skpanbl THna firewall. JlocTomHCTBa, HEmOCTaTKH, 5
B3aHMO/JCHCTBHUSA peann3yeMble NOJUTUKH O€30MaCHOCTH.
OcHoBuble THNBI firewall. CuMMerpuuHble U HECUMMETPUUHbBIE
firewall. Yposenp 1. IlaketHsie ¢punbTpbl. YpoBeHb 2. OunbTpanus 5
CIyk0, MOMCK KIIIOUEBBIX CJOB B TeEJe€ IaKETOB Ha CETEBOM
ypoBHE.YpoBeHb 3. Proxy-cepBepa NpUKJIaJHOTO YPOBHS.
OmnoxoctoBeie W mynbTuxocTtoBbiefirewall. OCHOBHBIE — THIIBI
apxuTeKTyp MyiabTuxocroBbixfirewall. TpeOoBaHMs K KaXI0MY XOCTY 2
UCXOJISl U3 apXUTEKTYPhI U BBINOIHIEMbIX (PYHKINN
TpebGoBanusi Mo cepTUhUKALNNA MEKCETEBBIX SKPAHOB 2
IIpakTnyeckoe  3amaTme  Nel3  CpaBHeEHHE — apXUTEKTYp 5
DualHomedHost, BastionHost, Perimetr.
IIpakTH4eckoe 3aHATHE Nel4IIpumenenue pa3IMYHBIX 5

croco00B3aKphITUS "ONacHbIX" TOPTOB




CamocrosiTeJibHasi  padora oOyuawmmuxes Ne 6. O0630p

COBPEMEHHBIX MEXCETEBbIX IKPAHOB 4
Pazjnen 5. 3ammra undopmanum B 6a3ax JTaHHBIX 18 OK 01-11,TIK 2.1-2.6
Tema 5.1. 3ammra Copnepxxanue yueOHOIro MaTepuasa 18
uHdopmanuu B 6a3ax OCHOBHBIE THUITBI yTpo3. MoJieb HapyIIUTENS 2
AAHHBIX CpenctBa uACHTU(UKAUM W ayTCHTU(UKAIMH. YTIpaBlieHUE 5

JIOCTYIIOM

CpencTBa KOHTPOJIS LIEIOCTHOCTH MH(OpMaIiy B 6a3ax JaHHBIX 2

CpeactBa ayaura ©  KOHTpoyis  Oe3zomacHoctu.  Kpurepum 5

3alIMIIEHHOCTH 0a3 JaHHbIX

[TpumeHenne KpunTorpadu4IecKux CPeACTB 3alIUTH UHPOPMALUU B

0a3ax JTaHHBIX

IIpakTuyeckoe 3anaTue Nel5 Ananus mexanuzmoB 3amutel CYB/]

MS Access

IIpakTnyeckoe 3ansaTHe Nel6CpaBHUTENIBHBIM aHANU3 MITATHBIX 2

cpencts 3anuThl CYBJI MSSQL Server

CamocrositesibHass padora oOyuawmuxces Ne 7. Iloaroroska 2

Joknana no teMaM: «HoBbIe TEXHONOIMH XpaHEHUs MHGOpMaImn»,

«CepBuCBhl  00JTAYHOTO  XpaHEHHsA JaHHBIX», «COBpEeMEHHBIC

TEXHOJIOTUH TUCKOBBIX CHCTEM)
Paszjen 6. MOHMTOPHMHT CHCTEM 3alIUTHI 38 OK 01-11,TIK 2.1-2.6
Tema 6.1. MoHUTOpUHT Conep:xxanue yueOHOT0 MaTepHaJia 18
CHCTEM 3aLIUThI [Tonstue wu  oOOCHOBaHME  HEOOXOAMMOCTU  HCIIOJIb30BaHMS 2

MOHMTOPHHIa Kak HEOOXOAMMON KOMIIOHEHTBI CHUCTEMBbI 3aIlUThI

UHpOpMaLIUH.

OcoOenHocT  (ukcanMu COOBITHI, TOCTPOCHHBIX Ha pa3HbIX

IIPUHIINAIAX: CETH ¢ KOMMYTAallMEH COEAMHEHUM, CETh C KOMMYTaluen 2

maketoB, TCP/IP, X.25

Knaccugpukamuss ~ OTCIHEKUBAEMbIX  COOBITHIA. OcobenHoctu

MOCTPOCHUS CUCTEM MOHHUTOpHHra. Mcrounuku wuHbOpManuu ais 5

MOHUTOPHHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKUE XapaKTEePUCTUKH

Tpaduka gepes MO, mpoBepka pecypcoB 0OIIEro Mmojab30BaHMUS.

Knaccugukaius cereBbIX MOHUTOPOB 2

CucreMsl ympaBieHUs COOBITUSAMU MH(DOPMAIMOHHONW 0€30MacHOCTH

. 2
(SIEM). O630p SIEM-cucteM Ha MUPOBOM M POCCHIICKOM pBIHKE.
IIpakTuyeckoe  3ansitue  Nel7  CpaBHUTENbHBI  aHANU3 2




pacHpoCTpaHEHHBIX CETeBBIX MOHUTOPOB Ha mpumepe RealSecure,
SNORT, NFR nnu ngpyrux aHajioros

JlaGoparopHoe 3ansitue Ne6 IIposenenue aymaurta JIBC cereBbiM 4
CKaHEpPOM
CamocrositesibHasi padora oOy4yarommuxess Ne 8. Iloaroroska 2
noknanza mo TtemaMm: «HoBble BHIBI aTak Ha WH(POPMALMOHHYIO
CUCTEMY», «AKTyallbHblE KHOEpYrpo3bl», «COBpEMEHHBIE METOJbI
3allUThl OT CETEBBIX aTaK»
Tema 6.2. U3yuenue mep Conep:kanue y4eOHOT0 MaTepuaJia 8
3alllUThI HH(OPMALMHU B N3yuenune TpeOoBaHuii 0 3ammre WHGOpPMANNU, HE COCTABISIONICH 2
HH(POPMALHOHHBIX roCyIapCTBEHHYI0 TaiiHy. W3ydeHne METOIMYEeCKHX JIOKYMEHTOB
cucreMax OCTIK no nprMeHEHUI0 Mep 3allUThI.
IIpakTuyeckoe 3ansaTe Nel8Br16op nmporpaMMHBIX U MPOTPAMMHO- 2
amnmapaTHbIX CPEJCTB 3aIlIUThl MHGOpMAIMK B WHPOPMALMOHHOM
CUCTEME U pa3paboTKa peKOMEHALNN M0 UX HACTPOUKE
CamocrosiTeibHast  padora oOyuaromuxes Ne 9. O0630p 4
COBPEMEHHBIX IMPOTrPaMMHBIX U IPOTrPAMMHO-ANMapaTHBIX CPENCTB
3aIUTHI
Tema 6.3. Uzyuenue Conep:xanue yueOHOTo MaTepHaJia 12
COBpPEMEHHBIX VYcraHOBKAa M HACTpOWKAa  KOMIUJIEKCHOTO CpEICTBAa Ha IpUMEpE 2
NPorpaMMHO- SecretNetStudio (yueOHast TUIIEH3US) WK IPYTUX AaHAJIOTOB
anmapaTHbIX YcraHoBKa M HAcTpoWKa INPOTpaMMHBIX — CPEACTB  OLEHKHU
KOMILJIEKCOB. 3allMIIEHHOCTH M ayauTa UHGOPMalMOHHONW  0e30MacHOCTH, 5
u3yyeHue (YHKIMA M HAcTpoiKa pPEXUMOB pPabOThl Ha MpHUMEpe
MaxPatrol 8 unm 1pyrux aHajioros
W3yyenue THUNOBBIX pelleHU [ noctpoeHus VPN Ha npumepe 5
VipNet wim 1pyrux aHaJoroB
N3y4yeHne COBpEMEHHBIX CUCTEM aHTUBHUPYCHOM 3aIMTHI HA IPUMEpE 5
koprnopatuBHbIX pemenuid KasperskylLab wim qpyrux anamoros
Wzyuenue (ynkuuoHana u obnacteit nmpumeHenust DLP cucrem Ha 5
npumepe InfoWatchTrafficMonitor nim npyrux aHaaoros
CamocrosiTeibHass padora oOyuaromuxcaNel0 OO030p KpymHBIX 5
yTedeKk MH(opMaIuu 3a roa
KypcoBoe npoekTupoBanme 30

IIpuMepHasi TeMaTHKAa KYPCOBBIX IPOEKTOB:
Pemenue 3a1aun knbepObe30MacHOCTH B YCIOBUSX MHTEPHET Bellei



https://www.infowatch.ru/products/traffic_monitor_enterprise

Pemenue 3amaun nndopmarmonHoit 6e3omacHocTH neTeit B cetu HTepHET

Opranu3anus 3ayThl THPOPMALIMU B TUCTAHIIMOHHBIX KaHajgax OaHKOBCKOTO OOCITYKUBaHUS
Opranusanus 3alUThl KOMIIBIOTEPHBIX CUCTEM OT IIPOTrpaMM-BbIMOTaTenen

Opranu3anus 3ayThl THPOPMALIUU B CUCTEMAaX MOOUIILHOM CBSI3U

Opranu3zanus 3auTsbl THPOPMAIIUU B TEXHOJIOTUU OJOKYEHH

[IpuMeHeHne cucTeM KOHTPOJIS U y4€Ta JEeHCTBUM NepCcoHana Ha PEIIPUATUN

[Ipumenenue nmporpaMMHbIX cHUGGEPOB Il aHaIKu3a CETEBOro Tpaduka

[Ipumenenune cucrem obecneueHuss WHPOPMALMOHHON Oe30macHOCTH Ha 0a3e mporpaMm ¢
OTKPBITBIM KOJIOM

Opranuzanus 3ayTel KHPOPMALIUU B BEO-TIPUITOKEHUSIX

Opranuzanys 3alUThl KOMIIBIOTEPHON CETH MPEANPUATHS OT BHEIIIHUX BTOPXKEHUN
Opranu3zanus 3auUThl THPOPMALUU B COBPEMEHHBIX LIEHTpax 00pabOTKU JaHHBIX
Opranu3anus 3alyUThl HHTEUIEKTYalbHONH COOCTBEHHOCTH MPENIPUATHS

Pemenue 3amaun BBISABICHHUS CHELUAIbHBIX TEXHMUECKHUX CPEACTB HECAHKLHOHHUPOBAHHOIO
MoJIydyeHus: nHpopMaluu

Opranu3zanus 3auThl THPOPMALMU B CUCTEMAaX KOHTPOJIS U YIIPaBJICHUS JOCTYIIOM
Pemenue 3anaun 6e30macHbIX MOKYIOK B ceTu VHTepHeT

Pemenwue 3anay nHPOpPMAIIMOHHOW 0€30TTACHOCTH B OOJIAYHBIX TEXHOJIOTHUSX

[IpuMeHeHne HHTEIIEKTYadIbHbIX CHCTEM BUCOHAONIOICHUS HA IPEIPUITUN

Pemenue 3anaun 0e3onacHocT HHGOPMAIIMU U IMYHBIX JaHHBIX B ceTh MHTEepHeT
Opranu3anus 3alyThl THPOPMALUU TEXHUYECKUMHU CPECTBAMU HA MPEIIPUSTHH

Pemenue 3amaun nndopmarnmonHoit 6e3omacHoctu Pynera

Koncynbranus 2
IIpome:xxyTo4yHasi arrecTanus - AuddepeHIMPOBAHHBIN 3a4eT 2
Pa3nea 2 moayJs. IlpuMenenne KpunTorpag)u4ecKuX CPecTB 3a1UThI MHpOpManun 162
MJK.02.02. Kpunrorpadguyeckue cpeicTBa 3alliMThl HHGOpMaLnu 162
S cemecTp
Beenenne Copep:xxanue y4eOHOr0 MaTepHaIa 2
[Ipenmer u 3amaum kpuntorpadpuu. MHcropus xpunrorpaduu. 2 OK 01-10,TIK 2.4
OCHOBHBIE TEPMUHBI
Pa3nes 1. MartemaTnuyeckye 0CHOBBI 3allIMThHI HH(OpManuu 32
Tema 1.1. Coaepxanue yueOHOIro MaTepuaJia 32
MartemaTH4ecKue OCHOBBI | DJIeMEHThl TEOPUHM MHOXKECTB. [ 'pyIIibl, KOJbI[a, MOJIS. 2
Kkpunrorpaguu Hemumocts uucen. [lpuszHaku nenumoctu. IIpocteie M cocraBHBIE 5
qucia.
OcHoBHas Teopema apu¢pmeTuku. Hambonpumimii oOumuii nenurens. 2




B3aumno
npoctele yncia. AnroputM EBknnna ans Haxoxaenus HOJL.

OtHomenus cpaBHUMOCTU. CBoWcTBa cpaBHeHU. MoayssipHas

2
apupMeTHKa.
Knaccel. Ilonnas u npuBeneHHas cucTeMa BbUeTOB. DyHKIMA
Oiinepa. Teopema @epma-Oiinepa. AIroputm OBICTPOrO BO3BEICHUS 2
B CTEIECHb 110 MOJYJIIO.
CpaBHeHust mepBoii crterneHu. JlnHelHbIe AUO(PAHTOBBI YpaBHEHUSI. 5
Pacmmpennsiit anroputm EBkiinaa.
Kuraiickas Teopema 00 ocraTkax. 2
IIpoBepka 4yncen Ha NPOCTOTY. AJNTOPUTMBI I'€HEPAaLUU IPOCTBIX 9
yucen. Meroa npoOHbIX Aenenuil. Pemero JpaTocdena.
PaznoxeHue uncna Ha MHOXKHUTENIU. AJNTOPUTMBI (DaKTOPU3ALUH. 5
®akropuzauus Pepma. Meron [lomnapna.
Anroput™msl JuckpeTHoro JjorapupmupoBanus. Meron Ilomnapaa. 2
Meron Hloppa.
Apudmerrdeckue ornepanuu Haj OOJbITUMHU YHCIIAMH. 2
OnunTUYeCcKre KPUBbIE M UX NMPHIIOKEHHs B KpUIITOTpa(UH. 2
IIpakTnueckoe 3ansitue Nelllpumenenue anroputma EBknuaa nis 2
naxoxaenus HOJI. Pemenne nuneitHbIX 110haHTOBBIX YpaBHEHUN
IIpakTnueckoe 3ansaTue Ne2 [TpoBepka uncen Ha IPOCTOTY 2
IIpakTnyeckoe 3ansaTue Ne3 Pemenue 3anad ¢ 3neMEHTaMH TEOPUU 2
YHUCEL.
CamocrositesibHas pabora ody4yarommxcest Ne 1. Pemenue 3anay no 2
teMe: «CpaBHeHus. CBOWCTBA CpaBHEHUI»
Pa3nea 2. Knaccuveckas kpunrorpapus 40 OK 01-10,IIK 2.4
Tema 2.1. MeToasb! Coaepxanue yueOHOIro MaTepuaa 22
Kpunrorpagpu4eckoro Krnaccudukanys OCHOBHBIX METOJIOB KpUNTOrpapUUecKO 3aluThl. 2
3aIMThHl HHPOPMALHMHT MeTo/1b1 CHMMETPHUYHOTO MIH(POBAHUS
[udpsr 3amensl. [Ipocras 3amena, MHOroandaBuTHas MOACTAaHOBKA, 2
MIPONOPLIHMOHANIBHBIN udp
Metonpl mepecTaHOBKH. TaOnuyHas IepecTaHOBKA, MapUIpyTHas 2
repecTaHoOBKa
I'ammupoBanue. ['amMmmupoBaHME C KOHEYHOM U OECKOHEUHOU 2
raMMamu
IIpakTnueckoe 3ansitue Ne4 IIpuMeHeHHe KJIACCMYECKHX IMH(POB 2




3aMCHBI

IIpakTuuyeckoe 3ansiTue NeS [IpuMeHeHue KIACCHUECKUX IMM(POB 4
IIEPECTAHOBKU
IIpakTnueckoe 3ansaTne Ne 6IIprmeHeHne MeTo1a TaMMUPOBAaHMS 4
CamocrosiTesibHass padora obyuarommxcsa Ne 2. [MludpoBanue u 2
nemugpoBaHre COOOUICHUH CUMMETPUYHBIMA METOIAMHU.
CamocrosiTesibHasi padora odyuarommxcsa Ne 3. [lludpoanue u 2
naemngpoBaHre COOONICHUH aCHMMETPUYHBIMUA METOIaMHU.
Tema 2.2. Kpunroanaius | Coaep:xxanue y4eOHOro marepuaJia 18
OcHoBHBIE METO/IbI KpuNITOaHaMN3a. Kpunrorpaguueckue ataku. 2
Kpunrorapuueckas CTOUKOCTB. AOCOIIOTHO CTOWKHE 4
kpunrocucremsl. [Ipunuunsl Kupkxoggcea
[lepcniekTrBHBIE HaIpaBJICHUS KpUIITOAHAIN3a, 5
KBAHTOBBIHKPUIITOAHAIINS.
JlaGopaTtopnoe 3ansitue Nel Kpunrtoanamusz mmgppa mTpocToit 2
3aMeHbl METO/IOM aHAJIM3a YACTOTHOCTU CUMBOJIOB
JlabopaTopnoe 3aHsaTHe Ne2 Kpunroanaius KJIacCHUYECKUX MHUPPOB 4
METOOM IOJIHOTO nepedopa KiItoyeit
IIpakTnueckoe 3ansaTue Ne7 Kpunroananus mudpa Buxunepa 4
IIpomexyTounasa arrecrauussi — apyrue ¢opmbl KOHTPoJs (CpelHMii 0a1 MO TeKyIIMM
OLICHKAM YCIIeBA€MOCTH)
6 cemecTp
Tema 2.3. I[loTounsble Coaepxanue yueOHOro MaTepuaa 6
HQPbI U TeHePATOPbI OcHOBHbIE MNPUHLIMIBI NOTOYHOro Mmu¢poBaHud. I[lpumeHnenue 2
nceBa0CayYaiiHbIX yucea | reseparopos [ICY B kpunrorpaduu
Merto/ibl MOTy4YEeHUs TICEBIOCTYyUaHbBIX TTocneaoBaTenbHocTen. JIKT, 2
Meton Pubonayun, merox BBS.
IIpakTnyeckoe 3ansaTne Ne8lIpumenenue Mmeronos renepanuu [1CH 2
Pa3nea 3. CoBpemennasi kpunrorpadgust 78 OK 01-10,IIK 2.4
Tema 3.1. KogupoBanue Coaeprxanue yueOHOro MaTepuasa 14
ungopmaunu. Koauposanue nndopmaiun. CuMBOIbHOE KoanpoBaHue. CMBICIIOBOE 4
Kommnblorepusanus KOOWpoBaHue.  Mexanusauus  wudposanus.  [Ipencrasienue
i dposanus. uHpopmaiu B 1BondHoM koje. Tabnuia ASCII
Komnbrotepuzanus mudpoBanus. AnmapaTHOe M IPOrpaMMHOE 4




mdpoBaHue Cranpaprusanus [IPOrpaMMHO-aNnapaTHbIX
KPUNTOTPaQUUECKUX CHCTEM U CpencTB. V3ydeHue COBPEMEHHBIX
MIPOrpaMMHBIX U anmnapaTHBIX KPpUNTOrpadhuyecKuX CpesiCTB

IIpakTuyeckoe 3ansitue Ne9Konuposanue napopmanuu 2
IIpakTnueckoe 3anmarume Ne 10IIporpammHas  peanuzanus 5
KJIACCUYECKUX IU(POB
JlabopaTopHoe 3aHATHE Ne3UccnenoBanue peanu3auuu
KJIaCCUYECKUX IIM(POB 3aMEHbl M IEPECTAaHOBKM B IIPOrpaMme 2
CrypTool win ananore
Tema 3.2. CumMmerpuunsblie | Coaep:kanue y4eOHOro MaTepuaa 10
cucTeMpl M ppoBanus O6mme  cenenus.  CTpykTypHas  cXeMa  CHMMMETPHYHBIX 4
KpUNTOrpaUUECKUX CUCTEM
OteuectBenHble anroputMel Marma u Kysneunk u ctangaptsl ['OCT
P 34.12-2015 u 'OCT P 34.13-2015. CuMMeTpuYHbIE aITrOpUTMBI 4
DES, AES, I'OCT 28147-89, RC4
IIpakTnuyeckoe 3anarume Ne 11llporpamMmuas  peanuzanus 5
COBPEMEHHBIX CHMMETPUYHBIX MH(POB
Tema 3.3. Coaepixanue yueOHOIro MaTepuasa 8
AcHMMeTpHYHbIE KpunrocucreMsl ¢ OTKPBITHIM KIIFOUOM. HeoOpaTHMOCTh CHCTEM. 2
cucTeMbl K $poBanus CTpyKTypHast cxema IH(POBaHUs C OTKPHITHIM KITFOUOM.
DneMEeHTHI TEOPUH YUCEIl B KPUNITOTPAPHUH C OTKPBITHIM KIIIOUOM. 2
IIpakTnueckoe 3anaTme Ne 12 IlpumeHeHue pa3IUUYHBIX 2
ACMMETPUYHBIX aJITOPUTMOB.
IIpakTnueckoe 3ansatue Ne 13 IlporpamMmHas peanuzanus 2
aCMMMETpUYHOro anroputma RSA
Tema 3.4. Coaep:xaHue yueOHOro MaTepuasa 10
AyTeHTHUKANHS Ayrentudukamms  nmaHHbIX. OOmme monstua. Ol MAC. 4
AAHHBIX. JJIEKTPOHHAS OJHOHAMpPABICHHbIE XeNI-PYHKIMU. AITOPUTMBI IIH(POBOIA TOMUCH
MOANmHUCH IpakTuyeckoe 3ansaTue Ne 14 IIpuMeHeHHE Pa3IUYHBIX (YHKIHIA ’
XEIINPOBaHMs, aHAJIN3 OCOOCHHOCTEHN Xellen
IIpakTnueckoe 3ansitue Ne 15 TlpumeneHue Kpunrtorpapuueckux 5
aTak Ha XenI-()yHKIHH.
JlabopaTopHoe 3ansaTHe Ne4CpaBHHUTENBHBIN aHAIN3 MPOrPAMMHO- 5

anmapaTHbIX CPE/ICTB, pealIM3yIOIUX OCHOBHbIE GyHKIUHU D11




Tema 3.5. Anropurmbl
00MeHAa KJIK0UYel n
NMPOTOKOJIbI
ayTeHTH(PUKANNH

Conep:kanue y4yeOHOIro MaTepuaa

AJTOPUTMBI pacrpeeieHus KITFOUEeH c IPUMECHEHUEM
CUMMETPUIHBIX 5 ACUMMETPUYIHBIX CXEM [IpoTokosbt
ayreHTuUKanud. B3amMuas ayreHtudukanus. OJXHOCTOPOHHSS
ayTeHTU(UKAIIHS

IIpakTuyeckoe 3ansatue Ne 16IIpumenenue nporokona Jduddu-
Xennmana aJis1 OOMeHa KIr4aMu UG POBaHHUSL.

IIpakTuyeckoe 3ansaTue Ne 17 IlpuHnunbel paOoOThl MPOTOKOJIOB
ayTeHTU(UKAUA C WCIOIH30BAHUEM JOBEPEHHOW CTOPOHBI Ha
npumepe npotokosa Kerberos.

Tema 3.6. Kpunrto3zammura
HH(pOPMALUH B CETAX
nepeaayu JaHHBIX

Conep:xanue yueOHOro MaTepuaJia

10

Abonentckoe mmdposanue. [lakerHoe mmdposanue. 3amura eHTPa
reHepanuu kmoueil. Kpunromapupyrusatop. [aketssrit punbtp

Kpunrorpadguueckas 3ammra OSCIPOBOJHBIX COCIUHEHUNW B CETAX
crangapra 802.11 ¢ ucnonp3zoBanuem nporokosoB WPA, WEP.

CamocrosiTesibHass  padora oOyuarommxcas Ne 4. O0630p
COBPEMEHHBIX METOJIOB KPHIITO3AIIUTHl WH(POPMALMU B  CETIX
nepcaayn JaHHbIX.

Tema 3.7. 3ammura
uHopmanuu B
3JIEKTPOHHBIX
IUIATEKHBIX CHCTEMAaX

Conep:xanue yueOHOro MaTepuaJia

[TpuHIMOBl (YHKIMOHUPOBAHUS AJIEKTPOHHBIX IIATEKHBIX CHCTEM.
ONeKTpOHHBIE IIJIACTUKOBBIC KapThl. IIepcoHanbHbIN
UACHTU(DUKAIIMOHHBIN HOMEp

[Ipumenenue kpunrorpagpuyeckux MNPOTOKOJIOB Jisi OoOecreyeHus
0€30I1aCHOCTH HJIEKTPOHHON KOMMEpIIHH.

IIpakTnueckoe 3ansitue Ne 18 Ilpumenenue ayreHTHdUKaLUU TO
OJIHOPa30BbIM  maposisiM. Peanuzanus — anropuTMOB — CO3JAHMS
OJIHOPA30BBIX MAPOJIEH

CamocrosiTesibHass  padora oOyuarommxes Ne 5. O0630p
COBPEMEHHBIX METOJOB 3alIUThl HHPOPMAIMK B DIIEKTPOHHBIX
INIATC)KHBIX CUCTEMAX

Tema 3.8. Komnbrorepnas
creraHorpagus

Conep:xanue yueOHOIro MaTepuasa

10

CkpplTas mepeaaya HMHPOPMALUMU B KOMIBIOTEPHBIX CHCTEMaXx.
[Ipo6nema  ayreHTHUKALIUKU  MYIBTUMEIUHHON  HMHGMOpMaLIUU.
3amura aBTOPCKUX MPaB.

Metoael kommnbioTepHOM creraHorpaduu. Lludposeie BoasHbIE




3HaKu. AJITOpUTMBbI BcTpanBanus [[B3

IIpakTuyeckoe 3ansaTue Ne 19 OO030p W CpaBHUTEIBHBIN aHAIHM3

cymectByromiero 110 mns BecrpauBanus 1{B3 2
IIpakTnyeckoe 3anaTme Ne 20 Peanmuzaumss OpOCTEHIINX 5
CTeraHorpauuecKux aropuTMOB
CamocrositesqibHasi padora oOyuyarommxess Ne 6. IloaroroBka
noknana mo temam: «KBaHTOoBas kpumnrtorpadus», «MHOromydeBas 2
kpunrorpadus», «MeteopHas kpunrorpapus»
Kouncyabrauus 2
IIpome:kyTounas arrecranusi — Ju(gepeHIMPOBAHHDBIIN 3a4eT 2
Yueonas npaktuka YI1.02.01 108
IIpumepHbie BUABI padoT:
CocraBieHne JOKYMEHTAIlMH 10 y4eTy, 00pabOoTKe, XpaHEHHIO W Tepenadyd KOH(QUACHIUATbHOU
nHpopmaruu
Ocy1iecTBieHNE YCTAHOBKY M HACTPOWKH MTPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aIIUTHl HH(POpMAITUH
Jlnarnoctuka paboToCIOCOOHOCTH MTPOrPaMMHO-AMIAPATHBIX CPEACTB 3alIUTHI HH(OPMALIUU
YHUuTOXKEHHE HWH(POPMAIMK C HCIIOJIB30BAaHUEM IPOTPAMMHO-ANIIAPATHBIX CPEACTB  3aIIUTHI
nHpopmauu
Onenka 3¢ (eKTUBHOCTH MPUMEHSEMBIX ITPOrPAMMHO-AIIAPATHBIX CPEICTB 3AIUTH HHPOPMALIUU
Hcnonk30BaHre mporpaMMHOTo obecrieueHus A7s nepeaadn KoHGUIeHIIHaIbHOU nHopManuu
Vcnonp30BaHMeE TUTTOBBIX KPUITOTPAQHUECKUX CPEACTB
IIponssoacrBennas npakruka I111.02.01 144

IIpumepHbie BUABI padoT:

AHanu3 TNPUHLUIIOB TOCTPOEHUS CHUCTeM HHGOPMALMOHHOM 3allUThl MPOU3BOICTBEHHBIX
MOpa3IeICHUI

[IpuMeHeHHe HOPMATUBHBIX IPABOBBIX AKTOB, HOPMATHBHBIX METOJAWYECKUX JIOKYMEHTOB II0
o0ecrniedyeHnto HHPOPMALIMOHHONW O€30MaCHOCTH MPOTPAMMHO-aNNapaTHBIMU CPEJICTBAMHU.

AHanmu3  S(QQPEKTUBHOCTH TMPUMEHSEMBIX IPOrpaMMHO-AMIMapaTHBIX CPEICTB  OOECIeUeHUs
nH(OPMaLIMOHHON 6€30MaCHOCTH B CTPYKTYPHOM MOpa3/ieIeHUH

Obecneuenue yuetra, 00pabOTKH, XpaHEHUS U Nepeaayl KOH(UACHINAIBHON HHpOopMauu
TexHuueckas JKCIUTyaTanus JJIEMEHTOB IIPOrpaMMHOMN 51 anmnapaTHou 3aIUTHI
aBTOMAaTU3MPOBAHHOM CUCTEMBI

JluarHoctuka, YyCTpaHEHMsI OTKa30B U BOCCTAHOBJIEHUS pabOTOCIOCOOHOCTH MPOrpaMMHO-
anmapaTHbIX CpeICTB o0ecredeHns MHPOPMALMOHHOM 6e30MacCHOCTH

Bcero:

IIpome:xxyTouHasi arrecTanus (BCero):

680




IIpomexyrounas arrecranus no MIK.02.01- nuddepenunpoBanHblii 3a4eT

IIpome:xyTounasi arrectanust no MJIK.02.02- nu¢depenuupoBanHblii 3auet

IMpome:xkyrounas arrecrauus mo I[IM - sx3ameH KBaJIuQUKAUOHHBI




3. YCJIIOBUA PEAJIM3ALINN ITPOT'PAMMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TpeOoBaHusi K MHHHMAJIBHOMY MAaTEePHAJTbHO-TEXHUYECKOMY
o0ecrie4yeHNI0 MPO(ecCHOHATBLHOT0 MOIYJIsI

Peanuzamus mporpamMmbl  TTPO(PECCHOHATBLHOTO MOIYJSI TpeOyeT Haaudus
7a00paTOpuM  NPOrPaMMHBIX M IPOrPAMMHO-AINIIAPATHBIX CPEJICTB  3AIUTHI
uHbOpMaIK IS POBEACHUS 3aHATHH JIGKIIMOHHOTO THIIA, Ja00PaTOPHBIX 3aHITHIA,
MPAKTUYECKUX 3aHATHI, B TOM YHCJIE€ TPYIIOBBIX, NHIUBUAYAIbHBIX, MUCbMEHHBIX,
YCTHBIX KOHCYJIbTALU, TEKYIIErO KOHTPOJIS U IPOMEKYTOUYHOM aTTeCTALUH.
JlaGopaTopusi NmpoOrpaMMHBIX M NPOrPAMMHO-ANMNAPATHBLIX CPEACTB 3alUThI
uHpopMauuu
O6opynoBaHue:

- pabouee MecTO IMpenoaBaTeis;

- CTIeIMAIIM3UPOBaHHAS MeOEeTb (CTOJIBI, CTYJIbS 10 KOJIMYECTBY 00yJaronuxcs);

- paboune MecTa CTYJIEHTOB, 000pY0BaHHBIE ITEPCOHAIBHBIMU KOMITHIOTEPaAMU;

- TabopaTopHbIe Y4eOHbIE MAKETHI;

- AHTUBHUPYCHBIE TPOTPAMMHbBIE KOMILJIEKCHI;

- MporpaMMHO-anmnapatHeie cpeactsa 3amutbl nHPpopmauuu ot HCJI, OnokupoBku
JOCTYIa U HapyUIEHUS UEI0CTHOCTH;

- IporpaMMHBIE U MPOTPaMMHO-aNNapaTHble CpeACTBa OOHApYKEHUsS aTak
(BTOpXEHUI), MOUCKA YSA3BUMOCTEMH;

- CPEACTBA YHUUTOKEHUSI OCTATOYHOW MH(DOpPMAILIMU B 3aIIOMUHAIOIINX YCTPOHUCTBAX;
- IPOTPaMMHBIE CPEJICTBA KPUNTOIpaPUUECKOU 3aUThl HH(OPMAIIH.

TexHuuecKue cpeacTBa 00yUeHUs:

- KoMIbIoTep (HOYTOYK);

- MYJIbTUMEIUUHBIN IPOEKTOP, IKPAH.

VYueOHo-HATISIIHBIE  TTOCOOMS:  IUIaKaThl, Y4eOHO-HAIJISAHBIE IMOCOOUS,
oOecCreunBaIIMe TEeMaTUYeCKHe WIUTIOCTpalMu 1Mo  pabodeil  mporpamme
JVCLUIUIMHBI, B TOM YUCIIE, BUJIE0-ayANO0 MaTEpHUaibl, KOMIbIOTEPHBIE MPE3EHTALIUH.

Kommbrotep w#MeeT A0CTYN K AJIEKTPOHHO-OMOIMOTEYHBIM CUCTEMaM, BBIXO/T
B ro0anbHyl0 ceTb VIHTepHET, OCHAIlleH JUUEH3UOHHBIM MPOrpaMMHBIM
o0ecreyeHueM.

3.2. YueOHO-MeTOAMYEeCKOE U HH(POPMAIIHOHHOE O0ecTeYeHre Peau3auum
npogeccuoHaIBLHOr0 MOIYJIs

HopMmaTuBHO-npaBoBbI€ aKThI

1. denepanbhbiii 3akoH ot 27 utons 2006 r. No 149-03 «O0 undbopmanuu,
WHPOPMAITMOHHBIX TEXHOJOTUSAX W O 3ammre uHpopmammm». - Pexum gocryma:
http://www.consultant.ru/

2. @enepanbHblil 3ak0oH OT 27 utons 2006 r. No 152-03 «O nepcoHalIbHBIX
naHHBIX». - Pexxum poctyma: http://www.consultant.ru/

3. ®epnepanbhublil 3akoH OT 27 aexadpst 2002 1. No 184-D3 «O TexHUYECKOM
peryaupoBaHum». - Pexxum moctyma: http://www.consultant.ru/



4. ®enepanbubiii 3akoH 0T 4 mas 2011 r. Ne 99-@3 «O nuueH3upoBaHUU
OTJCIIBHBIX BHJIOB JIEATEIBHOCTHY. - PexkuM goctyma: http://www.consultant.ru/

5. ®enepanbubiii 3akoH OT 30 gekabps 2001 r. Ne 195-®3 «Kouekc
Poccuiickoit ®denepany 00 aJIMUHUCTPATUBHBIX MPABOHAPYIICHHUSAX». - Pexkum
nocryma: http://www.consultant.ru/

6. VYka3 IIpesunenta Poccutickoit denepanuu ot 16 aBrycra 2004 r. Ne 1085
«Bomnpocel denepanbHON CyKObI IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO». -
Pesxxum noctyna: http://www.consultant.ru/

7. VYxa3 IIpesunenta Poccuiickoit @enepanuu ot 6 mapta 1997 1. Ne 188 «O06
YTBEP)KICHUHM TIEPEYHS CBEJCHUN KOH(MUICHIIMATLHOTO XapakTepa». - Pexum
nocryma: http://www.consultant.ru/

8. VYxas IIpesunenta Poccmiickoit deneparum ot 17 mapra 2008 r. Ne 351 «O
Mepax 1o odecriedeHnto nHbopmarronHon 6e3onacHocT Poccutickoit deneparyu mpu
UCMOJIb30BAaHUN HMH(POPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETEH MEXIyHapOIHOTO
uHpopManmoHHoro ooMeHay. - Pexxum moctyma: http://www.consultant.ru/

9. Tlonoxenue o cepTUdUKAIMKI CPEICTB 3aUTH HHGOPMAIIMH. Y TBEPKIACHO
nocraHoBiieHneM IIpaButensctBa Poccuiickoit @enepannu ot 26 uroHga 1995 r. Ne
608. - Pexxum noctyma: http://www.consultant.ru/

10. ITpukaz ®CTIK Poccuu ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O6
YTBEPXKJICHUM AJMHUHHUCTpATUBHOTO peryameHTa denepanbHoil  ciykObl  TIO
TEXHUYECKOMY U IKCIOPTHOMY KOHTPOJIIO MO MPEAOCTABICHUIO T'OCYIapCTBEHHOM
yCIYyTM  TO  JIMIEH3UPOBAHUIO  JICSITEIBHOCTH MO  TEXHUYECKOM  3alluTe
KoH(puneHunaneHoil uHpopmanuu" (3apeructpupoBano B MuHiocte Poccun
09.08.2017 N 47722) - Pexxum noctyna: http://www.consultant.ru/

11. TIpukaz ®CTIK Poccun ot 12.07.2012 N 84 (pea. ot 20.05.2015) "OO6
YTBEPXKIAECHUU AJMUHUCTPATUBHOTO periaMmeHta @DeaepaibHOM CIIy»KObI IO
TEXHUYECKOMY U HKCIOPTHOMY KOHTPOJIIO MO MPEAOCTABIECHUIO TOCYIApCTBEHHOMN
YCIIYTH TIO JIMIICH3UPOBAHUIO JICITEIILHOCTH 0 pa3paboTKe U MPOU3BOICTBY CPEJICTB
3aIuThl KOHGUAEHITMaIbHOU nH(popManuu" (3apeructpupoBano B Muntocte Poccun
20.08.2012 N 25220) - Pexxum moctyma: http://www.consultant.ru/

12. Tlpukaz DAIICHU ot 13 wmionsa 2001 1.Ne 152 «OO6 yTBepkaeHuu
WHCTPYKIIMHM 00 OpraHu3aIuu 1 ooecreueHnn 0€301acHOCTH XpaHeH s, 00pabOTKH U
nepeiadyd Mo KaHajaM CBSI3M C HCIOJb30BAaHUEM CPEICTB KpUITOTrpaduueckon
3amuThl UHGOPMAIMU C OTPAaHUYEHHBIM JIOCTYIIOM, HE COJEpKallleil CBEICHHUI,
COCTaBJISFOIIUX rocyJ1apCTBEHHYIO TalHY». - Pexxum JOCTYyTIA:
http://www.consultant.ru/

13. Ilpukaz ®Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O0 yTBepKIACHUU
[Tonoxxenuss o0 pa3pabOTKe, TMPOUZBOACTBE, pealu3ald U  IKCIUTyaTallUuu
mUGPOBAIBHBIX (KpUNITOrpaUyuecKuX) CPeACTB 3alluThl MHpoOpManum». - Pexum
noctyna: http://www.consultant.ru/

14. TOCT P HCO/MBK 13335-1-2006 HHudpopmarmoHHass TEXHOJIOTHS.
Metonbl u cpenctBa obecrneuenus OezonmacHocTu. Yacts 1. Konnenuus u moaenu
MEHEKMEHTa 0€30MacHOCTH HH(POPMAIMOHHBIX ¢  TEJIEKOMMYHHUKAIIMOHHBIX
TexHoJoruid. — Pexkxum noctyma: http://docs.cntd.ru/

15. TOCT P UCO/MBK 27005-2010 UndopmarimonHasi TeXHOJIOTHSI. MeTOTbI
U cpeicTBa obecredeHus 0e30MacHOCTH. MEHEIKMEHT pucka WHOOPMAIMOHHOU
6e3onacHoctu — Pesxxum nocryna: http://docs.cntd.ru/



16. TOCT P UICO/M3K 27005-2010 Mudopmarmonnast Texnosnorus. Meroabl
u cpencTBa obecnieueHus OezomacHocTu. YacTs 4. Beibop 3ammTHBIX Mep — Pexum
noctymna: http://docs.cntd.ru/

17.TOCT P UCO/M3BK TO 13335-5-2006 MudopmaiioHHass TEXHOJIOTHS.
Metonel u cpenctBa obecreueHus Oe3omacHocTH. Yacte 5. PykoBOACTBO 1O
MEHEPKMEHTY 0€30MacHOCTH ceTu. — Pexxum noctyna: http://docs.cntd.ru/

18.TOCT P MHCO/M3BK 27002-2012 WubopmalmoHHass TEXHOJOTHS.
[IpakTrueckue mpaBuiia ympaBlIeHUS WHPOPMAIMOHHON 0€30MacHOCThI0. — Pexum
nocryna: http://docs.cntd.ru/

19.TOCT P HCO/MBK 15408-1-2012 WadopmanroHHAsS TEXHOJOTHS.
MeTtonpl u cpenctBa obecriedeHus: 6ezonacHocTH. Kputepun oreHkn 06€30macHOCTH
nHpopMaImoHHbIX TexHosoruil. Yacte 1. BBemenwe m obmas momens. — Pexum
nocryna: http://docs.cntd.ru/

20.TOCT P HCO/M3BK 15408-2-2013 WudbopmarmonHas TEXHOJOTHS.
Metonasl u cpenctBa obecriedenust OezonacHocTu. Kpurepuu onieHkn 0e30macHOCTH
uHpopMaIMOHHBIX  TexHojorui. Yacte 2. DyHKIMOHANBHBIE TpeOOBaHUS
6e3omacHocth. — Pexxum nocryna: http://docs.cntd.ru/

21.TOCT P HCO/M3BK 15408-3-2013 HWMudbopmarmonHass TEXHOJOTHS.
Metonasl u cpenctBa obecriedenust OezonacHocTu. Kpurepuu oneHkn 0e30macHOCTH
uHdopMaImoHHbIX TexHoJoruil. Yacte 3. TpeboBaHus noBepusi K O€30MaCHOCTH. —
Pexxum nocrtyna: http://docs.cntd.ru/

22.TOCT P 34.10-2012 "Undopmarmonnas TEXHOJIOTHUSI.
Kpunrorpaduueckas 3amura nuapopmanuu. [Iporeccsl popMupoBaHusi U NMPOBEPKU
ANEKTpOHHOM 1udpoBoi moganucu". — Pexxum noctyna: http://docs.cntd.ru/

23.TOCT 34.311-95 HNudopmanmonnast TEXHOJIOTHS (1T).
Kpunrorpaduueckas 3anmra uHpopmanuu. OyHKUUS XAMIMPOBaHUA (2yTEHTHYEH
['OCT P 34.11-94). — Pesxum goctyma: http://docs.cntd.ru/

24. TOCT P 50922-2006 3ammra wundpopmanuu. OCHOBHbIE TEPMHUHBI U
onpenencuusi. Pocrexperymuposanue, 2006. — Pesxum fgoctyma: http://docs.cntd.ru/

25.TOCT P 52069.0-2013 3ammra undopmanmu. CucTeMa CTaHIAPTOB.
OcHoBHbIe no1okeHus. Poccranmapr, 2013. — Pexxum goctyma: http://docs.cntd.ru/

26.TOCT P 51583-2014 3amwmra wunHbpopmaruu. Ilopsaok co3maHus
aBTOMATU3UPOBAHHBIX CHUCTEM B 3alUIICHHOM HCMOJHEHUHU. OOIIMe MOI0KEHHUS.
Poccrannapr, 2014. — Pexxum goctyna: http://docs.cntd.ru/

27.TOCT P 51624-2000 3ammra wuHbOpManuu. ABTOMAaTU3UPOBAHHBIC
CUCTEMBI B 3alMIIEHHOM HcnoiaHeHuu. O6ume tpedoBanus. ['occrannapt Poccun,
2000. — Pexxum pocryna: http://docs.cntd.ru/

28.TOCT P 51275-2006 3ammra undopmanuu. OObEKT HWH(POpMATH3ALINM.
dakrTopbl,  Bo3AeHCTBytoume  Ha  uHpopmammioo.  OOmmMe  MOJOXKEHHUS.
Pocrexperynuposanue, 2006. — Pesxxum moctyma: http://docs.cntd.ru/

29.TOCT P 52447-2005 3ammra wuHpopManuu. TeXHHKA 3alIUTHI
uHdopMaIuu.
Homenknatypa mnokazareneil kauectBa. PocrtexperynupoBanue, 2005. — Pexum
nocryna: http://docs.cntd.ru/

30.TOCT P 56103-2014 3amura wuHboOpmanuu. ABTOMATU3UPOBAHHBIC
CUCTEMBI B 3alIUIICHHOM HCIOIHeHNH. OpraHu3anus ¥ CoJep)kKaHue padoT 1o
3alIUTe OT MPEAHAMEPEHHBIX CHUJIOBBIX SJICKTPOMArHMTHBIX Bo3aeicTBuil. OOrmme



nosioxeHust. Poccrangapt, 2014. — Pexxum noctyma: http://docs.cntd.ru/

31.TOCT P 56115-2014 3ammra wuHpopmaruu. ABTOMATU3UPOBAHHBIC
CHUCTEMBI B 3allMIIICHHOM HCIONHEeHHU. CpeicTBa 3amluThl OT TpPETHAMEPEHHBIX
CHJIOBBIX JJICKTPOMArHUTHBIX Bo3nedcTBui. OOmue TpeboBanus. Poccranmapr,
2014. — Pexxum nocryma: http://docs.cntd.ru/

32.TOCT P HCO/MBK 15408-1-2012 WudbopmainmoHHass TEXHOJIOTHS.
MeTtonsl u cpenctBa obecriedeHusi 6e3onacHocT. Kputepuu oneHkn 0e30macHOCTH
nHpopMaImoHHbIX TexHosoruid. Yacts 1. BBenenue u obmas monens. Poccranmapr,
2012. — Pexxum moctyma: http://docs.cntd.ru/

33.TOCT P HCO/MDK 15408-2-2013 HWudopmaronHas TEXHOJOTHUS.
MeTtonpl u cpenctBa obecriedeHus: 6ezonacHocTH. Kputepun oreHkn 06€30macHOCTH
uHPOPMAIMOHHBIX ~ TexHojoruil. Yacte 2. @OyHKIHOHAIbHBIE TpeOOBAHUSA
6e3omnacHoctu (psimoe mpumeHenue [ISO/IEC 15408-2:2008). Poccrangapt, 2013. —
Pexxum nocryna: http://docs.cntd.ru/

34.TOCT P 50922-2006 3ammra wundpopmanuu. OCHOBHBIE TEPMHUHBI U
onpenenenus. Pocrexperynmuposanue, 2006. — Pexum gocryna: http://docs.cntd.ru/

35.TOCT P 51275-2006 3ammra undopmainuu. O0beKT MHGOPMATH3AIUU.
®dakTopbl,  Bo3AeHCTBytomme  Ha  uHpopmarmio.  OOmmMe  MOJOKEHHUS.
Pocrexperynuposanue, 2006. — Pesxxum noctyma: http://docs.cntd.ru/

OcHoBHbBIE yUeOHbIe HM3TAHUS

36. Unbun MLE. Kpunrorpaduueckas 3amura uHpOpManuu B O0O0BEKTaX
uH(OPMAITMOHHONW MH(PPACTPYKTYPHI : YIEOHUK IS CTYl. YUPEXKACHUM cpel. mpod.
oopazoBanus / M.E. Unbun, T.U. Kamunakuna, B.H. TlpxxeropnuHckuii; mon pen.
B.H. IIpxeropaunckoro. - 1-e uza. - M. : U3ngatenbckuit neHTp «Axagemus», 2020.
— 288 c. B mep. ISBN 978-5-4468-8717-0

37. Kazapums, O. B. IIporpammHo-anmnapaTHbIe cpeAcTBa 3aIIUTHI
uHpopmaruu. 3anmra MPOrpaMMHOTO OOCCIICUYCHHS : YUYSOHUK W TPAKTUKYM JISI
cpeanero npodeccuonaiprHoro odpaszoBanusi / O. B. Kazapun, A. C. 3a6a0ypus. —
MockBa : MsmarenmsctBo  FOpaiit, 2020.— 312c.— (IIpodeccronansHoe
obpazoBanne). — ISBN 978-5-534-13221-2. — Texkcr : anexkrponnsiii / ObC IOpaiit
[catiT]. — URL.: https://urait.ru

38. Opranm3anmoHHOE W TpaBoBoe  obecredeHne  WHGOPMAITMOHHON
0e30omacHOCTH : Y4YEOHMK U TPAKTUKYyM JJis CpeaHero mpodecCHOHATBHOTO
oopazoBanusi / T. A. [lomsikoBa, A. A. Ctpensuos, C.I'. UyOykoBa, B. A. Huecos ;
orBeTcTBeHHBI  pemaktop 1. A. IlonsikoBa, A. A. CtpensioB. — Mocksa :
M3narensctBo [Opaiit, 2020. — 325 c.— (IIpodeccuonansHoe oOpa3oBaHHE). —
ISBN 978-5-534-00843-2. — Tekct : anekrponssid / OBC IOpaiit [caiiT]. —
URL.: https://urait.ru

39. benoB E.b. OpranuzaiimoHHO-TIpaBOBOE OOecTnieueHre HHQPOPMAIMOHHOM
6e3onacHocTu / yuel. mocoOue Ui CTyA. YUpeKIeHui cpen. npod. odpazoBanust /
E.b. benog, B.H. IIpxxeropiaunckuii. - 2-e uzA., ucnp. u gomn. - M. : U3garensckuit
neHTp «Akaaemus», 2020. — 336 c¢. B nep. ISBN 978-5-4468-8456-8

40. BuykoB, A.A. OcHoBbl HMH(GOPMAIIMOHHOM O€30MAaCHOCTU:  3alUTa
uHopMalny : ydeOHOe mocodue it cpeaHero mpodeccuoHaabHoro oopasoBanus /
A. A. BaykoB. — 3-e¢ u3x., nepepad. u gon. — Mocksa : M3znarensctBo FOpaiit,



2020. — 161 c. — (Ilpodeccuonansuoe oopazoanue). — ISBN 978-5-534-13948-8.
— Texcer : anexkrponnsiii / DBC Wpaiit [caiit]. — URL: https://urait.ru

41. KoctpoB b.B. Cetu u cucremsl nepegaun undopmanuu : yueoHuk/ b.B.
KoctpoB, B.H. Pyukun : (2-e wu3n.) (B omektpoHHoMm (opmare) 2019.
https://academia-library.ru

42. byonor A.A. Texaudeckas 3ammura uHPopManmuu B 00BEKTax
UHPOPMAITMOHHON HHPPACTPYKTYPHI : YISOHUK IJIS CTY. YUPEXKIACHUN cpel. mpod.
obOpazoBanus / A.A. byonos, B.H. ITpxeropmuuckuii, K.1O. ®omuna; mox pea. B.H.
[Ipxxeropmuuckoro.- 1-e u3za. - M. : U3marenbckuit neHTp «Akamgemusi», 2019. — 272
c. B mep. ISBN 978-5-4468-8718-7

43. byonoB A.A. OcHOBbl WH(GOPMAITMOHHONW O€30MacHOCTH : y4eOHUK s
CTyAd. YydpexaeHuii cpea. nmpod. obOpasoanus / A.A. by6Onos, B.H.
[Tpxxeropmunckuii, O.A. CaBuHKMH. - 3-€¢ u31., cTep. - M. : M3gatenbckuii LEHTp
«Axanemusn», 2020. — 256 c. B nep. ISBN 978-5-4468-8682-1

I[OHOJIHHTCJ'IBHI)ICy‘-Ieﬁﬂblel/l3IIaHI/Iﬂ

44, CnennanbHble TpeOOBaHMS M PEKOMEHJALMHU IO TEXHUYECKOM 3aluTe
KOH(HIEHIIMATIEHON uHbopMaIu (CTP-K). Y TBepKICHBI MIPUKa30M
['ocrexkomuccun  Poccum ot 30 asrycta 2002 r. Ne 282.
http://www.rfcmd.ru/sphider/docs/InfoSec/RD_FSTEK _requirements.htm

45. TpebGoBanus o 3amute HHGOPMAIIMU, HE COCTABJISIONICH TOCYAapCTBEHHYIO
TallHy, COJAepXalleiici B TOCYJapCTBEHHBIX HWH(MOPMALMOHHBIX CHUCTEMax.
VYTBepxaensl npukazoM @CTIK Poccum ot 11 ¢espans 2013 r. Ne 17. — Pexum
nocryma: http://www.consultant.ru/

46. TpeboBanwust 0 3amuTe HHPOPMAIMK, COAEpKAIICHCS B HHPOPMAITHOHHBIX
cucTeMax oOImiero noib3oBanus. Y TBepxkaeHbl npukazamu OCb Poccun u ®CTOK
Poccum ot 31 aBrycta 2010 r. Ne 416/489. — Pexum JIOCTyMa:
http://www.consultant.ru/

47. TpeboBanusi K cuUCTeMaM OOHApY>KEHUS BTOPKEHUW. YTBEPHKICHbI
npukazom PCTIOK Poccum ot 6 mexadbpst 2011 r. No 638. - Pexum nocryma:
https://fstec.ru/

48. PykoBomsmuii  TOKyMeHT. [ 'eomH(pOpMalMOHHBIE CHUCTEMBI.  3alluTa
uH(pOpMaMU OT HECAHKIMOHMPOBAHHOTO JOCTyma. TpeboBaHUs MO 3alIuTe
unpopmaruu. YtBepxkiaen @OCTIK Poccun, 2008. — Pexum npocryma:
http://docs.cntd.ru/

49. PykoBogsuuii TOKyMEHT. 3aliuTa OT HECAaHKIIMOHUPOBAHHOIO JOCTyNa K
uHpopmanuu. Yacts 2. [Iporpammuoe obecniedeHre 0a30BbIX CUCTEM BBOJA-BbIBOAA
MEPCOHANIBHBIX JIEKTPOHHO-BBIYUCIUTENBHBIX MalvH. Knaccudukaius no ypoBHIO
KOHTPOJISI OTCYTCTBHSI HEIEKIAPUPOBAHHBIX BO3MOXXHOCTe. YT1BepxkaeHn PCTIK
Poccuu 10 okts16ps 2007 1. — Pesxum mocrtyma: http://docs.cntd.ru/

50. TpeboBanus o0 3amure UHPOPMAIIUU, HE COCTABJISIONIEH TOCYAAPCTBEHHYIO
TallHy, COJAEpXKalleiicsi B TOCYJapCTBEHHBIX HMH(GOPMAIIMOHHBIX CHUCTEMax.
Yreepxaensl npukazom GCTIK Poccum ot 11 despans 2013 r. Ne 17. - Pexxum
noctyna: http://www.consultant.ru/

51. Mepsl 3amuThl WHOOpPMAIMU B TOCYJAPCTBEHHBIX WH(MOOPMAIIMOHHBIX
cucremax. YtepxaeHol ®CTOK Poccun 11 despans 2014 r. - Pexxum mgoctymna:



http://www.consultant.ru/
http://www.consultant.ru/

http://www.consultant.ru/

52. MeTtonuka OnpeAeNeHnsl akTyallbHbIX YyTpo3 0€30MacHOCTH MEePCOHATbHBIX
JAHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX.
VYreepxaena @OCTIK Poccum 14 deBpans 2008 1. — Pexum pocryna:
http://www.consultant.ru/

53. CoctaB M cojepxaHUE OPraHU3AIMOHHBIX U TEXHUYECKUX Mep IO
oOecrieyeHn0 0€30MacHOCTU TEPCOHAJBHBIX JIAHHBIX TpU UX 00paboTke B
WHOOPMAITMOHHBIX CHUCTEMaX TMEPCOHAIBHBIX JaHHBIX. YTBEPXKICHBI TPHKA30M
®CTOK Poccun ot 18 despans 2013 r. Ne 21. - Pexum pgocryma:
http://www.consultant.ru/

HNuTepHer-pecypcsl
54. Caiit xypnana Wudopmanmonnas Oe3zomacHOCTh - Pexxum poctyma:
http://www.itsec.ru

55. CmpaBouno-npaBoBasi cucrema «Koncynerant Ilmocy - Pexum
noctyna: http://www.consultant.ru/

56. CmpaBouHno-npaBoBasi cucrema «lapant» - Pexum pocryna:
http://www.garant.ru/

S57. ®enepanbublii  moptan.  Poccuiickoe  oOpa3zoBanue. -  Pexum

nocryma:http://www.edu.ru

Mertoauyeckue  ykazaHusi I O0y4alUIUXCSd 1O  OCBOEHHIO
npodeccuoHAIBLHOT0 MOTYJIsI
58. Meroanueckue yKazaHus A8 OOYYarOIIMXCS MO  BBIMOJIHEHHIO
MPaKTUYECKUX palOT.
59. Meronnueckue yka3zaHus 11 00YYArONIUXCs IO BBITOTHCHUIO 3aTaHUN
CaMOCTOSATEIIbHON paOOTHI.
60. Meroauueckue yKazaHus M1 OOY4YalOIIMXCA TI0  BBHITIOJHEHUIO
1abopaTopHBIX paboT.
61. Metoauyeckue peKOMEHAIUM 110 TIOJTOTOBKE M 3aIIUTE KyPCOBBIX padoT
(IpOeKTOB).
62. MeTonuueckue yka3zaHus MO BHIMOJHEHUIO 3aIaHUM MMPAKTUKH.

3.3. O0mue TpedGOBaHMS K OPraHU3alMU 00Pa30BaTeJIBLHOI0 NMPoIecca

[Tpu peanu3anuu KOMITETEHTHOCTHOTO MoIX0/1a nmporpamma
po(eCCUOHATEHOTO MOJTYJIS TTPEAYCMaTPUBAET UCIIOJIb30BAaHUE B 00pa30BaTEIIbBHOM
MpoIlecce aKTUBHBIX M MHTEPAKTUBHBIX (DOPM TMPOBEACHUS 3aHATUN (MPUMCHCHHE
AJICKTPOHHBIX 00pa30BaTEIbHBIX PECYpPCOB, JEJIOBBIX HWIp, pa3dopa KOHKPETHBIX
CUTYaIlMH, TICUXOJIOTHYECKUX TPCHUHTOB, TPYIIOBBIX JUCKYCCHI) B COYCTAHHM C
BHEAYJAUTOPHON  pabotod ansa  (GopMupoBaHHS ©  pa3BUTHUS  OOIMMX U
poecCHOHANBHBIX KOMITETCHIINN 00yYaromuXCsl.

Peanuzanms npakTUUeCKWX 3aHATHA OCYIIECTBISIETCS HEMOCPEJICTBEHHO B
[IITK CI'TY umenu I'arapuna 10.A.

OOpaszoBaTenbpHast JEATENBHOCTh B (OpME TMPAKTUUECKOW TOJITOTOBKH
opranm3zoBana mnpu peanumzanuu MJIK 02.01 IIporpammubie U mHpOrpamMMHO-
anmapatHble cpeacTBa 3amuThl uHbopmarmu, MJIK 02.02 Kpunrtorpaduueckue


http://www.consultant.ru/
http://www.edu.ru/

CpelcTBa 3amuThl HHGOPMAITIH, YI€OHON TIPAKTUKH, TPOU3BOJACTBEHHON MPAKTUKH,
MPETYCMOTPEHHBIX YYEOHBIM IIJIAHOM CJIETYIOIIMM 00pa3oM:

— npu peamuzanuu MJIK 02.01 IIporpammHbie U NporpaMMHO-aNnapaTHbIe
cpeactra 3ammThl nHGopmaruu, MJIK 02.02 Kpunrorpaduueckue cpeacTBa 3alluThl
uHoOpMaIlMU TpaKTUYeCKass TMOATOTOBKA OpPraHuM3yercs IMyTeM MpPOBEICHUS
NPaKTUYECKUX  3aHATUH, MPEAYCMATPUBAIOIIMX  y4YacTHE OOydYaromuxcsi B
BBIIIOJIHEHUH  OTAENBHBIX  3JEMEHTOB  paboT, CBS3aHHBIX C  Oy;yuien
po(hecCHOHANBHOM e TEIbHOCTBIO;

— TIpU MPOBEJACHUU MPAKTUKHU MPAKTUYECKAsI TOATOTOBKA OPTraHU3yeTCs MyTeM
HEIMOCPEJICTBEHHOTO BBIMOJHEHUSI O0YYaIOIUMHUCS ONPEJEICHHBIX BHUAOB padoT,
CBSI3aHHBIX C Oyy1el MpodecCHOHATBHOMN AESITEIbHOCTHIO.

VYyebnas npaktuka npoogutcs Ha 6aze [IIIK CI'TY umenu IMarapuna FO.A.

[Ipou3BoACTBEHHAsI MPAKTHKAa TPOBOAUTCS B OpraHMU3alMsAX, HalpaBJiCHUE
JESATEIIBHOCTH KOTOPBIX COOTBETCTBYET MPOQUI0 MOATOTOBKM OO0yYarOIIUXCs.
[Ipon3BoACTBEHHAs] MpPAaKTUKa  MPOBOAMUTCS KOHIIEHTPUPOBAHO MO 3aBEPILICHUU
ocBoenusi MJIK 02.01 ITporpammubie 1 MpOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIIUTHI
unpopmarnu, M/IK 02.02 Kpuntorpaduueckue cpeactpa 3aiiuTbl HHPOPMAIIIH.

®opmbl  TIPOBEACHUS KOHCYJIbTAMM Uil  OOydYaronuxcs: TpyIIOBEBIE,
WHJMBUAYaJIbHbIC, TUCbMEHHBIE, YCTHBIE.

[IporpamMma mpodeccnoHampHOTO MOAYJS peanu3yercs B 5-7 cemectpax 3-4
Kypca 00ydeHusi. OCBOCHHIO MPOPECCUOHATBHOIO MOJIYJIS JOJDKHO IPEIIIECTBOBATh
uzydeHue yueOnbix qucruruind: EH.01 Maremaruka, EH.02 Uudopmatuka, OI1.01
OcHoBeiHpOpManMoHHoit  Oe3omacHoctu, OI1.02  OpranuzaioHHO-TIPABOBOE
obecnieuenue nHpopmarmornHoit 6e3zonacHoctu, OI1.03 OCHOBBI aITrOPUTMU3AIIUU U
nporpammupoBanusi, OI1.04 Onektponuka u cxemorexHuka, OIL.07TexHuueckue
cpenctBa uHbpopmaruzammu, OIL.08 Wmxenepnas rpaduka, OIL.09 Texnomoruu
pOTrpaMMHUPOBAHUSL.

3.4. KagpoBoe obecrieueHne 00pa3oBaTeIbHOTO Mpolecca

TpeboBanusa k KBanuUKAIUU TEIArOrMYeCKUX KaapoB, O0OECIEUUBAIOIIUX
oOydeHue 1o MEXK M CIUTUTMHAPHBIM Kypcam, y4eOHOM MpPaKTHUKE,
MIPOU3BOJICTBEHHOMN MTPAKTUKE:

- HaJlMuue BbICHIET0 MPOGEeCCUOHATILHOTO 00pa30BaHUs, COOTBETCTBYIOIIETO
poUITIO MPENOaBaeMOT0 MOTYJIS;

- HaJuMyue ONbITa JEATEJIBbHOCTM B OpPraHU3alUAX COOTBETCTBYIONIEH
npodeccruoHanbHoM chepsl;

- TOJy4YeHHUE JIOMOJHUTEIHLHOTO MPO(PECCHOHATBEHOTO O00pa30BaHUS II0
mporpaMmaM TOBBINIEHUS KBadU(UKAIMK, B TOM YHCJIE€ B (OpME CTaXUPOBKU B
poHIIBHBIX OpraHU3aIusax He pexe 1 pasa B 3 roja.



4. KOHTPOJIb MW OHLEHKA PE3YJIbBTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Kpurepuu OLEHKH,
pe3yJbTaTOB 00yUeHUsI

H METOABbI

(l)OpM])I KOHTPOJII M OLHECHKH

Koa, HaumMeHOBaHHe

@®opMbI U MeTO/IbI KOHTPOJIS

npo¢eccuoHATbHBIX Kpurepun ouenku U OLIEHKH Pe3yJibTAaTOB
KOMIIeTeHIN 00y4eHust
[1K 2.1Ocy1iecTBasTh - yCTaHOBKa W  HacTpoika | TeKylnii KOHTPOJIb
YCTAaHOBKY UM HACTPOMKY | MPOTpaMMHBIX CPEACTB  3alllUThl | YCIEBAEMOCTH:
OT/IENbHBIX nH(pOpMaLINY; - OIIPOC YCTHBIM
MPOrPaMMHBIX, - MpPUMEHEHHE NPOrpaMMHBIX H | (ppOHTATBHBIN);

MPOTPAMMHO-AIIAPATHBIX

IIporpaMMHO-amIapaTHbiX CpPCACTB

CpeACTB 3aLIUTHI | 3aIUTHl HH(pOpMaLuH;
uH(pOpMaLIUU.

[1K 2.2006ecneunBarhb - yCTaHOBKa M  HACTpoMKa
3alMTy HMH(GOpPMalUU B | IPOrPAMMHBIX CPEJICTB  3alLUThI
ABTOMAaTH3UPOBAHHBIX nH(pOpMAIIHH;

cucTeMax  OTJENbHBIMHU | - YCTAaHOBKA U HACTpPOIiKa cpelcTBa
IPOTPaMMHBIMH, AHTUBHUPYCHOMN 3aIUTHI B
IpOTrpaMMHO- COOTBETCTBUM C NPEAbSABIAEMBIMU
anmapaTHbIMA TpeOOBaHUSIMH,

CpeICTBAaMHU.

1K 2.30cyuiecTBisth - TECTUPOBAaHUE byHKINi
TECTUpOBaHUE  (DYHKIMH | MpOrpaMMHO-aIIApaTHBIX CPEICTB
OTJENFHBIX MPOTPAMMHBIX | 3alUTHI HH(OPMAIIHH;

U IPOTPaMMHO- | - JIMAaTHOCTUKA MPOTPAMMHBIX U
amrmapaTHbIX CPEZACTB | MPOTPaMMHO-aNNapaTHBIX CPEJCTB

3alUThI UH(OPMAIIHH.

3alIUThl HH(OPMALIUH;

- yCTpaHEHHE OTKa30B "
BOCCTAHOBJICHHE
paboToCcrocCOOHOCTH TPOrPaMMHBIX
u IPOTrpaMMHO-aINapaTHBIX
CPEJCTB 3alIUThl HHPOPMAIUH;
I1K 2.40OcyuiecTBiATh - XpaHEHHUE u nepenayda
00paboTKy, XpaHeHue WU | UH(popmauu, TUISt KOTOpOM
nepeaayy  MH(pOpMAaIMU | yCTAaHOBJIECH pexXuM
OTPaHUYEHHOTO JOCTyNa. | KOH(PHICHIMAIHLHOCTH;
- IpoBepKa BBITTOJIHEHHS
TpeboBaHMI o 3aluTe
uHpopMaIu oT
HECaHKLMOHUPOBAHHOTO  JOCTyTa
npu aTTecTalluu 00BEKTOB

nHpOpMaTH3AIUHN TI0 TPeOOBAHUAM
6e3omacHoCTH UH(pOpMAIIHH;

- HCIOJIb30BAHNE TUIOBBIX
MIPOrpaMMHBIX
KpUNTOrpaQUuecKux CpeincTB, B

TOM YHCJIIC 3J'IeKTp0HH01>i IMOAIINCH,

IIK 2.5 VHn4dTOXaTh
UH(GOPMAIIUI0O U HOCUTEIH
uHpopmaruu c
HCIIOJIb30BaHUEM

- yder, 00paboTka, XpaHEHHE W
nepenavya uH(popMaIuy,
JUIIKOTOPOH  YCTaHOBJICH —PEXHUM
KOH(UIEHITNATLHOCTH;

- BBITNIOJTHEHUE TTPAKTUYECKON
paboThl (MHIWBUTyaIbHAsS
(dhopma paboThI);

- 3amnuTa pedeparon

- cobecenoBaHue 110
pe3yJbTaTaM BBITOJHEHHOM
pabdoTHI;

- HaOJII0ICHHE 3a TIPOIIECCOM
BBITIOTHEHMS 3a7JaHUI;

- IGMOHCTpAIUs BBITIOJIHCHHS
BUJIOB paOOT MPAKTHUKHY;

- BBINOJIHEHHE TTNCHMEHHOM
paboTte! "OTyeT no npaxkTuke".

MexceccrodHas aTTecTausa —
TECTUPOBAHUE.

[IpomexyTouHas aTTecTanus
mo MJIK.02.01 , M/IK.02.02 B
bopme

g depeHIIMPOBAaHHOTO
3aueTa.

[IpomexxkyTouHas arrecTauus
no YI1.02.01 B popme

¢ depeHIIMPOBAaHHOTO
3auerta. [Ipomexxyrounas
aTTecTauus mno

I1I1.02.01B dpopme

g depeHIIMPOBAaHHOTO
3aueTa.

[IpoMexxkyTouHas arrecranus
no [IM.02 B dpopme sK3ameHa
KBaJIN(PUKAIIIOHHOTO.




IPOrpaMMHBIX "
MIpOrpaMMHO-aNnapaTHbIX
CPEJCTB.

- YCTaHOBKa, HACTpOMKa,
NpUMEHEHHE  MPOrpaMMHBIX U
IPOrpaMMHO-aNIapaTHBIX CPEACTB
3alIUThl HH(OPMAIIHH;

I[IK 2.6 OcyuiecTBisiTh
PErHCTPALIUI0  OCHOBHBIX

COOBITHIA B
ABTOMATHU3MPOBAHHBIX
(nHGOPMAIIMOHHBIX )
CUCTEMax, B TOM YHCIIE C
UCTIOJIb30BaHUEM
IPOrPaMMHBIX u

POrpaMMHO-ANIaPaTHBIX
CpeICTB  OOHapyxeHus,
HpeyIPEKACHUS u
JJUKBU Al HOCJICIICTBI/If/'I
KOMITBIOTEPHBIX aTak.

- OCYHICCTBJICHHMC MOHHUTOPHUHIA U

perucrpauus CBEJICHUM,
HE0OXO0TUMBIX TUIs 3aIUTHI
00BEKTOB MH(POPMATU3ALUH, B TOM
quclie c HCIOJIb30BaHUEM
IIPOrPaMMHBIX U [POTrPAMMHO-
anmnapaTHbIX CPEICTB
OOHapyKEHHsI, TPEAYIPEKACHUST U
JTUKBHUIALUU MOCTIeICTBUN

KOMITIBIOTCPHBIX aTaK

Koa, HamMeHOBaHHe 00IIHX Kpurepun oueHku @®opMbI 1 METOAbI KOHTPOJISI

KOMIeTeH Uit U OIlEHKH pPe3yJbTaToB
o0yueHust

OK 01.BpiOupare  crmocoObl |-  pacrmo3HaBaHMe  3a1ad  B| Tekymuii KOHTPOJIb

pelieHHs 3a7a4 | mpodecCHOHATLHOM W/ | yCTIEBACMOCTH

npodecCuOHaATHLHON COIMATLHOM KOHTEKCTE; - OIIPOC YCTHBIN

JIeATeTLHOCTH, - pacrio3HaBaHue mpoOsieM B| (()pOHTAIIBHBIN);

MIPUMCHHUTEITHHO K |TIpo(h)eCCHOHATEHOM W/WIH | - BBITIOJTHEHHUE MMPAKTUICCKON

Ppa3JIN4HbIM KOHTCKCTAaM.

COIMAIILHOM KOHTEKCTE;
- aHaJIM3 3a7a41 W/WII [IPOOJIEMBI;

- BBIICICHHE COCTaBHBIX dYacTei
3a7a4uM W/WIH TIPOOJIEMBI,

- ONpeNeNieHHe 3TaroB PpeleHHs
3a/1a4H;

- BBISIBJICHUE uHpopMarum,
HEOoOXOIMMOM IS pelleHus 3a1a4u
1/vnu npooiemsl;

- ocymiecTsieHre 3(dekTHBHOrO
TIOMCKA uHpopMmarum,
HEOoOXOIMMOM JUIs pelleHus 3a1a4n
1/vnu npooiemsl;

- pa3paboTka IUTaHA  JICHCTBUS
peLIeHus 331291 W/UITH TIPOOIIEMBI;
- ompeaeneHue HEOOXOIUMBIX
PECYPCOB  JUI  PELICHHUs 3a/laud
W/WITH TIPOOIIEMBI,

- BJajicHUE AKTyaJIbHBIMU
MeETOoIaMU paboThI B
npoeccoHATbHOW M CMEKHBIX
cepax;

- peamm3alsi  COCTaBJIEHHOTO
TUIaHa,

- OILICHKa pe3ynbrara u
MOCIIEACTBUM  CBOMX JICUCTBHUI
(caMOCTOSITENTHHO MIJTH C TIOMOIIIBIO
HACTaBHHKA).

OK 02.OcyniecTBisTh OUCK, | - ONpENEICHUE 3aJady IOMCKa

paboThl (MHIWBUTya IbHAS
dbopma paboThi);

- 3amuTa pedepaTton

- cobecenoBaHue 110
pe3ynbTaTaM BBINOJIHEHHOMN
paboTHI;

- HaOJII0/IeHHE 32 TTPOIIECCOM
BBIIIOJTHEHUS 3aJaHUH,

- IEMOHCTpAaIus BBIIIOJIHEHUS
BUJIOB pabOT NPAKTHUKHY;

- BBINIOJIHCHHUE TTHCHhbMEHHOM
paboTte! "OTyeT no npaxkTuke".

MexceccrodHas aTTecTausa —
TECTUPOBAHUE.

[IpomerxyTouHas aTTecTanus
mo MJIK.02.01 , M/IK.02.02 B
bopme

g depeHIIMPOBAaHHOTO
3aueTa.

[IpomexxkyTouHas arrecTanus
no YI1.02.01 B popme

g depeHIIMPOBAaHHOTO
3ayera. [IpomexyrouHas
aTTecTalus 1o

I11.02.018 dhopme

Qg QepeHIIMPOBAHHOTO
3ayera.




aHAIN3 W HMHTEPHPETAIHIO
uH(popManuu, HeoOX0IUMO
JUIS  BBIIOJHEHHS  3a7a4
npohecCHOHATBLHOM
JIEATENHHOCTH.

nHpopManuu, HEOOXOIUMBIX
MCTOYHUKOB MH(POPMALIUY;

- IUIAaHUPOBAHUE mporecca
MOMCKa HEOOXO MO
nHpopManuu;

- OCYIIECTBIICHUE ITOKCKA
HH(POPMAITUUHEOO0X O TUMOM IS
BBIITOJIHEHUS 3a1a4
npodecCuoHAIbHON
JIEATEIIbHOCTH;

- IIPOBEICHUE aHajmM3a
nH(popManuy, HEOO0XOIUMOMH
JUTSt BBITIOJIHEHHS 3a1a4
npodeccrnoHabHOM
JEATEIbHOCTH;

- OCYIIIECTBIICHUE
HHTEpIpeTalMi  UHPOPMAIIUH,
HEOOXOAUMOM [IJI BBIIOJIHEHUS
3aga4 npodecCHOHATBLHON
JEATEIbHOCTH;

- CTPYKTYpHUPOBAHHE
MoJTy4aeMoi nH(GOpMaIIHH;

- BBIJICTICHUE HauOouee
3HAYMMOM B nepeyHe
nH(pOpMAIIHH;

- OILICHKA
3HAYUMOCTH
ITOMCKA,

- ohopmienue
ITOMCKA.

MPAKTUYECKOMN
pe3yiabTaToOB

pe3ynbTaToB

OK 03.IInanupoBars u
peann3oBbIBaTh COOCTBEHHOE
npodeccuoHanbHOe U
JMYHOCTHOE Pa3BHUTHE.

- IJIAaHUPOBAaHUE COOCTBEHHOIO
PpoeCCUOHAIIBHOTO Pa3BUTHS;

- I[IOCTPOEHHE TPaeKTOPUU
c0OCTBEHHOTO
npodeccrnoHaIbHOTO u
JTUYHOCTHOTO Pa3BUTHS;

- peamuzaiusi ~ COOCTBEHHOTO
npodeccrnoHanIbHOTO u
JUIHOCTHOTO PA3BUTHS;

- ompeAeneHUe aKTyalbHOCTH
HOPMaTHUBHO-TIPABOBOU
JOKYMEHTAII! B
npodecCuoHATBHON
JeSITEIbHOCTH.

OK 04.Paborats B
KOJIZIEKTHBE W KOMaHJIE,
3P PEeKTUBHO
B3aNMOJIEHCTBOBATH C
KOJUIETaMH,  PYKOBOJICTBOM,
KJIIMEHTAMH.

- OpraHu3anus paboTHhI
KOJUICKTHBA U KOMaH/IbI;

- 2 peKTUBHOE B3aUMOICHCTBUE
C KOJUIETraMH, PyKOBOJICTBOM;

- 9 peKTUBHOE B3aUMOCHCTBUE

C KJIMCHTaMH.

OK 05.OcymiecTBasiTh

YCTHYI0O W MUCBMEHHYIO
KOMMYHUKAIIHIO Ha
TOCY/JIapPCTBEHHOM  SI3BIKE C
y4eTOM 0co0eHHOCTEH

- I'PaMOTHOE H3JI0)KEHHE CBOUX
MBICJIE Ha TOCYIapCTBEHHOM
A3BIKE C Y4ETOM OCOOEHHOCTEH
COLMAIBHOTO W  KYJIBTYPHOTO
KOHTEKCTA,

[IpomexxyTouHass arrecranus
o [IM.02 B ¢opme sK3ameHa
KBaJIM(DUKALIMOHHOTO.




COLIMATILHOTO M KYJIBTYPHOIO
KOHTEKCTA.

- TIpaBUJIBLHOE oopmiieHre
AOKYMCHTOB 110
npoeCCHOHATILHON TeMaTHKE Ha
rOCY/IapCTBEHHOM SI3BIKE.

OK 06.I1IposBisTh

- IOHUMAaHWE 3HAYMMOCTb CBOCH

IpaXk1aHCKO- CHELUATBHOCTH;

NaTPUOTHYECKYIO TO3MIIHIO, | - OMHMCAHWE 3HAYMMOCTH CBOEH

JeMOHCTPHPOBATH CHEIHAIBHOCTH;

OCO3HAHHOE TIOBEJCHHWE Ha | -  MPE3eHTalus  CTPYKTYphI

OCHOBE TPAAUIIUOHHBIX | MpodeccroHaIbHOM

o011eUeI0BeuecKux JeSITeNIbHOCTH 1o

[IEHHOCTEH, MPUMEHSTH | CHEIUAIBHOCTH,

CTaHJapThI - TOpOsIBICHHE  TPaxJaaHCKO-

AHTUKOPPYIMIUOHHOTO MaTPUOTHICCKON TTO3UIIHH;

MOBE/ICHUS. - JIEMOHCTpalMsi OCO3HAHHOTO
MTOBEICHUS Ha OCHOBE
TPaIULIHOHHBIX
00I1IeYeTI0BEYECKHX IICHHOCTEH;
- TMpUMEHEHHUE CTaHJIapTOB
AHTUKOPPYIIIHOHHOTO
MTOBEICHHUSI.

OK 07.CopnelicTBOBaTh - COJIEWCTBHE  COXPAHEHUIO

COXPAHEHHUIO  OKPY)KAIOIIEH | OKpYXKAIOIIeH cpebl;

cpenpl, pecypcocOepexeHuto, | - cojeicTBre

3¢ exTUBHO AelcTBOBaTh B | pecypcocOepekeHuIo;

Ype3BBIYANHBIX CHTYAITHIX. - ocymiecTBiIieHne 3P PEKTUBHBIX
JNEUCTBUA B UYPE3BBIYAMHBIX
CUTYaITUsX;
- coluro/ieHue HOpM

HKOJIOTHYECKOH 0e30MacHOCTH;
- OlpeleJieHHe HampaBICHHUH
pecypcocOepekeHns B paMKax

npodeccnoHanbHOM
NeSITeIbHOCTH 1o
CHEIMAIBHOCTH
OK 08.Hcnons3oBathb - UCIOJIb30BAHUE
CpeacTBa ¢usnyeckoil | pU3KyIBTYpHO-
KYJIBTYpBI JUIl COXPAHEHUS U | 030OPOBUTENILHON 1€ TEIbHOCTH
YKpEIUIEHUsI  30pOBbS B | Il YKPEIUIEHHsS  3JI0pOBbBA,
nporecce JNOCTUKEHHUSI  JKU3HEHHBIX U
npodeccuoHaIbHON poeCCUOHATIBHBIX LIETeH;
JeSITEIIbBHOCTH U | - TpPUMEHEHHE pPAalMOHAIbHBIX
HoJ/Iep)KaHUsT HEOOXOJMMOTO | IPUEMOB JIBUTATENbHBIX
YPOBHS duznueckoil | GpyHKIMI B mpodeccruoHaIbHON
MOJTOTOBJIEHHOCTH. NESATENbHOCTH;
- HCIOJIb30BaHUE CpEICTB
npopUIAKTUKA
MepEeHATPSKEHUS
XapakTepHbIMU  JUIS  JIaHHOU
CHEIHAIbHOCTH
OK 09.Hcnonb3oBaTh - IIPUMEHEHHE CPEICTB
MH(pOpPMallMOHHbIE MH(OPMALIMOHHBIX TEXHOJIOTHM
TEXHOJIOTUH B | UL peleHus
npodeccuoHanbHOM npodeccnoHanbHbIX 3a1a4;
JESITEIBHOCTH. - MCIOJIb30BAaHUE COBPEMEHHOIO




MIPOTPaMMHOTO 00eCTIeUeHUs

OK 10.IToap30BaThCcs - IOHHMaHHE OOIIEro CMEBICIA
npodeCcCHOHAIbHON YeTKO MPOU3HECEHHBIX
JIOKYMEHTalHUEn Ha | BBICKa3bIBaHUM Ha M3BECTHHBIC
roCy1apCTBEHHOM U | TeMbl (mpod)ecCHOHATBHBIE H
WHOCTPAHHOM SI3bIKaX. OBITOBEIC);

- MIOHUMAaHUE TeKCcTa Ha Oa30BbIC
npodeccrnoHabHBIC TEMBI,
- yyacTMe B JMajorax Ha

3HAKOMEIC obmue u
poeCCUOHATBHBIC TEMBI;

- MOCTPOEHUE MPOCTBIX
BBICKa3bIBaHMI 0 cede U 0 cBOei
npodeccrnoHaIbHOM
JEeITEIbHOCTH;

- KpaTkoe OOOCHOBaHUE u

OOBSICHEHUE CBOMX JCUCTBHIA
(TeKylMX U IUIAHUPYEMBIX);

- HalMCaHUE TMPOCTHIX CBSI3HBIX
COOOIIIEHUI Ha 3HAKOMbIE WU
WHTEPECYIOIIHE
podecCHOHATEHBIC TEMBI

OK.11 Hcnionp30BaTh 3HaHUS | - BRIABJICHUE JOCTOUHCTB U

(uHAHCOBOM T'PaMOTHOCTH, HEJIOCTAaTKOB KOMMEPYECKOM

IUIAHUPOBATh ujey;

IpeIIPUHUMATEIBCKYIO - IPe3eHTalUsl UJIeU OTKPBITUS

JESTEIIBHOCTD B COOCTBEHHOTO Jiefia B

npodeccuoHabHOU chepe npodeccnoHaTBEHOM
NESTENIBHOCTH;

- opopmienue OusHec-TUIaHA; -
pacder pasmepa BBIIJIAT MO
MIPOIIEHTHBIM CTaBKaM
KpeAUTOBAHUS;

- OIIpeJieNIeHne
WHBECTUITMOHHOMN
MPUBIIEKATETLHOCTH
KOMMEPUECKHUX Ul B paMKax
npodecCuoHaNTbHON
NesITeNbHOCTH;

- Ipe3eHTaIusl OU3HEeC - UJIEeH; -
oTpeJieIeHue MCTOYHHUKOB
(uHaHCUpPOBaHUS

4.2. ®oHJ OLIEHOYHBIX CPEACTB JIsl POBEIeHUS MPOMEKYTOUYHOM ATTECTAlNHU
o0y4yaromuxcs mo npogeccuHoOHAJILHOMY MOIYJIIO

IMoka3aTenn U KPUTEPUU OLCHUBAHUS KOMIIETEHIIMH
[lokazarenn W KpUTEPUM OLECHHUBAHUSA KOMIIETEHUMH, OINHCAHUE IIKal
OLICHUBAHUS COAEPIKATCS B MPUIIOKEHUU 1.
KoHTpoJIbHBIE M TECTOBBIE 3aJaHUS
KonTponpHbIe 3a1anus coaepkarcs B MPUIOKEHUN 1.
MeTtoauyeckue MaTepuaJibl
Meroauueckue MaTepuabl, ONPEACISAIOIINE IPOLENYPhl OLICHUBAHUs 3HAHUM,




YMEHHM, XapaKTepU3yloIMX (OPMUPOBAHHE KOMIIETEHIMH, CcOAepxkKarcs B
IPUIOKEHUH 1.



Ipuioxenne 1

KoHTpoJIbHO-0LIeHOYHBIE Cpe/IcTBA

AJ1S1 IPOBe/IeHUs MPOMEKYTOUYHOI aTTecTAlMu M0 NPo(dhecCHOHATBLHOMY MOIYJII0
IIM.02 3amura uHGopMauu B ABTOMATH3UPOBAHHBIX CUCTEMAX NMPOrPAMMHBIMHU U

NMPOrpaMMHO-ANNAPATHBIMH CPeICTBAMH
1.1. dopma npoMe:KYyTOUYHOM aTTecTaluM: DK3aMeH KBaTU(UKAITMOHHBIN (8 cemecTp).

1.2. Cucrema oueHMBAHNS Pe3yJIbTATOB BbINOJHEHUS 3aJaHUI

OneHuBaHuE pe3yabTaTOB BBINOJIHEHUS 33JaHUN IPOMEKYTOYHON aTTECTallMM OCYILECTBISAETCS Ha
OCHOBE CJICIYIOIINX IIPUHIUIIOB:

JOCTOBEPHOCTH OIICHKH — OIICHHWBAETCS YPOBEHb C(OPMHPOBAHHOCTU 3HAHUM, YMEHHH,
IPAaKTUYECKOI'0 OMbITa, OOIIMX U MPOPECCHOHATBHBIX KOMIIETEHIMH, MPOAEMOHCTPUPOBAHHBIX
00y4aroIUMUCS B XOJI€ BBIIIOJIHEHUS 3aJaHUS;

aJICKBaTHOCTU OLIEHKU — OLICHKA BBINIOJHEHUS 3aJaHUM JOJDKHA IPOBOJUTHCS B OTHOILLIECHUU
TeX KOMIIETEHIIHIA, KOTOpbIe HEOOXO0MUMBI 115l 9(p(PEKTUBHOTO BHITIOIHEHUS 3a/1aHUS;

Ha/IeKHOCTH OLIEHKM — CHCTE€Ma OLICHMBAHUS BBINOJIHEHUS 3aJaHUi JI0JDKHAa 00J1a1aTh
BBICOKOM CTENEHBIO YCTOWYHMBOCTH IPH HEOJHOKPATHBIX OIEHKAX YPOBHS CPOPMHPOBAHHOCTH
3HAHUM, YMEHMH, MPaKTHUYECKOI0 OIbITa, OOMUX M HNPOPECCHOHANBHBIX KOMIIETEHLUH
00yJaromuxcs;

KOMIUIEKCHOCTU OLIEHKM — CUCTEMA OLICHUBAHUS BBIIOJIHEHUS 3alaHUi JOJKHA I103BOJIATH
MHTETPAaTUBHO OLIEHUBATH O0IIHE U MPO(HeCCHOHATEHBIE KOMIIETEHIINN 00YJarOIUXCS;

OOBEKTUBHOCTH OLICHKM — OLI€HKA BBIMOJHEHUS] KOHKYPCHBIX 3a/JlaHuil JOJKHA ObITh
HE3aBUCHMOH OT OCOOCHHOCTEH MNpO(PECCHOHATBbHOW OpUEHTAUMU WIM  TPEeINOYTCHUN
npenoaasaresieil, OCyIECTBIISIIOIINX KOHTPOJIb WM aTTECTALMIO.

[Ipy BBINOMHEHUM TMpOLENYpP OLEHKH 3aJaHUi HCHOJB3YIOTCS CIEAYIOIUE OCHOBHBIE
METO/BI:

- METOJ1 KCIIEPTHOU OLICHKH;

- METOJ] pacueTa MepBUYHBIX 0aJIJIOB;

- METOJ1 pacueTa CBOJHBIX 0OAJUIOB;

- METOJI arperupoBaHusl.

Pe3ynbTaThl BBINOJHEHHS 3aJaHUIl OIIEHMBAIOTCSI B COOTBETCTBUU C pa3padOTaHHBIMU
KPUTEPUSAMHU OLICHKH.

Hcnonb3yercs cro 6anpHas 1IKajla OLEHKUAJIS OLIEHUBAHUS PE3YJIbTaTOB 00yUEeHHUSI.

IlepeBon cTO OanbHOM MIKAIBI y4eTa pe3yJbTaToB B MATH OAJbHYIO OLEHOYHYIO IIKAJY:

Ounenka Konu4yecTBo 0217108, HAOpaHHBIX 32 BHINOJIHECHHE
TEOPETHYECKOI0 U MPAKTHYECKOr0 3a/1aHHA

O1neHka 5 «OTIUYHOY 90-100

Orenka 4 «X0OpoIIo 76-89

Onenka 3 «yJOBJIETBOPUTEIBHOY 50-75

OrneHka 2 «HEyIOBJIETBOPUTEIBLHO <49

1.3. KOHTpPOJILHO-0LIEHOYHBIE CPeICTBA
1.3.13apanue:

1. TectupoBanue

2. IlpakTiyueckoe 3ajaHue

IIpumepHoe 3ananue «TectupoBanue»
1. K aciektam nH(OpMaIIMOHHON 6€30MTaCHOCTH HE OTHOCHUTCS:

a) JloctymHOCTB
0) LlemocTHOCTD



B) KoHbuaeHnmansHOCTh

) 3anuIeHHOCTh

2. OuH U3 METOJI0B 3aIUTHl HH(POPMAITUN HAa KOMITBIOTEPE

a) MOJIHOE OTKJIFOUEHUE CUCTEMHOTr0 0J0Ka

0) OTKJIFOUEHHE >KECTKOTO JIUCKa

B) 3allIMTa MapojeM

') KONMPOBaHUE HH(POPMAIIH.

3. Kakoro MeTojia pa3rpaHudeHus JOCTyIa He CYHIeCTBYET:

a) pa3rpaHUYeHHUE JIOCTYIA M0 CITUCKAM

0) pasrpaHUYeHUE JOCTYIA [0 YPOBHAM CEKPETHOCTU U KaTETOpUIM

B) JIOKaJIbHOE pa3rpaHUYEHUE AOCTYIIA

T') MapoJbHOE pa3rpaHUYEHUE JOCTYIIa

4. Ilpouemypa MpOBEPKU COOTBETCTBHSI CYOEKTa U TOTO, 32 KOT'O OH IBITAETCS CeOs BBIAATD, C
MOMOIIbIO HEKOM YHUKaIbHOU HHGOpMaUU:

a) ABropu3zanus

6) O6e3nnunBanue

B) Jlenepconanuzanus

r) AyreHTudukanus

n) Unentudukarus

5. HecaHKIImoHUpPOBaHHBIN AOCTYI K HH(GOPMALIUHU 3TO:

a) octyn x nHpOpMaIuK, HE CBSI3aHHBIH C BBITOJHEHHEM (YHKIIMOHAIBHBIX 005S3aHHOCTEH U HEe
O0(OPMIICHHBII TOKYMEHTAIbHO

0) PaboTa Ha 4y)0M KOMIIbIOTEpE 0€3 pa3pelieHus ero Biajeibiia

B) BX01 Ha KOMIIBIOTEP C UCTIONB30BAHUEM JAHHBIX JIPYTOro MOJIb30BATENsS
r) JlocTyn K T0KanbHO-UH(POPMAIIMOHHOMN CETH, CBA3aHHBIN C BBHITIOJTHEHUEM (DYHKIIMOHAIBHBIX
00s3aHHOCTEH

n) Hoctyn k CYB/I nop 3anpernieHHbIM UMEHEM TOJIb30BaTelIs

6. JlokymeHTHpOBaHHAs HHPOPMAIHS, TOCTYI K KOTOPOW OTPaHUYMBAET B COOTBETCTBHUH C
3aKOHOAATENbCTBOM PD:

a) Mudopmanus cocrapismonas rocy1apcTBEHHYIO TaiiHy

6) Nndopmanus coctapisionias KOMMEPUYECKYIO TalHy

B) [lepconanbHas

r) Kondunennuansuas uapopmanus

1) JlokyMeHTUpOBaHHAas: HHpOpMaLus

7. Bnanenpuem uHQpOpMauu BTOPOW KaTErOpUH SIBIISETCA. . .

a) [Ipocteie moau

6) l'ocynapcTBo

B) KoMmepueckast opranuzanus

r) MyHHIIMTTATIBHOE YUPEXKIEHUE

1) HexommMepueckast opraHu3arnus

8. JIyist 3aIMTHI OT 3JI0YMBIIIEHHHKOB HEOOXO0IMMO UCTIONH30BATh!

a) CucreMHOE NporpaMMHOe obecrieueHue

0) [IpuknanHoe nporpaMMHOe oOecrieueHne

B) AHTHBUPYCHBIE TIPOTPAMMBI

r) KoMmnbrorepHbie urpsl

1) My3bIKy, BUAEO(DUIBMBI

9. CBOICTBO BUPYCA, TO3BOJISIONIEE HA3BIBATHCS €MY 3arPy309HBIM — CITIOCOOHOCTS ...
a) 3apakaTh 3arpy304Hble CEKTOPA KECTKUX JTUCKOB

0) 3apakaTh 3arpy304HbIC JUCKETHI U KOMIIAKT-IUCKH

B) BBI3BIBATh NEpe3arpy3Ky KOMIbIOTepa->KEPTBbI

I') moJIcCBeunBaTh KHOMKY [1yck Ha crcTeMHOM OJIOKe.

10. Kakue (haitnbl 3apaxkatoT MaKpo-BUPYChI?

a) UCIIOJIHUTENbHBIE;

0) daiinel nokymenToB Word u sexT. Tabnun Excel;

B) Tpapuueckue 1 3ByKOBBIC;



r) html TOKyMeHTBI.

11. Pyrkut — 370!

a) [Iporpamma as1st CKpBITOTO B3ATHS 1101 KOHTPOJIb B3JIOMAaHHOM CHCTEMBI

0) Bpenonocnast mporpamMmma, MacKUpYIOIIAscs MOl MAaKPOKOMAaHTy

B) Pa3HOBUAHOCTD MEKCETEBOIO SKpaHa

r) [Iporpamma, BeIMOIHSIONIAs HECAHKIIMOHUPOBAHHBIE TEHCTBUS 11O

nepesade ynpapjaeHUs: KOMIbIOTEPOM YAJIEHHOMY I10JIb30BaTEIIIO.

12. OcHOBHBIE MepHI 110 3aIIKUTe HHPOPMAIIUU OT MOBPEXKICHUS BUPYCAMU:

a) MpOBEpPKa JUCKOB Ha BUPYC

0) co3aBaTh apXMBHBIC KOITUU LIECHHOW WH(MOpMAIUn

B) HE MOJIH30BATHCA "MUPATCKUMH" COOPHUKAMH ITPOTPAMMHOT0 00€CIIeUeHUs

r) nepenaBath (haisbl TOJIBKO MO CETH.

13. YTo U3 nepeuncieHHoro He BXOJUT B COCTAB IPOTPAMMHOTO KOMIUIEKCA aHTUBUPYCHOM
3aLUTHI:

a) [logcucrema ckaHUpPOBAHUS

0) [loxcucrema ympaBiieHus

B) [Toacucrema oOHapy KeHHsI BUPYCHOW aKTHBHOCTH

r) [loacucrema yctpaHeHust BAPYCHON aKTUBHOCTHU

14. T'ne Hy>)KHO YCTaHOBHUTH BCE HEOOXOIMMEBIE ITApaMETPhI JUTsI 3aIaHUs TapoJis mpu 3arpy3ke OC?
a) B Hacrpoiikax yu€THOI 3anucHu.

0) B Bios.

B) Henb3s yctanoBuTh naposs npu 3arpyske OC.

r) B HacTpoiikax o0miero qocTymna K IUCKY.

15. buomerpuueckre CUCTEMBI 3alUTHI - 3TO...

a) CUCTEMBI ayTeHTH(HUKAIINH, UCTIOJIB3YIOIINE ISl YAOCTOBEPEHUS JINYHOCTH JIFOJICH HX
OnoMeTpHuuecKue JaHHbIC.

0) hu3mdeckne u OMOIOTHYECKUE CUCTEMBI 3aIIUTHI.

B) CHCTE€MbI ayTeHTH(UKAIIUH, UCTIONB3YIONIUE AJIs1 yIOCTOBEPEHHSI TIMYHOCTH JIFOJIeH MapoJib Ha
OCHOBE (haMWIINY, IMEHU MJTH JIATHl POKICHUS.

I') IpOrpaMMBbl JUIs B3JIOMa MapoJisi HA OCHOBE OMOMETPUYECKUN TaHHBIX.

16. Kak mpoucxoauT ueHTUpUKaLus 0 paayKHOH 000JI0uKe riasza?

a) M300paskeHne caMoro riasa BblAEIAeTCA U3 U300paKeHU JIM1IA, T0CIIE Yero Ha Hero
HaKJIa/IbIBAeTCs ClIelMaIbHas Macka ITPUX-KoAoB. B pe3ynpraTe Oyner nojgyyeHa MaTpuia,
KOTOpasi MHAUBHIyallbHA JJIs KXKIOT0 YelOBeKa.

0) M3o0paxxeHne caMmoro Tiia3a BhIICISETCS U3 N300paKeHUs JIUIA, TIOCTIE Yero MOoTydeHHas
uHpopManus npeodpasyercs B HUPPOBON KO U CPAaBHUBAETCS C TOM, KOTOpask HAXOUTCS B
naMsITH KOMITBIOTEpA.

B) M300pakeHne caMoro rijasa BbIICNSETCS U3 N300paskeHus JIUIA, I0CIe Yero YUYUThIBAeTC s
IpOCTasi TeOMETPUSL: pasMepPbl U (popma, YroJIKH Ii1a3, pacro0KEHUE PECHUIl U T. 1.

17. MexceteBoii akpaH (bpannmayap, firewall) — ato...

a) Kommiekc anmapatHbIx cpencTB

6) Kommiiekc nporpaMMHBIX CPEJICTB

B) KoMrutekc anmapaTHBIX WM IPOTPAMMHBIX CPENICTB

r) KoMrekc anmapaTHBIX ¥ IPOTPAMMHBIX CPEJICTB

18. Kakoii u3 MpoTOKOJI0B HE OTHOCUTCS K TPOTOKOJIaM 3AIIMIIEHHON Nepeaayu JaHHbBIX B CETH
NurepHer:

a) SSL

6) SET

B) HTTP

r) [PSec

19. KakoBbI mpenmyIiecTBa YaCTHBIX ceTei?

a) nHpopMaIMs COXPaHSAETCA B CEKpeTe

0) yaaJIeHHbIEe CallThl MOTYT OCYIIIECTBIIATH OOMEH MH(pOpMaInen He3aMe T TEIbHO

B) Y/IaJIeHHbIE MTOJIb30BAaTEIH HE OLIYIIAIOT Ce0sl H30JUPOBAHHBIMH OT CUCTEMBI, K KOTOPOIl OHH
OCYIIECTBIISIOT JOCTYII



') HU3Kasi CTOUMOCTb

20. B ueM oco6enHoCTh paboTer VPN?

a) mmdpoBanuu Tpapuka

0) ayreHTH(HUKAIIUN CHCTEM

B) CO3J[aHUHU KaHaJla CBSI3bIBAIOIIETO JIBE CHUCTEMBI

21. V3 kakuX CTPYKTYPHBIX €MHHULl COCTOUT MIUPPOIIPOLIECCOP

a) BBIUKCIIUTENh

0) OJI0K yrpaBiIeHUS

B) Oy(dep BBOJa-BBIBOJA

22. KpunrocToMKoCTh — 3TO...

a) XapaKTepUCTHKa MIpU(Ta, ONPEASISIONIAs €r0 CTOWKOCTD K JeMU(PPOBAHHIO 0€3 3HAHUS KITF04a
0) CBOMCTBO raMMBbI

B) BCE OTBEThI BEPHBI

23. OCHOBHBIE COBPEMEHHBIC METObI TU(POBAHUS:

a) aJropuT™Ma raMMHpPOBaHUS

0) arOpUTMBI CJIOKHBIX MATEMAaTUYECKUX MPEOOPA30BAHUIA

B) QJITOPUTM MEPECTAHOBKHU

24. B yeM CyTh METOJ1a IEPECTAHOBKU

a) CUMBOJIBI IN(PYEMOT0 TEKCTA MEPECTABISIOTCS 110 OMPEIeICHHBIM IPaBHJIaM BHYTPH
mdpyemMoro 6J10Kka CUMBOJIOB

0) 3amena andasura

B) BCE MpaBUJIbHBIC

25. s gero ucnonb3oBaiics DES-anroputM n3-3a HEOOIBIIOr0 pa3mep Kiroda
a) 3aKPBITUSL KOMMEPUYECKON HHPOpMAITIH

0) mmgpoBaHus CEKPETHON MHPOPMALIUU

B) HET MPaBUJILHOTO OTBETA

26. ILirochl MporpaMMHBIX IIH(PATOPOB:

a) IeHa

0) ruOKOCTh

B) ObICTpO/ICHCTBHE

27. Yto TpeOyercs /Ui BOCCTAaHOBJIEHUS 3allIM(PPOBAHHOTO TEKCTa
a) K04

0) marpuia

B) BEKTOD

28. Korna nosiBuiioch mugpoBaHme

a) YeThIpEe THICSYHU JIeT Ha3ajl

0) JIBE THICSYM JIET Ha3a/l

B) MATH THICSY JIET Ha3a]l

29. IlepBbIM U3BECTHBIM IPUMEHEHHEM LINU(PA CUUTAETCS

a) erUIMeTCKuil TeKCT

0) pycckuii

B) HET MPaBUWJIHHOTO OTBETA

30. Kakyro cekpetHyto uapopmanuto xpaaut Windows

a) MapoJIv JJIsl IOCTYIIa K CETEBBIM pecypcam

0) mapoym JJIsl AOCTyTa B MHTEPHET

B) cepTU(UKATHI JIJIS TOCTYIA K CETEBBIM pecypcaM U 3aiiupOBaHHBIM JaHHBIM HA CAMOM
KOMIThIOTEPE

IIpumepHoOe NpakTHUYeCKOe 3a/IaHKE:

Curyauus 1

Cotpynuuku komnanuu AO «CHUrHam» UMEIOT BO3MOXKHOCTh BO BHEpabodee BpeMs MOJIb30BATHCS
NIEPCOHATBHBIMA KOMITbIOTEpaMHA. MHOTHE W3 HHUX TPUBOIAT CHOJIa CBOMX JIETEH IIKOJIHHOTO
BO3pacTa Juid paboThl Ha KOMIBbIOTEpAx, T€ MOJIb3YIOTCS MPUHECEHHBIMU C OO0 (iemi-kapTamu.



CucremMa aHTUBHUPYCHOTO KOHTPOJII MMEETCS, HO Ha MPOTSHKEHUH OOJiee 4eM IMOIyrofa OHa He
OOHOBJIAIACE.

3amanue.

1. ITepeuncnure HapyIIEeHUs periaMeHTa HHPOPMAIIMOHHON 0€301MacCHOCTH, KOTOPBIC JOIMYIICHBI B
koMmnanuu AO «Curnany.

2. OnumuMTe TMOCHEACTBHS OT BBISABICHHBIX HApYyIICHWH HWHPOPMAIMOHHON O€30MacHOCTH B
koMmna"uu AO «Curnany.

3. Kakme mepbl 1o 3amure WHPOPMAIMH CIEIYyEeT NPEANPUHATh PYKOBOACTBY KoMmmanuun AQO
«Curnan»?

4. PazpaboTaiiTe nmpeyIoKeHUsI 10 3aluTe HHPOPMAIIMK C KCTIOJIb30BaHUEM ITPOTPAMMHBIX U (HJIH)
IPOrPaMMHO-AIAPATHEIMU CPECTB, B TOM YHUCIIC U CPEICTB KPUNTOTPahUIECKOM 3aIIUTHI.

1.3.2. Kpurepuu oueHkn

Kpurepun onenku 3ananus «TectupoBanue»
MaxkcuManbHOE KOJIMYECTBO OAJIJIOB 32 BBIMIOJIHEHHUE 3aaHusl «TecTupoBanue» — 30 6aJL10B.

Onenka 3a 3aganue «TecTupoBaHUE) ONpPENENsIeTCs MPOCTHIM CYMMHUPOBAaHHEM OalljioB 3a
MpaBUJIbHBIE OTBETHI HA Bompockl. OJIMH BEPHBI OTBET paBeH | Oay.

OTBeT cuuTaeTcs NpaBUIbHBIM, €CIIU:

- IPU OTBETE Ha BOIIPOC 3aKPHITON (OPMBI ¢ BEIOOPOM OTBETa BBIOpAH MPaBUIIbHBIN OTBET;

- [IpY OTBETE Ha BOIIPOC OTKPBITOM ()OPMBI J1aH MPaBUIbHBINA OTBET;

-py OTBETE Ha BOMPOC HA YCTAHOBIEHHE MPAaBUIBHON MOCIEI0BATENILHOCTH YCTaHOBIICHA
IIPaBUJIbHAS [IOCIIEA0BATENbHOCTD;

-pU  OTBET€ HA BONPOC  HA YCTAHOBIEHHE COOTBETCTBUSA, €CIIM COIOCTABJICHUE
IIPOM3BEIEHO BEPHO JJIsl BCEX Map.

KpnTepnn OLHCHKH NMPAKTHYIECCKOI'0 3aIaHUA

Banbl 3a kpuTepun

Ne Kpurepun onenkn
OLICHKH
3aganue 1
IepeunciuTh HAPYLIEHHUS perjaMeHTa HHGOPMaNMOHHOI MaxkcuMasbHBIN
0e30MmacHOCTH, KOTOPbIE JONMYIIEeHbI HA MPeINPUITHH 0aJua — 10 6a10B
Kputepun onenku:
1 [TpoBenen ananus unpopmaionHoi 6e3onactoctu (UB) 2
CUTYalluu
Bepno onpenenensl HapyuieHus perinamenta Ub
3 BepHo ykazaHsl CTpYKTYpHBIE 3JIEMEHTHI periamenTa b, B 2
KOTOPBIX 0OHAPYKEHBI HAPYIICHUS
4 BepHo onpenenensl cBoiicTBa HHGOPMAIUHU U 2

nH(pOpMaIMOHHON UHPPACTPYKTYPHI, HA KOTOPBIE OBLIO
0Ka3aHO BO3JICHCTBHE

5 [IepeuriciieHbl HOPMATUBHBIE AKTHI PETYIUPYIOIINAE ACIIEKTHI 2
Wb npennpusitus

3aganue 2
Onucath Noc/1eICTBUSA OT BbISIBJIEHHBIX HAPYIIEHU MaxkcuMaabHBIN
UHG(pOpMALMOHHOI 0€30MACHOCTH HA NPeINPUITHN oay1 — 12 6assioB
Kputepun onenku:
1 OrnrcaHbl BO3MOXKHBIE BHYTPEHHUE MTOCIEICTBUS, KOTOPBIE 4
HecyT Hapymenus b npennpustus
2 Onucanbl BO3MOKHbIE BHEILIHUE TIOCTIEICTBUS, KOTOPbIE HECYT 4
HapyueHnus b npennpusrus
3 YKa3aHbl METOUKH U CUCTEMbI MOHUTOPHUHIA ITOCJIEICTBUM OT 4

BBISIBJIEHHBIX HapyuieHuit 1b




3ananue 3
Yxka3aTs Mepsl 110 3a11UTe HHPOPMALNMH cileayeT NPeANPHHATH MakcuMajibHbIH
PYKOBOJCTBY MpPeANPHATHS 0as1 — 14 6a1oB
Kputepuu onenku:
1 Jlnst kaxxnoro Buaa Hapymenus b npeanpusitis npeioKeHbl 4
1-2 mepsl 3amMTH HH(GOPMALIUU
2 Meps 3amUThl 000CHOBAHBI UCXOIS U3 POJIa AeATEIbHOCTH 2
TIPEATPUSATHS
3 Omnucanbl npaBuia Vb Ha pabodem MecTe «HAPYIIUTEIS) 4
4 VYka3aH ypOBEHb JIOCTYIA «HAPYIIUTEN» K HHYOPMAITHOHHOM 4
CUCTEME
3aganue 4
Pa3patoraTh npeajiosKeHus 1o 3aiuTe HHPOPMALMHU C MakcumMaabHbIH
HCMO0JIb30BAHUEM MPOTrPAMMHBIX U (MJIH) MPOTrPAMMHO- 0aJL1 — 34 6aJLI0B
annapaTHbIMH CPe/ICTB
Kpurepum ounenku:
1 YkazaHbl METOJIbI 3aIIUTHI 000PYIOBAHUS 2
2 VYkazano anmnaparHoe oobecrnieuenue b 4
3 Ykazano nporpamMmmuoe obecneuenne b 4
4 Pa3paboransl npaBuIIa MoJIb30BaHUS AJICKTPOHHON TTOYTOM 4
5 Pa3paboranbl npaBuia ynpaBieHUs: CEThIO 4
6 PazpaboTanbl mpaBwmiia XpaHEHUS U TIEPEIavl JTaHHBIX 4
7 Pa3paborana cxema KOMIUIEKCHOMN 3alIAThI 6
8 OmnrcaH 00U MPUHIUI PAOOTHI CXEMBI 3aIUTHI 6
NUTOrO 70

1.4. MarepuajbHO-TeXHHYeCKOe o0ecreyeHne /Jsi NPOBedeHUS] TNPOMEKYTOYHOM
arrecTaumnu

ATTecTanusi TpOBOAMTCA B J1AOOpPATOpUM MPOrPaMMHBIX M IMPOrpaMMHO-aNMapaTHBIX
CPEJICTB 3alUThl HHPOPMAITUU

1.5. YueOHo-meToauueckoe U uHGpopManUMOHHOEe o0ecnevyeHHe IJsi TNPOBeIeHUsA
NMPOMEKYTOYHOM aTTeCTAlUN

HopmaTuBHO-IpaBOBBIEC AKTHI

1. ®enepanbubiii 3akoH ot 27 wutongt 2006 1. Ne 149-03 «O6 wunHdopmanuy,
WHQOPMAIIMOHHBIX  TEXHOJIOTHSIX W O 3amuTe uHopMmamum». - Pexum  mgocryma:
http://www.consultant.ru/

2. ®enepanpHblii 3akoH OT 27 uionsg 2006 . Ne 152-03 «O mepcoOHATBHBIX JTAHHBIX». -
Pexxum nmoctyma: http://www.consultant.ru/

3. ®enepanpHblii 3akoH OoT 27 jgekabps 2002 1. Ne 184-®d3 «O TexHUYECKOM
perynupoBaHumn». - Pexxum nocryma: http://www.consultant.ru/

4. @enepanbHblii 3akoH oT 4 mas 2011 1. Ne 99-®3 «O nuueH3UpPOBAaHUM OTIEIBHBIX
BUJIOB JICATEILHOCTIY. - Pexxum noctyna: http://www.consultant.ru/

5. @epepanpubiii 3akoH oT 30 gexabpst 2001 r. Ne 195-03 «Komexc Poccuiickoit
®denepauyu 00 aJIMMHHCTPATUBHBIX IIPaBOHAPYLICHUSIX ). - Pexum JIOCTyTIA:
http://www.consultant.ru/

6. Vxka3 Ilpesunenra Poccuiickoit ®@eneparuu ot 16 asrycra 2004 r. Ne 1085 «Bompocsr
®enepalibHON CITy’)KOBI 110 TEXHHYECKOMY M O3KCIOPTHOMY KOHTPOJdIO». - Pexum npocryma:
http://www.consultant.ru/

7. VYxa3 Ilpesunmentra Poccuiickoit ®epepammu or 6 wmaptra 1997 r. Ne 188 «O06
YTBEP)KJCHUHM TepeuHs CBeIEHUH KOH(QUAEHIMAIbHOIO Xapakrepa». - Pexum nocryma:
http://www.consultant.ru/

8.Yka3 Ilpesunenta Poccuiickoit ®@enepanuu ot 17 mapra 2008 1. Ne 351 «O mepax 1o
obecrieueHno WHGpOpPMAIIMOHHON Oe3omacHocTH Poccuiickoit ®exepani MPH UCTIOIB30BAaHUHT



UH(POPMAIIOHHO-TEICKOMMYHHKAIIMOHHBIX CeTe MEXKIyHAapOJHOTO HH(POPMALMOHHOTO OOMEHay. -
Pexxum mocryma: http://www.consultant.ru/

9. Tlonmoxenwe o cepTUUKAIMK CPEACTB 3alUTHl  HHPOpPMAIUH. Y TBEPKIACHO
nocranoBiieHueM [IpaBurenbctBa Poccuiickoit @enepanun ot 26 utoHs 1995 r. Ne 608. - Pexum
nocryna: http://www.consultant.ru/

10. ITpuxaz ®CTIK Poccum ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O06 yrBepxaeHun
AJMUHUCTpAaTUBHOTO periiameHTa dDepepalbHOW CIyXKObl MO TEXHHMYECKOMY M AIKCHOPTHOMY
KOHTPOJIIO 1O MPEIOCTAaBICHUIO TOCYIapPCTBEHHON YCIYTd MO JIUIEH3UPOBAHUIO JIEATEIBHOCTH 1O
TEXHHYECKOH 3amuTe KoHpumeHmanpHoi nadopmanuu" (3apeructpupoBano B Munrocre Poccun
09.08.2017 N 47722) - Pexxum poctyma: http://www.consultant.ru/

11. Tpukaz ®CTOK Poccum ot 12.07.2012 N 84 (pen. ot 20.05.2015) "OO6 yTBepkaeHUN
AnmuHuCTpaTuBHOrO periamenta denepanbHON CIyKObl MO TEXHUYECKOMY M 3SKCIIOPTHOMY
KOHTPOJIIO 110 MPEAOCTABICHUIO TOCYJapPCTBEHHON YCIYTH IO JIMIEH3UPOBAHUIO JIEATEILHOCTH 110
pazpaboTKe U  TPOU3BOACTBY  CpEICTB  3alllUThl  KOH(UIEHIMalbHONH  uHpopManuu"
(3apeructpupoBano B Muntoctre Poccun  20.08.2012 N 25220) - Pexum jocryna:
http://www.consultant.ru/

12. TIpukaz ®AIICHU ot 13 utons 2001 r.Ne 152 «O0 yTBEep)KIACHHH WHCTPYKIIUU OO0
OpraHu3aIy 1 obecredyeHn: 0€30MacHOCTH XpaHeHus, 00paboTKU U mepeaayu Mo KaHajaaM CBSI3U C
UCTIOJI30BAaHUEM CPEJICTB KPUNITOTpaguuecKoi 3auThl HHHOPMAIMH ¢ OTPAaHUYEHHBIM JOCTYIIOM,
HE CoJep)Kallled CBeJEHUM, COCTaBISIONIMX TOCYIapCTBEHHYIO TalHy». - Pexum poctyma:
http://www.consultant.ru/

13. IIpukaz @Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O6 yrBepxaenuu llonoxenus o
pa3paboTke, MPOM3BOICTBE, PEATH3ANNN M KCIUTyaTallud MUPPOBATBGHBIX (KPUIITOTrpahUIECKUX )
CpenCTB 3aumThl HHGOpManuuy. - Pexxum gocryma: http://www.consultant.ru/

14. TOCT P HCO/M3K 13335-1-2006 WudbopManmoHHass TEXHOJOTHS. MeETOnsl U
cpenctBa oOecnedenus Oe3omacHoctd. Yacte 1. KoHuemmuss u  MoJenu MeEHEIKMEHTa
0e301macHOCTH WH(GOPMAIMOHHBIX M TEJICKOMMYHHMKAIIMOHHBIX TEXHOJOTHHA. — Pexxum mocryma:
http://docs.cntd.ru/

15. TOCT P UCO/MDBK 27005-2010 UudopmannoHHass TEXHOIOTHA. METOABI U CPEeNCTBa
oOecrieyeHus Oe30macHOCTH. MeHeDKMEHT pHcka HH(POpMalMOHHON Oe3omacHocTH — Pexum
noctyma: http://docs.cntd.ru/

16. TOCT P UCO/MBK 27005-2010 UupopmanmonHas TexHomorusi. MeTosbl U cpeacTBa
obecrieuenuss OezomacHocT. Yacte 4. Bpibop 3amuTHbIX Mep — Pexum  gocrtyma:
http://docs.cntd.ru/

17. TOCT P UCO/MBK TO 13335-5-2006 HudopmammonHas TexHojorus. MeTonbl u
cpeactBa obecriedeHus: OezomacHocTd. YacTh 5. PyKOBOJACTBO MO MEHEIKMEHTY O€30MacHOCTH
cetu. — Pexxum noctyma: http://docs.cntd.ru/

18. TOCT P HMCO/MDBK 27002-2012 HWndopmaunonnas texHonorus. IIpakrnyeckue
IpaBuJia yrpasieHus HHQOpMallMOHHON 6e30omacHoCThI0. — PexxuM noctyna: http://docs.cntd.ru/

19. TOCT P HCO/M3K 15408-1-2012 WudbopmaimoHHas TeXHOJOTHS. MeToasl U
cpenctBa obOecnedeHusi Oe3omacHocTH. Kputepun oreHku 06€30macHOCTH HMHGOPMAIIMOHHBIX
texHojoruil. Yacte 1. Beenenue u obmas Mmoaens. — Pexkxum nocryna: http://docs.cntd.ru/

20. TOCT P HMCO/MDK 15408-2-2013 HWubopmarnmoHHass TeXHOJOTHS. MeTomsl |
cpeacTtBa obecrieueHus Oe3zomacHocTH. Kpurepun oLeHKH O0€30MacHOCTH MH(POPMAalMOHHBIX
texHojoruil. Yactp 2. @DyHKUMOHaNbHBIE TpeboBaHusl Oe3omacHocTH. — Pexum gocryma:
http://docs.cntd.ru/

21. TOCT P HMCO/MDK 15408-3-2013 HWubopmarnmioHHass TeXHOJOTHS. MeTomsl |
cpeacTtBa obecrieueHus Oe3zomacHocTH. Kpurepun oLeHKH O0€30MacHOCTH MH(POPMAalMOHHBIX
texnonoruii. Yacte 3. TpebOoBanust goBepuss K Oe3omacHocTH. — Pexum jmocrymna:
http://docs.cntd.ru/

22. TOCT P 34.10-2012 "UudopmarnumonHas TexHonorus. Kpumrorpadudeckas 3amura
uHpopmanuu. Ilpoueccsl (opMUpOBaHMS W TPOBEPKH 3JIEKTPOHHOW IuGpoBoi moxmucu". —
Pexxum moctyma: http://docs.cntd.ru/



23. TOCT 34.311-95 Nndopmanuonnas texnonorus (MUT). Kpunrorpaduueckas 3ammura
unpopmanuu. Pynknus xommposanus (ayreutuueH ['OCT P 34.11-94). — Pexum mpocryma:
http://docs.cntd.ru/

24. TOCT P 50922-2006 3amurta wHbOopManuu. OCHOBHBIE TEPMHHBI M OMPEICICHUSI.
Pocrexperynuposanue, 2006. — Pexxum nocryna: http://docs.cntd.ru/

25. TOCT P 52069.0-2013 3ammra wundopmaruu. Cucrema craHaaptoB. OCHOBHBIC
nonoxxkenus. Poccranmapr, 2013. — Pexxum nocryna: http://docs.cntd.ru/

26. TOCT P 51583-2014 3amura uapopmaruu. [Topsaok co3manusi aBTOMAaTU3UPOBAHHBIX
CHUCTEM B 3aluiIeHHOM ucnoiaHeHuu. OOuue nonoxenus. Poccrannapr, 2014. — Pexxum nocrymna:
http://docs.cntd.ru/

27. TOCT P 51624-2000 3amuta uHpOpManuU. ABTOMATH3HUPOBAHHBIE CHCTEMBI B
3amuIeHHoM ucnoiaHeHuu. Oomme tpeboBanms. I'occtangapt Poccun, 2000. — Pexxum nmoctyma:
http://docs.cntd.ru/

28. TOCT P 51275-2006 3amurta wHbopmaruu. OO0bekT uHbOpMaTu3anuu. DakTOpHI,
BO3eHcTBYIoNMEe Ha HHpopMaruio. O0mue nonoxenusi. Pocrexperynuposanue, 2006. — Pexum
noctyna: http://docs.cntd.ru/

29. TOCT P 52447-2005 3ammra wuHpopMmanuu. TexXHHWKa 3amUThl WHPOPMALIUH.
Homenkiatypa mnoka3arenedi kaudectBa. Pocrexperynuposanue, 2005. — Pexum npocrymna:
http://docs.cntd.ru/

30. TOCT P 56103-2014 3ammta uHbopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIeHHOM HcroHeHnn. OpraHu3anus ¥ coiepskanue padoT Mo 3amfuTe OT MpeIHaMEPEHHBIX
CHJIOBBIX JJIGKTPOMAarHUTHBIX BozaercTBuid. OOmme monoxkenus. Poccranmapr, 2014. — Pexum
nocrymna: http://docs.cntd.ru/

31. TOCT P 56115-2014 3ammta uHbopManud. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM HcnoiaHeHUH. CpencTBa 3aluThl OT NPEeJHAMEPEHHBIX CHIIOBBIX 3JEKTPOMArHUTHBIX
Bo3xeiicTBuit. Obmme TpedoBanus. Poccranmaprt, 2014. — Pexxum moctyna: http://docs.cntd.ru/

32. TOCT P HMCO/MDK 15408-1-2012 HudopmanmoHHass TexXHOJOTHs. MeTonsl |
cpenctBa obecrneueHusi OezomacHoctd. Kpurtepun oreHku 0€30macHOCTH HMH(DOPMAIIMOHHBIX
texnosioruii. Yacts 1. BBemenue m oOmass moxaens. Poccranmaprt, 2012. — Pexxum noctyma:
http://docs.cntd.ru/

33. TOCT P HMCO/MDK 15408-2-2013 HWudbopmarnmoHHast TexXHOJOTHs. MeTonsl |
cpeacTtBa obecrieyeHus Oe3omacHocTH. Kpurepuu OLEHKH O0€30MacHOCTH HH(POPMALMOHHBIX
texHojoruil. Yacte 2. DyHKuMOHAIbHbIE TpeOoBaHMs O0e30MacHOCTH (MpsSMOEe MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccrannapt, 2013. — Pesxum moctyma: http://docs.cntd.ru/

34. TOCT P 50922-2006 3ammra nHpopmarmu. OCHOBHBIE TEPMHUHBI W OIPENEICHUSI.
PocrexperynupoBanue, 2006. — Pexxum noctyna: http://docs.cntd.ru/

35. TOCT P 51275-2006 3ammra unpopmarmu. OO0bekT mHpopMaTH3amuu. DaxkTOpEHI,
BO3/eHcTByIoIMEe Ha MHpopMaruto. O0mue nonoxenus. PocrexperynupoBanue, 2006. — Pexum
noctymna: http://docs.cntd.ru/
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