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1.MACHOPT PABOYEH IMMPOI'PAMMBI ITPO®ECCHOHAJBHOI'O
MOJAYJIA IIM.02 SAIIUTA NHPOPMAILINN B
ABTOMATU3UPOBAHHbBIX CHUCTEMAX I1IIPOTPAMMHBIMU U
ITPOT'PAMMHO-AIIITIAPATHBIMHU CPEJICTBAMHA

1.1. Ob6aacTb npuMeHeHus1 padoyeil MPorpaMmbl

PaGouas mnporpamma mTpoECcCUOHATBHOTO MOIYJIS  SIBJIISIETCA  YacCTbIO
IpOrpaMMbl MOATOTOBKH CIIELUAIMCTOB CpeaHero 3BeHa B cooTBercTBuU ¢ OI'OC
CIIO no cnemuansHoctu 10.02.05 OGecneuenne MHPOPMAIMOHHON 0€30MaCHOCTH
aBTOMAaTHU3MPOBAaHHBIX ~ CHUCTEM B  YaCTH  OCBOCHHMS ~ OCHOBHOTO  BHJA
npohecCHOHANBFHON JEATENBHOCTH 3anuTa MH(pOpPMAIK B aBTOMAaTHU3UPOBAHHBIX
CHCTEMax MPOTPaMMHBIMU U TIPOTPaAMMHO-ANTMapPaTHEIMHU CPEICTBAMH.

1.2. MecTto npodeccnonaabHoro moayJsi B crpykrype IIICC3:
[Ipodeccuonanbhbiit MOAYIb BXOAUT B podeccuonanbubiii muki [TTICC3.

1.3. et u TpeOoOBaHUA K pPe3ybTATAM OCBOCHHS NMPO(PeCCHOHATBHOTO
MOAYJIst

N3ydenne npodeccnoHalIbHOTO MOJYJISl HAIIPABJIEHO HA OCBOCHHE OCHOBHOI'O
BUJa AesaTenbHOCTH 3.4.2 3ammra mHQOpManuu B aBTOMAaTU3MPOBAHHBIX CHUCTEMAaX
IIPOTPAMMHBIMHU U NPOrPAMMHO-AIIAPATHBIMA CPEACTBAMH COOTBETCTBYIOIIUX EMY
00X KOMIETEHINI 1 MPodheCcCUOHATBHBIX KOMITETEHLIUN.

1.3.1. IlepedyeHn 0OMMUX KOMIETEHIIUM

Kon HaunmMeHoBaHue pe3yabTaTa 00y4eHHs

OKO1. BriOupare cnocoObl pemieHust 3afad MpogecCHOHANBHONW NESTEIbHOCTH, HNPUMEHUTENBHO K
pa3NUYHBIM KOHTEKCTAM.

OKO02. OcCyIIeCTBIIATh TIOUCK, aHAJIN3 U UHTEPIPETAIUI0 HHPOPMAITUK, HEOOXOMMOM JIJIsl BBITTOJIHEHUS
3aJa4 NpoecCHOHATIBHOMN AesITeNbHOCTH.

OKO3. [InmanupoBaThk 1 peaan30BbIBaTH COOCTBEHHOE NPOJECCHOHATBFHOE M JIMYHOCTHOE PAa3BUTHE.

OKO04. PaGotath B KOmnekTHBE M KOoMaHAe, A(PQEKTUBHO B3aUMOJCWCTBOBATH C KOJUIETaMH,
PYKOBOJICTBOM, KIIMCHTAMH.

OK 05. | OcymecTBisTh YCTHYIO M MUCBMEHHYI0 KOMMYHHUKAIMIO Ha TOCYJapCTBEHHOM SI3BIKE C YUETOM

0c00EHHOCTEH COLMANIBHOrO U KYJIbTYPHOI'O KOHTEKCTA.

OK 06. | IlposiBIATh Tpa’kAaHCKO-TIATPHOTHIECKYIO TIO3HIINIO, IEMOHCTPUPOBATH OCO3HAHHOE TIOBEJICHIE
Ha OCHOBE TpPAIWIMOHHBIX OOIIEYETIOBEUCCKUX IICHHOCTEHW, TPUMEHITh CTaHIapTHI
AHTUKOPPYHIIMOHHOIO MTOBEJICHUSI.

OK 07. | CopeiicTBOBaTh COXpPaHEHHIO OKpYy)Karolleld cpeabpl, pecypcocOepexennto, 3h(eKTUBHO
JIEHCTBOBATh B UPE3BbIYAMHBIX CUTyaIUsIX.

OK 08. | Mcmonp3oBath cpencrBa (hU3HYECKOW KYJIBTYPHI JUIA COXPAHEHHS M YKPEIUICHHUS 3/I0POBBS B
nporecce Npo(EeCCHOHANBHON NEATENBbHOCTH W HOAJEPXKaHUS HEOOXOAMMOTO  YPOBHS
(u3MUECcKOi NOArOTOBICHHOCTH.

OKO09. Hcnonb3oBaTh HHPOPMAITMOHHEIE TEXHOJIOTHH B MPOGECCHOHATBHOM JeITEILHOCTH.

OK 10. | ITonb3oBarbesi mpodhecCHOHANBHOW JOKyMEHTAllMel Ha TOCYJapcTBEHHOM W HHOCTPaHHOM
SI3BIKAX.

OK 11. | Mcmonp3oBaTe 3HaHHA MO (PUHAHCOBOM TPaMOTHOCTH, IJIAHUPOBATH MPEANPUHAMATEIHCKYIO
JIESATEIHLHOCTD B MPOGECCHOHATILHOM cdepe.




1.3.2. Ilepedenn npodecCHOHATBHBIX KOMIIETEHITUN

Kon HaumenoBanme pesyabraTta 00ydeHust

K 2.1 OcCyImiecTBNATh YCTAHOBKY H HACTPOMKY OTHAENbHBIX TMPOTPAMMHBEIX, IIPOTPAMMHO-
anmapaTHBIX CPENICTB 3alIUThl HH)OPMAITHH.

K 2.2 ObecneunBarh 3amIMTYy HHGQOpPMAMM B aBTOMAaTH3MPOBAHHBIX CHUCTEMaX OTAEIbHBIMU
MPOrpaMMHBIMH, TPOTPaMMHO-aNNapaTHBIMU CPEICTBAMH.

K 2.3 OcymiecTBnATh TeCTUpOBaHME (YHKIUH OTHEIBHBIX MPOTPAMMHBIX U TMPOTPAMMHO-
anmapaTHBIX CPENICTB 3alIUThl HH)OPMAITHH.

K 2.4 OcymiecTBasiTh 00pabOTKY, XpaHEHHUE U Tiepeady HHPOpPMaIUK OrpaHUuEeHHOTO JOCTYyHA.

K 2.5 YHuuTOXaTh HHGOPMALIMIO U HOCHTEIN MH(POPMALMU C UCIOJIH30BAaHUEM HPOTPaMMHBIX H
MIPOrpaMMHO-aNapaTHBIX CPEJICTB.

IIK 2.6 Ocy1ecTBIsATh PETHCTPAITHIO OCHOBHBIX COOBITHIT B aBTOMAaTHU3UPOBAHHBIX

(uH(MOpMALIMOHHBIX) CHCTEMaxX, B TOM YHCIE C HCIOJb30BaHUEM TMPOrPAaMMHBIX U
MPOTPaMMHO-AMIAPAaTHBIX ~ CPEICTB  OOHApYKEHHs, MPEeNyNpeKACHUS H JIMKBUAALUU
MOCJIEACTBHI KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe ocBoeHUs NpO(PECCHOHATBEHOTO MOTYJISI CTYJICHT JIOJKEH:

Nmets

— YCTaHOBKE M HACTPOMKE MPOrpaMMHBIX CPEICTB 3alUThI HH(POpMALHH;

NPAaKTUYECKUH | — TecTUpoBaHMH (DYHKIMI, JMATHOCTUKE, YCTPAHEHMH OTKA30B M BOCCTAHOBIICHHH

OIIBIT B

paboTOCTIOCOOHOCTH TIPOrPaMMHBIX M IPOrPaMMHO-ANINAPATHBIX CPEACTB  3aIUTHI
nHpOpPMALUH;

— ydere, 00paboTke, XpaHEeHUH W TiepeAade WHPOPMaIWH, JUIsi KOTOPOH yCTaHOBJIEH
PEXHUM KOH(DUACHINATBHOCTH;

YMETh

— yCTaHaBJIMBaTh, HACTPANBATh, IPUMEHATH IPOTPAMMHBIE M ITPOTPAMMHO-aIapaTHbIE
CpeICTBa 3alUTHl HHPOPMAIIHY;

— IMarHOCTHPOBAaTh, YCTPAaHATh OTKa3bl, oOecrnednBaTh pPabOTOCIIOCOOHOCTh H
TECTUPOBATh (DYHKIMU IIPOTPAMMHO-ANIAPATHBIX CPEICTB 3aIlIUThI HHpOpMALUH;

— MpOBEPSITh  BBINIOJIHEHWE  TpeOOBaHMH MO  3amuTe  UHPOpPMAIMH  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYNa TPU aTTecTald OOBEKTOB WH(OPMATH3AIUU IO
TpeboBaHUAM 0€30MaCHOCTH WH(OPMAIIHH;

— HCIIOJIb30BaTh TUIIOBBIE NMPOTPaMMHBIE KPUITOTpaHIECKUue CPEACTBa, B TOM YHCIE
AIIEKTPOHHYIO MOAIHUCH;

— YCTaHaBJIMBaTh U HACTPAaWBaTh CPEACTBA AHTHBUPYCHOH 3aIlMTHI B COOTBETCTBUU C
MPeIbIBISIEMbIMUA TPEOOBAHUSIMH;

— OCYIIECTBJIATh MOHUTOPHUHT M PETUCTPAILIMIO CBEACHUH, HEOOXOAUMBIX ISl 3AIUTHI
00beKTOB HMH(pOpMATHU3AIMH, B TOM YHCIE C WCIIOJIL30BAHUEM IPOTPAMMHBIX H
MPOTPaMMHO-AMIAPaTHBIX CPEICTB OOHAPY)KEHUs, MPENyNPEeKACHUS U JHUKBUIALNN
MOCJICJICTBUI KOMITBIOTEPHBIX aTaK

3HATh

— 0COOEHHOCTH W CIIOCOOBI MPUMEHEHUS MPOTPAMMHBIX M TPOTPaMMHO-aIapaTHBIX
CpeACTB 3amuThl WH(pOpMANMK, B TOM 4YHCIE, B OIEPAIMOHHBIX CHCTEMaXx,
KOMIIBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

— THUIOBBIE MOJENH YIPaBJIECHUS [JOCTYNOM, CpPEICTB, METOJOB U IPOTOKOJIOB
UACHTU(QHUKALNY U ayTeHTU(UKALHH;

— TWIIOBBIE CPEJICTBA M METOABI BEICHHUS ayAWTa, CPEACTB H CIIOCOOOB 3aIlWTHI
nH(pOpMalMd B  JIOKAJBHBIX BBIYUCIWTENBHBIX CETAX, CPEACTB 3allUTBl  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA;

— OCHOBHBIE TOHSTHS KPUNTOrpadUu M TUIOBBIX KPHUNTOIpAUUECKUX METOJOB M
CpPEACTB 3aIUUTHl HHpOpMAaLUH;




1.4. KoJin4uecTBO 4acoB HA OCBOEHHE MPOrpamMMbl NMPodecCHOHATBLHOTO
MOIYJISA:

MakcuManibHOM yueOHOM Harpy3ku ooydarorierocs — 648 yacos, B TOM yucie:

- 00s13aTeILHON ayIUTOPHOM y4eOHOM Harpy3ku obydaromierocs: — 582 4acos;

- CaMOCTOSITEIFHOM pab0ThI 00y4aromerocs — 36 4acos,

- KOHCYJbTAIlUU — 6 4acoB;

- yueOHoM npakTuku — 108 4acos;

- IPOU3BOACTBEHHOMN NpakTuku — 144 yaca;

- 9K3aMEH KBaTH(PUKAIIMOHHBIHN -12 yacoB.



2. CTPYKTYPA U COAEP KAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIAA
1IM.02 BAIIUTA TH®POPMALIMU B ABTOMATU3UPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMHA U
INPOI'PAMMHO-AIIITAPATHBIMHU CPEJACTBAMHA

2.1. CTpykrypa npogeccHoHAIBbHOT0 MOLYJIsI

Koasbt HaumenoBanue Cymmapu O06beM BpeMeHH, 0TBe/IeHHBIH Ha ocBoeHne MK IIpakTuka
npogecc | pasgenos blii 00beM | QOOs3aTesbHasI AyANTOPHAN yueOHAs HATPY3Ka 00y4alomerocs CamocrosiTenbHast padoTa =
HOHAJIbH | NPo¢ecCHOHAIBHOI0 HArpPYy3KH, o0yuamoerocs = ]
bIX H | MOAYJIs qac.(uaxc Bcero B T.4. B T.Y. B T.4., B T.4Y. Bcero B T.4., g | Yueon | Ipoussos =
00mux umaierasn 4acoB Jabopar. NpaKTH4. KypcoBas ceMHHap. 4acoB KypcoBasi S | an CTBEHHAasl §
KOMIIETe yuebnas 3aHATHS 3aHATHA padora 3aHATHA pa6ora 2 | (ecnu (mo g
HIAA Hazpyska u (ecnu (ecnu (mpoekT) (ecnu (nmpoekr) cE‘ npedyc | npopuiarw | F _E.
npaKkmuKu) npedycmomp | npedycmomp (ecnu npeoycmo (ecnu § Mompe | cnemmans | 3 =
eno) eHo) npedycmomp mpeno) npeodycmompeHo HO) HOCTH) g3
4acoB 4acoB €H0)4acoB 4acoB )Juacos 4acoB 4acoB =
1 2 3 4 5 6 7 8 9 10 11 12 13 14
OK 01-11,| MJIK 02.01 270 222 14 36 30 - 30 - 6
IK 2.1- | TIporpamMmHble 1
26 MPOrPaMMHO-
arnrmapaTHbIe
CpeJICTBA 3aIUTHI
nH(hOpMaITuu
MJIK 02.02 114 108 10 36 - - 6 - -
Kpunrorpaduyeckne
CpPEACTBA 3aIUTHI
nH(hOpMaITuu
VI102.01 YueOnast 108 108
MpaKTUKa
[IIT 02.01 144 144
[IpousBoacTBeHHas
MpaKTUKA
DK3aMeH 12 12
KBATH(UKAITMOHHBIA
Bcero: 648 582 24 72 30 - 36 - 6 | 108 144 12




2.2. TemaTu4ecKuil IJIaH U coJep:kaHue NPO(eCcCHOHATBLHOT0 MOTYJIS

Konapl
HanmenoBanue pa3aciion KOMHCTGHHHﬁ,
oo o | CORPEIIE SO v aboptapie e v stioconsat o | 0% | Yoon | opuaponan
(ITM), MeXTUCIUTUTHHAPHBIX i - K9P P COOE BeTCTBUM C y q’; 5 ;; o HHZ; oM ’ y p Hacos OCBOCHHA KOTOPBIX
kypco (M/IK) u Tem crocoOCTByeT
3JIEMEHT ITPOrpaMM
1 2 3 4 5
Pa3nea 1 moay.s. IlppuMeHenne NporpaMMHBIX U IPOrPAMMHO-aNNIAPATHBIX CPEACTB 3alMThHI HHPOPMALMHU
M/IK.02.01. IIporpaMmMHbIe M IPOrPaAMMHO-aNNapaTHbIE CPeACTBA 3alUThI HHGOpMALHMHU 270
S cemecTp 74
Pa3nes 1. OcHOBHBIE IPMHIMIIBI IPOTPAMMHON U MPOrPAMMHO-aNNAPATHOM 3alIMTHI HH(OpMaLUK 44 OK 01-11, IIK
Tema 1.1. Ilpeamer n Coaep:xanue yue0HOro MaTepHaJia 6 2.1-2.6
3aJ1a4¥ NPOrpaMMHO- [Ipeamer 1 3a1a4n TPOTPaMMHO-aNMAPaTHON 3aIIUTHI HHPOPMALIUU 2 1
annapaTHou 3a1UThI OCHOBHBIE OHATHS IPOrPAMMHO-AINIAPATHON 3alMThI HH(OpMALUU 2
HH(])OPMaIIHH KJIaCCI/I(bI/IKauI/Iﬂ METOJIOB U CPEACTB HporpaMMHo-aHHapaTHoﬁ 3aIlIUTEL HH@)opMauHH 2
Tema 1.2. CTanaapThbl Coaep:xanue yueOHOT0 MaTepHaJia 6
0e3omacHoOCTH HopmatuBHBIE MPaBOBbIE aKThl, HOPMAaTHBHbIE METOJWYECKHE JOKYMEHTBI, B COCTaB 2 1
KOTOpPBIX BXOAAT TpeOOBaHMS W PEKOMEHJALUMU MO 3amure HHPOpMaluu
OpOrpaMMHBIMH M NPOrpaMMHO-aNNapaTtHeIMU  cpeiacTBaMu. [lpodwmin  3amuTh
IPOrpaMMHBIX M IPOrpaMMHO-AINapaTHbIX CPEACTB (MEXKCETEBBIX 3KPAaHOB, CPEICTB
KOHTPOJISI CBhEMHBIX MAIIMHHBIX HOCUTENeH WHGpOpMaluu, CpeICTB JOBEPEHHOM
3arpy3Ku, Cpe/ICTB aHTUBUPYCHOM 3aIlIUTBhI)
Cranpaptsl mo 3ammre WHGOpPMAlMM, B COCTaB KOTOPHIX BXOJAT TpPeOOBaHUS U 2
peKOMEHJalMKU 1O  3aumTe MHGOpMaUud MOPOrpaMMHBIMM M IPOrpaMMHO-
annapaTHbIMM CPEICTBAMH.
IIpakTuyeckoe 3ansaTue Nel Paborta ¢ comepxaHneM HOPMAaTUBHBIX IIPABOBBIX aKTOB 5 2
10 3a1MTe MHPOPMAIIUHU TPOrPAMMHBIMH U IPOTPAMMHO-aNIIApaTHBIMH CPEJICTBAMHU
Tema 1.3. 3amuiennas Copepxanue y4eOHOIro MaTepuaJa 12
aBTOMATHU3UPOBAHHAS ABTomaTu3zanus mnpouecca o0padoTku mHpopmanuu. [loHsTHE aBTOMaTH3WPOBAHHOMN 5 1
cucremMa CUCTEMBI.
Oco0eHHOCTH aBTOMAaTU3MPOBAHHBIX CHUCTEM B 3aIUIIEHHOM HCIOIHEHUU. OCHOBHbIE 5
BuJbl AC B 3aIIMIIEHHOM MCIIOJHEHUH.
Metonel  cozmaHusi  Oe30mMacHbIX — cHCTeM.  MeTononorus  NMPOEKTHUPOBAHUS 2
rapaHTUpOBaHHO 3amuieHHbIx KC
JuckpenroHnHble MoJienu. MaHIaTHbIE MOIENN 2




IIpakTnyeckoe 3ansitue Ne2 lccienoBanne KOPPEKTHOCTH CUCTEM 3AIIUThI

IIpakTnyeckoe 3anaTue Ne3 Peanuzanus QyHKIIMOHATBHBIX TPEOOBAHUH K CHCTEMaM
aHaJIM3a 3aIUAIEHHOCTH AaBTOMAaTU3HPOBAHHBIX CHCTEM

Tema 1.4.
Jecradunusupyromee
BO3/1eliCTBHE HA 00bEKThI
3aIUThI

Coaep:xanue yueOHOT0 MaTepHaJia

Hcrounnky necTabrIM3upyromero Bo3ACHCTBUS Ha 00bEKThI 3aIIUThHI

Crioco6b1 Bo3aeiicTBus Ha MHPOpManuio. [IpuunHbl U yCcI0BUs 1eCTaOMIM3HPYIOLIETO
BO3CHUCTBUS Ha HHPOPMALIUIO

N IO NN

IIpakTnueckoe 3ansaTue Ned PacnpeneneHue KaHajloOB B COOTBETCTBUU  C
MCTOYHUKAMU BO3JICHCTBHS Ha MH()OPMAIIHIO

N

Tema 1.5. IlpuHunbI
NPOrpaMMHO-aNINapaTHOI
3amUTHI HHGOPpMAIIMH OT
HECAHKUIMOHMPOBAHHOI'0
AOCTyHAa

Coaep:xanue yue0HOro MaTepHaJia

[ToHsATHE HECAaHKIIMOHMPOBAHHOTO JJOCTYMA K HH()OPMAIIH

OcHOBHBIE T10,1X0/1bI K 3amuTte nHpopmaruu ot HC/

Opranuzanusa jgoctyna K ¢aiaMm, KOHTPOJIb JOCTyla M pa3rpaHUyeHHE JI0CTyIa,
uepapxuueckuil AocTy K Qaitnam. dukcanus nqocryna K Qaiinam

JlocTyn K TaHHBIM CO CTOPOHBI IpoLEcca

Oco0eHHOCTH 3alIMTHI JaHHBIX OT m3MeHeHus. llludposanue.

IIpakTuyeckoe 3ansatue NeS Peanuzanus yCTaHOBKM M HACTPOMKH MPOTrpamMMHO-
arnmapaTHBIX CPEICTB 3aITUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYyMA

N (NN NN

CamocrosiTesnbHas padora odyuarommuxcsaNel[loaroroBka nokiaga no TeMam:
Cucrema 3amuThl THPOPMAIIMU OT HECAHKIITMOHUPOBAHHOTO aocTyna «Ctpax NT»
Cucrema 3anuThl HHPOPMALIUK OT HECaHKIIMOHUpOBaHHOTO noctyna «DallasLock»
Cucrema 3ammthl nHbopmanmu «Secret NETy

Pasznen 2. 33]1[I/IT3 ABTOHOMHBLIX aBTOMATU3HUPOBAHHBLIX CUCTEM

Tema 2.1. OcHOBBEI
3aIUTHI aBTOHOMHBIX
aBTOMATH3HPOBAHHBIX
CHCTEM

Conep:xanue yueOHOTro MaTepHaJia

Pabora aBToHoMHOM AC B 3aIIUIIIEHHOM PEKHUME

AnroputM 3arpy3ku OC. IllTaTHble cpeAcTBa 3aMBIKAHUSI CPENIBI

Pacmmpenue BIOS kak cpeacTBo 3aMbIKaHHs IPOIPaMMHON CpPEbI

Cucrtembl THNIa DJIEKTPOHHBIA 3aMOK. D3 € MPOBEPKOW IEIOCTHOCTA MPOrPAMMHON
cpenbl. [lorsitue AMJI3 (moBepeHHast 3arpy3Ka)

[IpumeHeHne 3akiaZoK, HAMpaBICHHBIX Ha CHIDKEHHE S()PEKTUBHOCTH CpEICTB,
3aMBIKAIOLIUX CPeNy.

JlaGopaTtopnoe 3ansatue Nel MWHcTammsauus W HAcTpoMKa INTATHBIX CPEJICTB
OTEpPA[MOHHBIX CHUCTEM, NMpPEJHA3HAYEHHBIX JJISl 3alUThl OT HECAHKI[MOHHPOBAHHOI'O
J0CTyna

OK 01-11, IIK
2.1-2.6




JlabopaTtopnoe 3ansitme Ne2 HHCTayumsimuss M HAacTpoWKa CpEACTB KOHTPOJIA
LIEJIOCTHOCTH 3alMINAEMBIX PECYPCOB U CO3/1aHUS 3aMKHYTOW ITPOrPaMMHOM Cpezibl

CamocrositesbHass padora odydarommxcsaNe2 [loarotToBka MHCTPYKIMKM HA TEMY:
AKTHUBHU3aIMA MEXaHU3Ma 3aMKHYTOH nporpammuoi cpenbl B C3U SecretNet

Tema 2.2.3amuTa
NporpamMm oT U3ydeHust

Coaep:xanue yueOHOTo MaTepHaJia

N3zyuenne u obparHoe npoekruposanue [10. Crnocodsr uzyuenus I10: cratuueckoe u
JMHAMHYECKOE N3YyYCHHE

33.,[[21‘-11/1 3alIUTHI OT U3YUYCHUA U CHOCOOBI UX PCIICHUA

3amura OT OTIagKH.

3ammTa oT Au3acceMOIMPOBAHUS

38.H_II/ITa OT TPAaCCUPOBKH I10 IIPCPLIBAHUSM.

JlabopaTopnoe 3ansitue Ne3 lccrnemoBaHue MEXaHU3MOB 3alllUTHl MPOTPAMM OT
W3Yy4YEHUS U U3MECHEHUS

CamocrositesibHasi padora oOyudarommxcesiNe3 [loarotoBka poknaga 1o TeMam:
"O6¢dyckammst kak meron 3amuThl [10 ot m3ydenus", "ApXxuBanus JaHHBIX IPOTPAMMBI
kak Mmetof 3amuthl [1O ot u3ydenus", "Meroa camoreHepupyemMoro Koja B 3allUTe
I10 ot uzyuenus"

IIpomexyTouyHas aTrecTanus — Apyrue GopMbl KOHTPOJIA (CPpeAHMI 0A/1J1 0 TEKYIIHMM OLCHKAM YCIIeBAEMOCTH)

6 cemecTp

68

Tema 2.3. Bpenonocnoe
nporpaMMHoe
ol0ecrieyeHmne

Coaep:xanue yueOHOro MaTepHaJia

18

BpenonocHoe mporpaMMHOe oOecnedeHHe Kak OCOOBIH BHJ  pa3pylIaroIiux
BO3JICUCTBUI

Knaccudukanuss BpegOHOCHOTO MporpaMMHOro obecredeHus. Cxema 3apaxeHusl.
Cpencta HedTpanuzanuu BpenoHocHoro [10. [Ipodunaktrka 3apaxenus

[Touck cnenos aktuBHOcTH BpeaoHocHoro I10. Peectp Windows. OcHOBHBIE BETKH,
comepxame uHpopmaiuo o BpemoHocHoM [10. [Ipyrue OOBEKTHI, CojlepiKaliue
uHdpopmanuio o BpenoHocHoM I10, daiinsl prefetch.

bor-netsl. [Ipunin @ynkumnonupoBanus. Meroasl oOHapyKeHHUs

Knaccugukaius aHTUBUPYCHBIX cpeacTB. CUTHATYPHBIN U ABPUCTHUECKUI aHAIIN3

3ammTa OT BUPYCOB B "'pyUHOM pekumMe"
M yq

OcHOBHEIC KOHIOCIINU IMTOCTPOCHUS CUCTCM aHTI/IBI/Ipy0H0ﬁ 3alWUThI Ha IPCANIPUATUN

IIpakTuyeckoe 3ansaTue Ne 6 PabGora ¢ mporpamMmMHO-ammapaTHBIMU CpEIACTBAMHU
aHanm3a 0€30MacCHOCTH aHTHBHPYCHOM 3alIUTHI CPEJCTB BRIYUCIUTEIHHON TEXHUKH

NININININ

Jladoparopnoe 3ansTue Ned4 [Ipumenenue cpeacTB uccienaoBanus peectpa Windows
JJI HAXOKACHU S CJICA0B AKTUBHOCTU BPCAOHOCHOT'O 110




Tema 2.4. 3amura

Conep:kanue y4eOHOTr0o MaTepuaJia

NporpaMM M JaHHBIX OT HecankunonupoBanHoe konuposanue nporpamm kak tun HCJ{ 2
HECAHKIIHOHMPOBAHHOro | Opuauyeckue acrneKkThl HECAaHKIMOHWPOBAHHOTO KOMUpPOBaHUs Mporpamm. OoOiiee 5
KONHMPOBAHMA IOHSITUE 3aIIUTHI OT KOIMPOBAHUS.
ITpussizka [IOk anmapaTHOMY OKPY>KEHUIO M HOCUTEISIM. 2
3anMTHRIE MEXaHU3MBI B COBPEMEHHOM IPOTrpaMMHOM oOecrieueHur Ha rnpumepe MS 5
Office
IIpakTuyeckoe 3ansTue Ne7 PabGoTta co crnenuaqu3UpOBaHHBIMH IPOTPAMMHBIMU 2
CpeACTBAaMU 3AIIMTHI HHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO KOITUPOBAHHS
IIpakTnyeckoe 3ansitue Ne8 AHanu3 3alIUTHBIX MEXaHU3MOB B HPUIOKEHUAX (HA 2
npumepe MSWord, MSExcel, MSPowerPoint)
JlaGopaTtopHoe 3ansaTHe NeS lccinenoBaHue MEXaHM3MOB 3alUTHl NPOrpaMM OT 2
HE3aKOHHOT'0 MCIIO0JIb30BAHMSI U KOIMPOBAHUS
CamocrosiTesibHast padoTa o0yuarommuxcsaNed
[ToaroroBka moknanga mo temam: "OduaitH- u onnaH-Tiporpammuas 3amurta [1O ot 5
HECAHKIIMOHUPOBAHHOIO  KONMHUpPOBaHUsA", "AnnapatHas ~ 3ammurta [0 ot
HECaHKI[MOHMPOBAHHOI'O0 KONIMPOBaHUA"
Tema 2.5. 3ammura Coaep:xxanue yue0HOro MaTepHaJia 12
HH(pOpMALMHU HA [Tpo6Gsiema 3anuThl OTUYKAaeMbIX KOMIIOHEHTOB [I9BM. 2
MAIIMHHBIX HOCHTEJISIX Mertobl 3amuThl HHGOpMaIMK Ha oTUyKaaeMbIx HocuTensix. Hludposanue. 2
CpenctBa BOCCTaHOBJIEHUS ocTaToyHOM wuHpopMmaruu. Co3gaHue NOCEKTOPHBIX 2
o6pazoB HXKMJI.
[IpuMeHeHHEe CpeICTB BOCCTAHOBIEHHMsSI OCTaTOYHOM HHpOpMalLUU B CyAeOHBIX
KPUMUHAIMCTUYECKUX 3KCIEPTH3aX U IIPU pacciieJoBaHUM UHIMIeHToB. HopmaTuBHast 2
0a3a, JOKYMEHTUPOBaHHE PE3yIbTAaTOB
be3Bo3BpaTHOE yjaneHne JaHHbIX. [IpUHIMIIBI U aNTrOPUTMBI. 2
IIpakTnyeckoe 3anaTHe Ne9 [IpumeneHnue mporpamm AJs MU(PPOBaHUS JaHHBIX Ha 2
CHEMHBIX HOCUTEIISAX
Tema 2.6. AnnaparHble Copnepxanue y4eOHOIro MaTepuasa 4
cpeacTBa TpeboBanusi K ammapaTHbIM CpeACTBAM HACHTU(UKAIMM U ayTeHTH(QHUKAIUU 2
HACHTH(PUKALUH U 1oJib30Barenel, mpuMenseMbiM B O3 nu AIIM/I3
ayTeHTH(PUKALMHU YerpoiictBa TouchMemory 2
N0JIb30BaTe el
Tema 2.7. Cucremsl Conep:xanue yueOHOTro MaTepuaJia 18
o0Hapy:KeHHusl aTaK U COB u COA, otnnuus B pyHkimsax. OcHoBHbIE apxutekTypsl COB 2
BTOP KEHH I Hcnonp3oBanue cereBbix cHUu(pdepoB B kauectee COB 2




Annapatabiii komnoHeHT COB

[IporpammusbIil komnoHeHT COB 2
Monenu cuctembl oOHapyxeHust BropxkeHuil, Kinaccudukanus cuctem oOHapy eHHUs 2
BTOPKCHMI.
O6Hapyxenue curHatyp. OOHapykeHHe aHoManuid. [lpyrue meTonbl OOHApYKEHHS 2
BTOPKCHUM.
IpakTnyeckoe 3ansitue Nel) MojenupoBaHue MpOBEICHUS aTaku 2
IpakTnyeckoe 3ansaTue Nell IIpumeHeHne  UHCTPYMEHTAJIBHBIX  CPENICTB 2
00Hapy>XeHUs] BTOP>KEHUI
CamocrositesibHass padora oOy4varommxcaNeS I[loarotroBka nokiaga 1O TeMe: 2
"Cucrema oOHapyxeHusi BropxkeHuil Snort", "Meroasl DataMining B oOHapyxeHUuU
aHomanuit", "MeToapl TEXHOJIOTHU MOOMJIBHBIX areHTOB B OOHApPY)KCHHH aHOMAJHi'",
"MeTopl nocTpoeHNss UMMYHHBIX cucteM", "[I[puMeHeHe reHeTHUEeCKUX aJlrOPUTMOB
B oOHapyxeHuu anoManuii", "l[IpuMeHeHHMe HEHPOHHBIX ceTell B OOHAPYKEHHUH
agoManuin", "S3bIKK onycaHus aTak'
IIpome:xxyTounasi arrecranusi — JApyrue Qopmbl KOHTpoJas (cpeAHuid 0a/JI MO TEKYyIIHM OLEHKaM
yCIeBaeMOCTH)
7 cemecTp 128
Paznen 3. 3ammTa nndgopmanumn B JJOKAJBHBIX CETAX 6
Tema 3.1. OcHOBBI Copepxanue yueOHOIro MaTepuasa 2
NOCTPOCHUA Ceru, paboTarolue 1o TeXHOJOTuu KoMmyTaiuu nakeroB. Crek nporokosnioB TCP/IP. 2 OK 01-11, TIK
3aIMINECHHBIX CeTeH Ocobennoctn MapmpyTtuzanuu. lltaTHele cpeiacTBa 3amuThl MH(GOPMAIMKM CTEKa 2.1-2.6
nporokosioB TCP/IP.CpenctBa wuaeHTH(GUKAUUKM W ayTeHTU(UKALUM Ha pPa3HbIX
ypoBHsix nipotokosia TCP/IP, nocToMHCTBa, HEAOCTATKH, OTPAHUYEHUSI.
Tema 3.2. CpencrBa Copepxanue yueOHOIro MaTepuasa 4
opranusauuu VPN Bupryansnas 4wactHas cerb. @OyHKIMM, Ha3HAYEHWE, MPUHLUII ITOCTPOCHHUS. 2
Kpunrorpaguueckue u Hekpunrorpaguueckue cpeiactsa opranuzamuu  VPN.
VYerpoiictBa, oOpasytomme VPN. Kpunromapmpytuzatop U KpUOTOQUIIBTP.
Kpunropoyrep. IlpuHiunel, apXurekrypa, MOAENb HapyUIUTENs, JOCTOMHCTBA U
HepoctaTku. Kpuntopunerp. IlpuHmunel, apXuTekTypa, MOJEIb HapyIIUTEN,
JIOCTOMHCTBA U HEJJOCTATKU
IIpakTuyeckoe 3ansaTue Nel2 PazsepreiBanue VPN 2
Pasnen 4. 3ammra nHgopManum B ceTsix 0011ero J0CTyna 18 OK 01-11, IIK
Tema 4.1.00ecneqenne Coaep:kanue y4e0HOro MaTepuaia 18 2.1-2.6
0e3omacHoOCTH MeToap! 32Tl HTHGOPMAIMK NpH padoTe B CETAX 0OLIEro JOCTyna. 2
MEKCETEBOI0 MexcereBble 3kpaHbl THHa firewall. JlocToMHCTBA, HEJOCTATKH, peaM3yeMble 2




B3aHMMOJAEHCTBUSA

[IOJINTUKHA O€30IIaCHOCTH.

OcuoBusbie tumsl firewall. Cummerpuunsie 1 HecummerpuuHnsie firewall. Yposens 1.

[Taketnbie GuibTpbl. YpoBeHb 2. OunbTpanus ciayx0, MOUCK KIIOYEBBIX CIOB B TeJe 2

IIAKETOB Ha CETEeBOM YpOBHE.YpoBeHb 3. Proxy-cepBepa NpuKIIaIHOTO YPOBHS.

OpnoxocroBele u  MynbruxoctoBeie  firewall. OcHOBHBIE THIIBI  apXHUTEKTYP

myibTuxoctoBbixfirewall. TpeGoBaHus K KaKJOMYy XOCTY HUCXOAS U3 apXHUTEKTYphl H 2

BBIMOJIHSAEMBIX (PYHKIIMHA

TpeboBanus o cepTU(HUKAIUN MEKCETEBBIX SKPAHOB 2

Ipakruyeckoe 3ansitue Nel3 Cpasuenune apxurekryp DualHomedHost, BastionHost, 5

Perimetr.

IIpakTuyeckoe 3ansitue Nel4llpumeHeHue  pasNUYHBIX  CIOCOOOB3AKPBITHUS 5

"onacHbIX" NOPTOB

CamocrosiTeibHas padora odyuarommxcss Ne 6. O030p COBpEMEHHBIX MEXKCETEBBIX 4

HKPaAHOB
Paznen 5. 3ammra nndopmanumn B 6a3ax JTaHHBIX 20 OK 01-11, IIK
Tema 5.1. 3ammra Coaep:xanue yue0HOro MaTepHaJia 20 2.1-2.6
uHpopManuu B Hazax OcHoBHbIE THIIBI YIpo3. Mojenb HapymuTens 2
AAHHBIX CpezactBa uaeHTH(PUKAUY U ayTeHTU(DUKAIMK. Y TIpaBJIeHUE JOCTYIIOM 2

CpencTBa KOHTPOJIS 1IEJIOCTHOCTH MH(OpManuu B 0a3ax JaHHBIX 2

CpenctBa ayauta u KOHTpouIs 0e3omacHocT. Kpurepuu 3amuiieHHoCcTH 0a3 TaHHbBIX 2

ITpumeHeHne Kkpunrorpaduyeckux CpeiCTB 3alUThl HHPOpMaLuu B 0a3ax JaHHBIX 2

IIpakTnyeckoe 3anaTue Nel5 Ananu3 mexanusmos 3amutel CYBJI MS Access 2

IIpakTuyeckoe 3ansitue Nel6CpaBHUTENBHBIN aHANW3 IITATHBIX CPEJACTB 3aLIUTHI 2

CYBJI MSSQL Server

CamocrositesibHass padora odyuarommxcesa Ne 7. [loaroroBka nokiajga mo Temam: 4

«HoBble TexHomornm xpaHeHuss uHpopmauun», «CepBUCHI 00JAYHOIO XpaHEHHUS

JaHHBIX», «COBpeMEHHBIE TEXHOJIOTHH JUCKOBBIX CUCTEM»
Pa3nes 6. MOHUTOPHHI cCHCTEM 3aIMTHI 42 OK 01-11, TIK
Tema 6.1. MoHUTOPHHT Copnepxanue y4eOHOIo MaTepuaJa 20 2.1-2.6
CHCTEM 3aIIUTHI [lonatne u oOocHOBaHHWE HEOOXOJMMOCTH HCIIOJIB30BAaHUSI MOHHUTOPHHIA Kak 2

HE00XO0IMMOW KOMITOHEHTHI CHCTEMBI 3alTUTH HH)OPMAIIHH.

OcobeHHOCTH (UKCAlUU COOBITUH, MOCTPOEHHBIX Ha PAa3HBIX HPUHIMIIAX: CETH C 2

KOMMYTAaIlMel COeIMHEHUH, CeTh ¢ KommyTanuen makeros, TCP/IP, X.25




Knaccudukanust otcrnexunBaeMplx coObITUNA. OCOOEHHOCTH TOCTPOCHUSI CHUCTEM
MOHUTOPHHTIA. Ucrounukn I/IH(bOpMaI_[I/II/I AJI1 MOHUTOpHHTIA: CCTCBBIC MOHHTOPHI,

CTaTUCTHYECKUE XapaKTepUCTHKH Tpaduka yepes MO, mpoBepka pecypcoB OOLIEro 2
110JIb30BAHUS.
Kiaccudukanmsi ceTeBbIX MOHUTOPOB 2
Cucremsl ynpasieHus coObITusiMH HH(opMarmonHon 6e3onmacHoctu (SIEM). O630p 5
SIEM-cuctem Ha MUPOBOM U POCCHIICKOM PBIHKE.
IIpakTnyeckoe 3ansitue Nel7 CpaBHUTENbHBIN aHAIM3 PaCIpPOCTPAHEHHBIX CETEBBIX 2
MoHuTOpOB Ha npumepe RealSecure, SNORT, NFR unu apyrux anagoros
Jladoparopnoe 3ansaTue Ne6 [Tposenenne ayaura JIBC cereBbiM cKaHEpOM 4
CamocrosiTeibHass padora oOyuaromuxcss Ne 8. I[loaroroBka nokiaza mo Temam: 4
«HoBble Buabl aTak Ha MHOOPMAIMOHHYIO CUCTEMY», «AKTyaJbHbIC KHOEPYIPO3bI»,
«CoBpeMEeHHbIE METO/1bl 3aIIUTHI OT CETEBBIX ATAK»
Tema 6.2. U3yuenue mep Coaep:xanue yueOHOro MaTepHaJia 8
3alMThHI HHpOpPMALMHU B Nzydenue tpeboBanuii 0 3amuTe HHOOPMAIMH, HE COCTABISIONICH TOCYJapCTBEHHYIO 2
HHGOPMaALOHHBIX taiiny. 3ydyenue meronnueckux 1okymMmeHToB @CTOK no npumMeHeHuto Mep 3aluThl.
cucTemMax IIpakTnyeckoe 3ansaTue Nel8BpiOop mnporpaMMHBIX M NPOrpaMMHO-aNIapaTHBIX 2
CpeACTB 3amMThl HHGpoOpMaMKM B HH(DOPMAIMOHHOW cHucTeMe U pa3paboTKa
PEKOMEHTallUi 110 UX HACTPOMKE
CaMmocrosiTeibHasi padoTa o0y4yarommuxess Ne 9. O030p cOBpeMEHHBIX MPOrpaMMHBIX 4
Y IPOrpaMMHO-aIapaTHBIX CPEJCTB 3aIIUThI
Tema 6.3. U3yuenue Copepxanue yueOHOIro MaTepuasa 14
COBPEMEHHBIX VYcraHoBKa W HAcTpoilka  KOMILIEKCHOTO cpenctBa Ha mpumepe SecretNetStudio 2
NMPOrpaMMHO- (yueOHas TMILIEH3HUs1) UM JPYTUX aHAJIOTOB
annapaTrHbIX KOMIUIEKCOB | YCTaHOBKAa M HAcCTpOMKa MPOTPaMMHBIX CPEACTB OLICHKM 3aIIMIIEHHOCTH WM ayauTa
MH(OPMaLlMOHHON 0€30MacHOCTH, N3ydYeHHe (QYHKUUN U HACTpOMKa pexXUMOB pabOThHI 2
Ha npumepe MaxPatrol 8 nnm apyrux aHaaoros
W3ydenue TunoBbIX pemeHuit st nocrpoenus VPN Ha npumepe VipNet uinu apyrux 5
aQHAJIOTOB
W3ydeHne cOBpEMEHHBIX CUCTEM aHTUBUPYCHOM 3alIUThl HA TPUMEPE KOPIOPATUBHBIX 5
pemennii KasperskylLab unu npyrux anaiaoros
Uzyuyenue @ynkuuonana u obOnacreir npumeHenuss DLP cuctem Ha npumepe 2
InfoWatchTrafficMonitor niam apyrux aHamoros
CamocrosiTeibHass  paGora  oOyuarommxcsaNel0) OO30p  KpyHmHBIX — yTedek 4
uH(OpPMAIIKK 32 T0JT
KypcoBoe npoexTupoBanue 30



https://www.infowatch.ru/products/traffic_monitor_enterprise

IIpuMmepHast TeMaTHKA KYPCOBBIX IIPOEKTOB:

Pemenue 3anaun kuGepOE30MaCHOCTH B YCIOBUSAX UHTEPHET BELICH

Pemenue 3amaun nndopmanmonHoit 6e30macHoCTH AeTei B ceTu MHTEpHEeT

Opranu3anus 3ayThl THPOPMALIMU B IUCTAHIMOHHBIX KaHajlaX 0aHKOBCKOTO 00CITY>KHBaHUS
Opranusanus 3alUThl KOMIIBIOTEPHBIX CUCTEM OT ITPOrpaMM-BbIMOTaTenen

Opranu3anus 3ayThl THPOPMALIUU B CUCTEMAaX MOOUIILHOM CBSI3U

Opranu3zanus 3auTsbl THPOPMAIIUU B TEXHOJIOTUHU OJOKYEHH

[IpuMeHeHne cucTeM KOHTPOJIS U y4€Ta JEUCTBUM IIEPCOHAA Ha IPEIIIPUATUN

[Ipumenenue nmporpaMMHbIX cHUGGEPOB Ui aHaIKu3a CETeBOro Tpaduka

[Tpumenenue cucreM obecriedeHust HHPOPMAITMOHHOW O€30MaCHOCTH Ha 0a3e MPOrpaMM ¢ OTKPBHITHIM KOJOM
Opranu3zanys 3aumTshl ”HGOPMAIUU B BEO-MPUIIOKEHUSIX

Opranu3zanus 3auUThl KOMIBIOTEPHON CETH MPEANPUATHS OT BHEIIHUX BTOPXKEHUN
Opranu3zaiiys 3auUTsl THGOPMAIIUU B COBPEMEHHBIX LIEHTPaxX 00pabOTKHU TaHHBIX
Opranu3zanus 3auUThl THTEJUIEKTYalbHON COOCTBEHHOCTU IPEAIPUSITUS

Pemenuie 3a1aun BhISBIICHUS CHIEIIMATBHBIX TEXHUYECKUX CPEJICTB HECAHKIIMOHUPOBAHHOTO TMOJIy4YeHUs1 HH(POpMaIluu
Opranu3zanus 3auUThl THPOPMALUU B CUCTEMAX KOHTPOJIS U YIPABIEHUS JOCTYIIOM
Pemenue 3anaun 6e30macHbIX MOKYIOK B ceTu VHTepHeT

Pemenwue 3anay nHPOpPMAIIMOHHOW 0€30TTACHOCTH B OOJIAYHBIX TEXHOJIOTHUSX

[TpuMeHeHne UHTEUIEKTYalbHbIX CUCTEM BUICOHAOIIIOICHUS HAa IPEANPUATUN

Pemenue 3anaun 0ezonacHOCTH MHGOPMAIIMU U JIMYHBIX JaHHBIX B ceTu MHTEepHeT
Opranu3zanys 3auUTsl THGOPMAIIUU TEXHUIECKHUMH CPEICTBAMU Ha MPEIIPUITUN

Pemenue 3amaun nndopmarnmonHoit 6e3omacHoctu Pynera

Koncynbranus 6
IIpoMe:xxyTOYHAs aTTEeCTAlUA - IK3AMEH 12
Pa3nea 2 moayJs. IlpuMenenne KpunTorpagu4ecKuX CPecTB 3a1UThI HHpOpManun
MJK.02.02. Kpunrorpaguieckue cpeicTBa 3allIMThl HHPOpMaLnu 114
5 cemecTp 74

BBenenue Conep:kanue y4eOHOIo MaTepuaa 2

[Ipenmer u 3agaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIE TEPMHUHbI 2 OK 01-10, TIK
Pa3nes 1. MartemaTnuyeckye 0CHOBBI 3allIMThI HH(OpManuu 32 2.4
Tema 1.1. Coaepxanue yueOHOIro MaTepuaJia 32
MaremaTH4eCKHe 0CHOBBI | DIEMEHTHl TCOPUHM MHOXECTB. | pynIbl, KOJIbIIa, MOJIS. 2
Kpunrorpaguu Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie n cocTaBHbIC YKCTIA. 2

OcHoBHas Teopema apudmeruku. Hanbonpmmii oOmmii aenurens. B3aumuo 5

npocTteie yncna. Anroput™ EBknuna mis Haxoxaenus HOJI.

OTtHomeHus cpaBHUMOCTH. CBOicTBa cpaBHEeHMN. MoaynsipHas apudmMeTuka. 2




Knaccel. Ilonnas w mpuBeneHHas cucteMa BblueToB. DyHkums Oiinepa. Teopema
Depma-Oiinepa. AIropuT™ ObICTPOro BO3BEIEHUS B CTENEHD 110 MOIYJIIO.

CpaBaenust miepBoit creneHu. JluHeitHbie auodaHTOBBI ypaBHeHUs. PacmmpeHHbII
anroputM EBkimpa.

Kwuraiickas reopema 00 ocTaTkax.

[IpoBepka umcen Ha MPOCTOTY. ANTOPUTMBI TEHEpPAIMU MPOCTHIX YHUCEI. Meroa
npoOHBIX neneHuid. Pemero Dparocdena.

Paznoxenune umcna Ha MHOXHTENH. AJTOpuUTMBI (akTropusanuu. DakTopu3anus
®epma. Meron [lomnapna.

Anroputmsl muckperHoro sorapudmuposanusi. Metox [lomnapaa. Meron Hloppa.

ApudmeTnueckue onepanuu HaJl O0JIbIIUMU YHCIAMHU.

DNIUNTHYECKHE KPUBBIC M UX MPHIIOKEHHS B KPUIITOTPa(HH.

IIpakTnyeckoe 3ansitue Nel Ilpumenenue anropurma EBknmna uid HaxoXICHUS
HO/I. Pemenne nuHeHHBIX 110()AaHTOBBIX YpaBHEHUH

NINNIN DN

IIpakTuyeckoe 3anaTue Ne2 [IpoBepka uncen Ha TPOCTOTY

N

HpaKTI/I‘IECKOE 3anaTne Ne3 Pemenue 3a/la4 C 3JICMCHTAMHU TCOPUHU YHCCII.

N

CamocrositesibHass padora oOyuarommxes Ne 1. Pemenuwe 3amau no Tteme:
«CpaBHeHus. CBOICTBA CPAaBHEHUI»

Pa3nea 2. Knaccuveckass kpunrorpagpus

40

Tema 2.1. MeToabl
Kpunrorpagpu4eckoro
3a1MThI HHpoOpMaMHU

ConepxaHue y4eGHOro MaTepuaJjia

22

Knaccudukanus OCHOBHBIX METOJOB KpUNTOrpaduyeckoil 3amuTel. MeTomsl
CUMMETPUYHOTO MU(PPOBAHUS

HIudpper  3amensl.  Ilpocrtas  3ameHa,  MHoroajadaBuTHas  IOJACTAHOBKa,
MIPONOPLIMOHANIBHBIN UQp

Metoapl TNIEPCCTaHOBKHU. Tabanunas INEPECTAHOBKA, MapHIPpyTHAA IICPCCTAHOBKA

I"ammupoBanue. ['aMmMmupoBaHue ¢ KOHEYHON 1 OECKOHEUHOI raMMaMu

IIpakTuyeckoe 3ansitue Ne4 [IpumMeHeHHe KJIACCHUECKUX NIM(POB 3aMEHbI

IIpakTnueckoe 3ansaTue NeS [IprimeHeHre kiaccuuecKuX MU(POB nepecTaHOBKU

IIpakTnyeckoe 3ansaTne Ne 6 IIpuMeHeHne MeTO1a TaAMMUPOBAHHUS

CamocrosiTeibHasi padora oOyvarommxess Ne 2. IludpoBanue u nemmuppoBaHue
COOOIIIEHUN CUMMETPUYHBIMU METOJaMH.

NIEIERIN NN

CamocrosiTeibHasi padora oOyvarommxess Ne 3. Iludposanue u nemmuppoBaHue
COOOIIEHNN aCUMMETPUYHBIMU METOJAMH.

Tema 2.2. Kpunroanaaus

Conep:xanue yueOHOro MaTepuaJa

18

OcHoBHBIE METOIbI KpuNITOaHaMu3a. Kpunrorpaguueckue ataku.

OK 01-10, IIK
2.4




Kpunrorapuueckas cTOWKOCTh. AOCONIOTHO CTOWKHE KPUNTOCHUCTEMBI. [IpuHIIUATIBI

Kupkxoddca 4

IlepcrieKTHBHBIC HAIPABJIEHUS KPUITOAHAIN3a, KBAHTOBBIMKPUIITOAHAJIN3. 2

JlaGopatopnoe 3ansitme Nel Kpunroananmus mmugpa mpocTol 3aMEeHb METOJIOM 2

aHaJIM3a YaCTOTHOCTH CUMBOJIOB

JlaGopaTtopnoe 3aHsaTHe N2 KpunroaHanus3 KIACCHUECKUX MHU(PPOB METOIOM 4

IIOJIHOTO epedopa KiIrouei

IIpakTuueckoe 3ausaTue Ne7 Kpunroananus mmdpa Buxuaepa 4
IIpomexyTounas arrecranms — JApyrue (OpMbI KOHTPOJsSI (CpedHHMH 0a/l MO TeKYIIMM OLeHKaM
yCIeBaeMOCTH)

6 cemecTp 40

Tema 2.3. IloTouHbIe Coaep:xanue y4eOHOro MaTepHuaJia 6
KU QPHI ¥ reHepaTopbl OcHOBHBIC TPUHLUIIBI MOTOYHOTO IHppoBanus. [Ipumenenne reneparopo [ICU B 2
NCEeBAOCHYYANHBIX YHceJ | kpunrorpaduu

Mertonpl  mONy4eHMs IICEBAOCIY4YalHBIX mocienoBarenbHocTed. JIKI, meroxn 2

dubdonayyu, meroa BBS.

IIpakTnueckoe 3ansaTue Ne§ [Ipumenenne metonoB renepanuu [1CH 2
Paznen 3. CoBpemennasi kpunrorpagus 78 OK 01-10, TIK
Tema 3.1. KogupoBanue Coaepixanue yueOHOIro MaTepuaJa 14 2.4
HHpopManuu. Koauposanue uHdopmanuu. CUMBOIBHOE KoaupoBaHue. CMBICIOBOE KOJUPOBAHHE. 4
KomnbloTepusanus Mexanuzaiuss muppoBanus. IlpeacraBieHne WHOOPMAIMKH B JBOWYHOM  KOJIE.
mHppoBaHusi. Ta6muma ASCII

Komnbrotepuzanus mudpoBaHus. AmNmapaTHoe U OporpaMMHOE IIU(ppOBaHUE 4

Crangaptuzanys NporpaMMHO-aNNapaTHBIX KPUNTOTpapUUYeCKUX CUCTEM U CPEACTB.

M3yueHne coBpeMEeHHbBIX NPOrPaMMHBIX M allllapaTHBIX KPUNTOrpauyeckux cpesicTB

IIpakTnueckoe 3ansaTue Ne9 Koguposanue napopmanuu 2

IIpakTnueckoe 3ansaTue Ne 10 [Iporpammuast peanuzanust KI1acCHYeCKUX MIHUPPOB 2

JlabopaTopHoe 3ansitue Ne3d lccienmoBaHuwe peanu3anuy KJIACCHUECKUX IH(PPOB 2

3aMeHbl U nepectaHoBKH B iporpamme CrypTool win anasore
Tema 3.2. Cummerpuunble | Coaep:kaHue y4eOHOTr0o MaTepuasa 10
cucTeMbl K ppoBaHust O6mme ceenenns. CTpyKTypHas CXeMa CHIMMETPUYHBIX KPHITOrPapUIECKUX CHCTEM 4

OteuectBenHble anroput™Mbl Marma u Ky3neuuk u crangaptel ['OCT P 34.12-2015 u 4

I'OCT P 34.13-2015. Cummetpuunsie anroputMmsl DES, AES, I'OCT 28147-89, RC4

IIpakTuyeckoe 3ansgtue Ne 11 [IlporpamMmmuas peanu3anusi COBPEMEHHBIX 2




CUMMETPUYHBIX MIU(POB

Tema 3.3. Conep:kanue y4eOHOTro MaTepuaa 8
AcHMMeTpHYHbIE KpunrocucreMsl ¢ OTKPHITBIM KirouoM. HeobpaTumocts cucreM. CTpyKTypHas cxema 2
cucTemMbl H$poBanus mUQPOBaHKS C OTKPBITHIM KITFOUOM.
DeMEeHTBl TEOPUH YUCEIl B KPUNITOTPA(UU C OTKPBITHIM KITFOYOM. 2
IIpakTnueckoe 3ansitme Ne 12 IlpuMeHeHue pa3iIMuUHBIX ACUMMETPUYHBIX 2
QJITOPUTMOB.
IIpakTnuyeckoe 3ansitue Ne 13 IlporpamMmHas peanu3anuss acCHUMMETPUYHOTO 2
anroputma RSA
Tema 3.4. Conep:xanue yueOHOro MaTepuaJia 10
AyTeHTHQHKANHS Ayrentudukanus ganueix. O6mme nonstus. DI1. MAC. OgHoHanpaBieHHBIE XElll-
AAHHBIX. JJIEKTPOHHAS GyHKIMU. ATropuT™sl HEU(POBOM MOANUCH 4
noAmuCyL IpakTuueckoe 3ausitue Ne 14 IIpumeHenue pasinuHblX (QYHKIMH XELIMPOBAHMSA, )
aHaJIM3 0COOEHHOCTEH Xemlen
IpakTnuyeckoe 3ansatue Ne 15 [lpumenenwe kpunrtorpaduvyeckux aTaKk Ha Xell- 2
byHKIIH.
JlabopaTtopHoe 3aHsaTHe Ne4CpaBHUTENbHBIM aHAIM3 MNPOrPAMMHO-AIIAPATHBIX 2
CPEJICTB, pEATN3YIONIUX OCHOBHBIE GhyHKIMK DI
Tema 3.5. Anropurmsl Coaep:xanue y4eOHOro MaTepuasa 8
obmena KiioUeii u ANTOpPUTMBI  pacripefieficHUss  KIF0Yeld ¢  TMPUMEHCHHEM  CHMMETPUYHBIX |
POTOKO.TbI ACUMMETPHYHBIX cXeM [IpoTOKOJbI ayTeHTH(HKAUK. B3auMHas ayTeHTH(QHUKAIHUS. 4
ayTeHTHuKaunu OJIHOCTOPOHHSSI AyTEHTUDUKAIMS
IIpakTuyeckoe 3anstue Ne 16 Ilpumenenue mnpotokona luddu-Xemnmmana nms 2
oOMeHa KIIF04aMu MU(POBAHMSL.
IIpakTnueckoe 3anaTue Ne 17 [lpuHuunsl paboTel TPOTOKOJIOB ayTeHTU(UKALIMM C 2
MCIOJIb30BAaHUEM IOBEPEHHOI CTOPOHBI Ha npumMepe npoTtokoia Kerberos.
Tema 3.6. Kpunrozamura | Coaep:kaHue y4eOHOro MaTepuasa 10
uHQopmManuu B ceTsix AbGonentckoe mmdposanue. IlakerHoe mmppoBanue. 3ammura LEHTpa reHepauuu | 4
nepeaatin 1aHHbIX wiouei. Kpunromapuipyruzarop. [lakeTHsiil QuiabTp
Kpunrorpaduueckas 3amura 6ecripoBOJHBIX coelMHEHUH B ceTsax cranaapra 802.11 ¢ 4
ncnoJyib3oBaHueM nporokoiaos WPA, WEP.
CamocrosiTesibHass padora oOyuaromuxca Ne 4. O030p COBpEMEHHBIX METO/OB 2
KPUNTO3AIIUTHl HHPOPMALIMHU B CETSAX Nepeaayy JaHHbIX.
Tema 3.7. 3amura Conep:kanue y4eOHOIro MaTepuaa 8




HH(popManu B [MpuHuMnel GYHKIMOHUPOBAHMS DJIEKTPOHHBIX IIATEKHBIX CHCTEM. OJEKTPOHHBIE

3JIEKTPOHHBIX TUTACTUKOBBIE KapThl. IlepcoHabHBIN HASHTH(PHUKAIIMOHHBII HOMEP 2
IUIATEKHBIX CHCTeMaxX [Ipumenenue kpunrtorpa@uueckux MPOTOKOJIOB JUIsl oOecreueHusi Oe30MacHOCTH 2
JIEKTPOHHON KOMMEPLIUH.
IIpakTuyeckoe 3ansaTue Ne 18 I[IpumeHeHne ayTeHTH(PUKAIMHU IO OIHOPA30BHIM 2
napossM. Peanmn3zanus anropuTMoB CO3JJaHKS OJJHOPA30BBIX MapoJieh
CamocrosiTesibHass padora oOyuarommxcsa Ne 5. O030p COBpEMEHHBIX METOJIOB 2
31U Thl HH(OPMAIMY B DJIEKTPOHHBIX TUIATEKHBIX CHCTEMAX
Tema 3.8. Komnbiorepnasi | Comeprkanue y4eOHOT0 MaTepuasia 10
creraHorpagus CkpeiTag 1nepemaya MHPOpPMALUM B  KOMIBIOTEPHBIX —cucTeMax. IIpoGinema 2
ayTeHTU(UKALMU MyJIbTUMEeTMIHHON HH(pOopMaIuy. 3anuTa aBTOPCKHUX TpaB.
MeTtoasl koMmmbiOTepHOU cTeraHorpaduu. LludpoBeie BOASHBIE 3HAKU. AJITOPUTMBI 2
BcTpauBanus 1[B3
IIpakTnueckoe 3ansaTie Ne 19 O630p U cpaBHUTENBHBIN aHanu3 cyuecTBytomero 110 2
115t BetpanBanus 1[B3
IIpakTnuyeckoe 3anaTue Ne 20 Peamuzamusi mpocTedMX CcTeraHOrpapuuecKux 5
QJIITOPUTMOB
CamocrosiTesibHasag padora odyyarommxcss Ne 6. [loaroroBka mokiaga Mo Temam:
«KBanTtoBast  kpunrtorpadusi», «MHoromyueBas Kpumnrorpadus», «MereopHas 2
Kpunrorpadus»
IIpome:xxyTouyHas arrecranus — Au¢@epeHUPOBAHHBINH 324€T 2
Yueonas npaktuka YI1.02.01 108
IIpumepHbie BUABI padoT:
CocraBnenue JOKyMEHTAIUU 10 Y4eTy, 00paboTKe, XpaHEHHUIO U Nepeaayn KoHPUACHIIMATLHON HHpOopMauu
OcymiecTBieHre YCTAaHOBKU U HACTPOMKH ITPOrpaMMHO-AINAPATHBIX CPEJICTB 3alUThl HHPOpMAIUK
Jlnarnoctuka paboToCnocoOHOCTH MTPOrpaMMHO-ANIAPATHBIX CPEACTB 3alllUThl HH(OpMaLIUU
YHUUTOXEHHE HHPOPMALIUHU C UCTIOIB30BaHUEM ITPOrPAMMHO-ANIAPATHBIX CPEICTB 3AIUTHI HHPOPMALIUU
Onenka 3¢p(eKTUBHOCTH MPUMEHSEMBIX IPOrPaMMHO-aNNapaTHBIX CPEJICTB 3aLIUTHl HHPOPMAIIUU
Vcnonb30BaHue MpOrpaMMHOro odecredeHus s rnepeaun KoHpHUIeHIMaIbHOH HHopMaIiuu
Vcnonb30BaHre TUMOBBIX KPUNITOrpaUUECKUX CPEACTB
IIponssoacreennas npakruka I111.02.01 144

IIpuMmepHbIe BUABI padoT:

AHanu3 TPUHIIUIIOB TOCTPOEHUS CUCTeM WH(OPMAIIMOHHON 3alTUTHl IPOU3BOACTBEHHBIX MMOAPA3ICICHUN
HpI/IMeHeHI/Ie HOPMATUBHBIX IIPABOBBIX AaKTOB, HOPMATHUBHBIX MCETOANMYCCKUX OJOKYMCHTOB IIO o0ecIeueHnIo
nH(OPMAIIMOHHON OE€30MaCHOCTH MPOTPAMMHO-AIMIAPATHBIMU CPEJCTBAMH.

AHanmu3 3(QGEKTHBHOCTH NPHUMEHSEMBIX MPOrPaMMHO-AIMApPaTHRIX CPEACTB obecreueHuss HHGOPMAIMOHHON




0€30MaCHOCTH B CTPYKTYPHOM I0/Ipa3AeiIcHUN

Obecneuenne yueta, 00pabOTKH, XpaHEHUS U NIepeAay KOH(UACHINAIBHOW HHPOPMALIUU

TexHu4ecKkast IKCILTyaTalyst JJIEMEHTOB IIPOTPAMMHOM U armapaTHOW 3alIUThl ABTOMATU3UPOBAHHON CHCTEMBI
JIMarHOCTHKa, YCTPaHEHUS OTKAa30B M BOCCTAHOBIIEHUS PabOTOCHOCOOHOCTH MPOTrPaMMHO-ANMNapaTHBIX CPEICTB
obecrieueHrss UHPOPMAITMOHHOMN 0€30IMaCHOCTH

IIpomexyTounasi arrectamusi mo MIK.02.01- sx3amen 12
IIpomexyrounasi arrecramusi mo MAK.02.02- nudgdepeHunpoBaHHblii 3aueT

IIpome:xyToyHast arrecranus no IIM - 3k3aMeH KBaJIu(UKANMOHHBII 12
IIpomexyTounas arrecranms (Bcero): 24

Bcero ak.4acos: 648




3. YCJIIOBUA PEAJIM3ALINN ITPOT'PAMMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TpeOoBaHusi K MHHHMAJIBbHOMY MAaTEePHAJIbHO-TEXHUYECKOMY
o0ecrie4yeHNI0 MPO(ecCHOHATBLHOT0 MOIYJIsI

Peanuzamus mporpamMmbl  TTPO(PECCHOHATBLHOTO MOIYJSI TpeOyeT Haaudus
7a00paTOpuM  NPOrPaMMHBIX M IPOrPAMMHO-AINIAPATHBIX  CPEJICTB  3AIUTHI
uHbOpMaIK IS POBEACHUS 3aHATHH JIGKIIMOHHOTO THIIA, Ta00OPAaTOPHBIX 3aHITHUH,
MPAKTUYECKUX 3aHATHI, B TOM YHCJIE TPYIIOBBIX, NHIUBUAYAIbHBIX, MUCbMEHHBIX,
YCTHBIX KOHCYJIBTALIMI, TEKYLIErO0 KOHTPOJISL M IPOMEKYTOUHOM aTTeCTALNH.
JlabopaTopusi mMporpaMMHBIX W NPOrPaMMHO-ANNAPATHBIX CPEACTB 3alIUTHI
uHpopMauuu
O6opynoBaHue:

- pabouee MecTO MpenoaaBaTeis;

- CTIeIMAIIM3UPOBaHHAS MeOEeTb (CTOJIBI, CTYJIbS 10 KOJIMYECTBY 00yJaronuxcs);

- pabouune MecTa CTYJIEHTOB, 000pY0BaHHBIE MEPCOHAIBHBIMU KOMITBIOTEPAMH;

- TabopaTopHbIe Y4eOHbIE MAKETHI;

- AHTUBHUPYCHBIE TPOTPAMMHbBIE KOMILJIEKCHI;

- MporpaMMHoO-anmnapatHeie cpeactsa 3amuTbl nHpopmauuu ot HC/I, OnokupoBku
JOCTYIa U HapyUIEHUS UEI0CTHOCTH;

- TporpaMMHbBIE U TPOTPaMMHO-aNmnapaTHble CpeACTBa OOHApYKEHUs aTak
(BTOp€EHUI), MOMCKA YA3BUMOCTEMH;

- CPEACTBA YHUUTOKEHUSI OCTATOYHOW MH(DOpPMAILIMU B 3aIIOMUHAIOIINX YCTPOHUCTBAX;
- IPOTPAMMHBIE CPEJICTBA KpUNTOrPAPUUECKON 3aIUThl MH(DOpPMAIUH.

TexHuuecKue cpeacTBa 00yUeHUs:

- KoMIbIoTep (HOYTOYK);

- MYJIbTUMEIUUHBIN IPOEKTOP, IKPAH.

YueOHo-HATIISIIHBIE  TMOCOOMS:  IUIaKaThl, Y4eOHO-HAIJISAHBIE IOCOOUS,
oOecCreunBaIIMe TEeMaTUYeCKHe WIUTIOCTpalMu 1Mo  pabodeil  mporpamme
JVCLMIUIMHBI, B TOM YUCIIE, BUJIEO-ayANO0 MaTepHUaibl, KOMIbIOTEPHBIE MPE3EHTALIUH.

Kommbprotep w#MeeT A0CTYN K AJIEKTPOHHO-OMOIMOTEUHBIM CUCTEMAaM, BBIXO/T
B ro0anbHyl0 ceTb VIHTepHeT, OCHAllleH JUUEH3UOHHBIM MPOrpaMMHBIM
o0ecreyeHueM.

3.2. YueOHO-MeTOAMYEeCKOE U HH(POPMAIMOHHOE O0ecTeYeHne peau3anun
npogeccuoHaIBLHOr0 MOIYJIs

HopmaTuBHO-IpaBoOBbIE AKTHI

1. ®denepanbhbiii 3akoH ot 27 utonsg 2006 r. No 149-®3 «O06 unbopmanuu,
WHPOPMAITMOHHBIX TEXHOJOTUSAX W O 3ammre uHpopmammm». - Pexum gocryma:
http://www.consultant.ru/

2. ®enepanbHbiit 3akoH OT 27 utonsg 2006 r. Ne 152-®3 «O mepcoHaIbHbIX
IaHHBIX». - Pexxum poctyma: http://www.consultant.ru/

3. ®enepanbhblii 3akoH oT 27 nekadps 2002 r. Ne 184-03 «O TexHUUECKOM
perynupoBaHumny. - Pesxxum noctyma: http://www.consultant.ru/



4. ®enepanbubiii 3ak0H OT 4 mas 2011 r. Ne 99-®@3 «O nuiieH3UpOBaAHUU
OTJCJIBHBIX BUJIOB JIEATEIBHOCTHY. - PeskuM goctyma: http://www.consultant.ru/

5. ®enepanbubiii 3akoH OT 30 gekabps 2001 r. Ne 195-®3 «Komekc
Poccuiickoit ®denepany 00 aJIMUHUCTPATUBHBIX MPABOHAPYIICHHUSAX». - Pexkum
nocryma: http://www.consultant.ru/

6. VYka3 IIpesunenta Poccutickoit @eneparuu ot 16 aBrycra 2004 r. No 1085
«Bomnpocel denepanbHON CyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO». -
Pesxxum noctyna: http://www.consultant.ru/

7. VYxa3 IIpesunenta Poccuiickoit @enepanuu ot 6 mapta 1997 1. Ne 188 «O06
YTBEP)KICHUH TIEPEUYHS CBEIEHWN KOH(MHUICHIIMATBLHOTO XapakTepa». - Pexum
nocryma: http://www.consultant.ru/

8. VYxas IIpe3unenta Poccmiickoit deneparum ot 17 mapra 2008 r. Ne 351 «O
Mepax 1o odecreueHuro nHhopMalMoHHOM 6e3onacHocTH Poccuiickoit deneparuu npu
UCMOJIb30BAHUN HMH(POPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETEH MEXIyHapOIHOTO
uHpopManmoHHoro ooMeHay. - Pexxum moctyma: http://www.consultant.ru/

9. Tlonoxenue o cepTUdUKAIMKI CPEICTB 3aUTH HHGOPMAIIMH. Y TBEPKIACHO
nocraHoBiieHneM IIpaButensctBa Poccuiickoit @enepannu ot 26 uroHga 1995 r. Ne
608. - Pexxum noctyma: http://www.consultant.ru/

10. ITpukaz ®CTIK Poccuu ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O6
YTBEPXKJICHUH AJMHHHCTPATUBHOIO perameHTa @DenepanbHOM CIy>KObl  TIO
TEXHUYECKOMY U IKCIOPTHOMY KOHTPOJIIO MO MPEAOCTABICHUIO T'OCYIapCTBEHHOM
yCIYyTM 1O  JIMIEH3UPOBAHMUIO  JACSATEILHOCTA 1O  TEXHUYECKOW  3amure
KoHpuaeHuuanbHo wuHpopmanuu" (3apeructpupoBano B MuHiocte Poccun
09.08.2017 N 47722) - Pexxum nocrtyma: http://www.consultant.ru/

11. TIpukaz ®CTIK Poccun ot 12.07.2012 N 84 (pea. ot 20.05.2015) "OO6
YTBEPXKIECHUU AJMUHHUCTPATUBHOIO perjameHTa ®DenepanbHON CIyXObl 1O
TEXHUYECKOMY U IKCIOPTHOMY KOHTPOJIIO IO NPEAOCTABICHUIO T'OCYJIapCTBEHHOM
YCIIYTH TIO JIMIICH3UPOBAHUIO JICITEIILHOCTH 0 pa3paboTKe U MPOU3BOICTBY CPEJICTB
3aIuThl KOHGUAeHTMaIbHOU nHpopManuu" (3apeructpupoBano B Muntocte Poccun
20.08.2012 N 25220) - Pexxum moctyma: http://www.consultant.ru/

12. Tlpukaz DAIICHU ot 13 wurona 2001 r.Ne 152 «OO0 yTBepxkIeHUn
WHCTPYKIIMHM 00 OpraHu3aIuu 1 ooecreueHnn 0€301acHOCTH XpaHeH s, 00pabOTKH U
nepeadyd Mo KaHajaM CBSI3M C HCIOJIb30BAaHUEM CPEICTB KpUITOTpaduuecKon
3amuThl UHGOPMAIIMU C OTPaHUYEHHBIM JIOCTYIIOM, HE COJEpKalleil CBEICHMUI,
COCTaBJISFOIITUX rocy/1IapCTBEHHYO TaHY». - Pexum JOCTyTIA:
http://www.consultant.ru/

13. Ilpukaz ®Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O0 yTBepKIACHUU
[Tonoxxenuss o pa3pabOTKe, MPOU3BOJCTBE, peaM3allUd M  OAKCIUTyaTaluu
mUGPOBAIBbHBIX (KpUNITOrpaUyuecKnX) CPeACTB 3alluThl UHpopMamny. - Pexum
noctyna: http://www.consultant.ru/

14. TOCT P HCO/MBK 13335-1-2006 HHdpopmarmoHHass TEXHOJIOTHS.
Metonbl u cpenctBa obecrneuenus OezonmacHocTu. Yacts 1. Konnenuus u moaenu
MEHEKMEHTa 0€30MacCHOCTH HMH(POPMAIMOHHBIX ¥  TEJICKOMMYHUKAIIMOHHBIX
TexHoJoTHid. — Pexxum moctyma: http://docs.cntd.ru/

15. TOCT P UCO/MDK 27005-2010 UudopmanrionHasi TeXHONAOTHsI. MeToabl
U cpenctBa obecreueHus: 0e30macHOCTU. MeEHEIKMEHT pHUcKa HH()OpPMAMOHHON
6e3onacHoctu — Pesxxum nocrymna: http://docs.cntd.ru/



16. TOCT P UCO/M3K 27005-2010 UndopmannonHast TeXHOIOrus. MeToabl
u cpejactBa obecrieueHus: 6e3onacHocTd. Yacts 4. Beibop 3amuTHeIX Mep — Pexum
noctymna: http://docs.cntd.ru/

17.TOCT P UCO/MBK TO 13335-5-2006 MudopmaiioHHass TEXHOJIOTHS.
Metonbl u cpenctBa obecnedenus Oe3zonmacHoctH. Yacte 5. PykoBoacTBO 1O
MEHEPKMEHTY 0€30MacHOCTH ceTu. — Pexxum noctyna: http://docs.cntd.ru/

18.TOCT P MHCO/MBK 27002-2012 WudbopmalioHHass TEXHOJOTHS.
[IpakTyeckue mpaBuia ynpaieHUs UHPOPMAIMOHHON 0€30MacHOCThIO. — Pexum
nocryna: http://docs.cntd.ru/

19.TOCT P HCO/MBK 15408-1-2012 WuadopmanroHHAsS TEXHOJOTHSI.
MeTtonpl u cpenctBa obecriedeHus: 6ezonacHocTH. Kputepun oreHkn 06€30macHOCTH
nHpopMarimoHHbIX TexHosorui. Yacte 1. BBenenue u obmias mopaenb. — Pexum
noctymna: http://docs.cntd.ru/

20.TOCT P HCO/M3BK 15408-2-2013 WMudbopmarmonHass TEXHOJOTHS.
Metonasl u cpenctBa obecriedenust OezonacHocTu. Kpurepuu onieHkn 0e30macHOCTH
uHpopMaIMOHHBIX  TexHojorui. Yacte 2. DyHKIMOHANBHBIE TpeOOBaHUS
oe3omacHocTh. — Pexxum nocryna: http://docs.cntd.ru/

21.TOCT P HCO/M3BK 15408-3-2013 HWudbopmarmonHas TEXHOJOTHS.
Metonasl u cpenctBa obecriedenust OezonacHocTu. Kpurepuu oneHkn 0e30macHOCTH
uHdopMaImoHHbIX TexHoJoruid. Yacte 3. TpeboBaHus qoBepusi K O€30MaCHOCTH. —
Pexxum nocrtyna: http://docs.cntd.ru/

22.TOCT P 34.10-2012 "Undopmarmonnas TE€XHOJIOTHS.
Kpunrorpaduueckas 3amura nuapopmanuu. [Iponeccsl popMupoBaHusi U MPOBEPKU
AeKTpOHHOM 1udpoBoi nmoganucu". — Pexxum noctyna: http://docs.cntd.ru/

23.TOCT 34.311-95 HNudopmanmonnast TEXHOJIOTHS (1T).
Kpunrorpaduueckas 3anmra uHpopmanuu. OyHKUUS XAIMIMPOBaHUA (ayTEHTUYEH
I'OCT P 34.11-94). — Pesxum goctyma: http://docs.cntd.ru/

24. TOCT P 50922-2006 3ammra wundpopmanuu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperymuposanue, 2006. — Pexxum gocryna: http://docs.cntd.ru/

25.TOCT P 52069.0-2013 3ammra undopmanmu. CucTeMa CTaHIAPTOB.
OcHoBHbIe no1okeHus. Poccranmapr, 2013. — Pexxum goctyma: http://docs.cntd.ru/

26.TOCT P 51583-2014 3amwmra wunHbpopmaruu. Ilopsaok co3maHus
aBTOMATHU3UPOBAHHBIX CHUCTEM B 3alUIICHHOM HCIOJHEHUU. OOIMe MOI0KEHUS.
Poccrannapr, 2014. — Pexxum goctymna: http://docs.cntd.ru/

27.TOCT P 51624-2000 3ammurta wuHbopManuu. ABTOMaTU3UPOBAHHBIC
CUCTEMBI B 3alMIIEHHOM HcnoiaHeHuu. O6ume tpedoBanus. ['occrannapt Poccun,
2000. — Pexxum pocryna: http://docs.cntd.ru/

28.TOCT P 51275-2006 3ammura undopmanuu. OObEKT MH(POpMATH3ALIUM.
dakTopbl,  BO3AEHCTBytouMe  Ha  uHpopmamuio.  OOmme  MOJOXKEHHS.
Pocrexperynuposanue, 2006. — Pesxxum moctyma: http://docs.cntd.ru/

29.TOCT P 52447-2005 3ammra wuHpopManuu. TeXHHKA 3alUTHI
uHdopMaIuu.
Homenknatypa noka3ateneid kadectBa. PocrtexperymupoBanue, 2005. — Pexum
nocryma: http://docs.cntd.ru/

30.TOCT P 56103-2014 3ammra uHbopManuu. ABTOMAaTU3UPOBAHHBIC
CHUCTEMbl B 3alIUIIEHHOM HcHonHeHnu. OpraHuszanus U coaepkaHue padboT Mo
3alllMTe OT MPEJHAMEPEHHBIX CHIJIOBBIX 3JIEKTPOMArHUTHBIX BoO3AeicTBUU. OOIme



nosioxkenust. Poccrangapr, 2014. — Pexxum moctyna: http://docs.cntd.ru/

31.TOCT P 56115-2014 3amura wuHbopmanuu. ABTOMaTU3UPOBAHHBIC
CHUCTEMBI B 3allMIIICHHOM HCIONHEeHHU. CpeicTBa 3amluThl OT TpPETHAMEPEHHBIX
CHJIOBBIX JJICKTPOMArHUTHBIX Bo3nedcTBui. OOmue TtpeboBanusi. Poccranmapr,
2014. — Pexxum nocryma: http://docs.cntd.ru/

32.TOCT P HCO/MBK 15408-1-2012 WudbopmainmoHHass TEXHOJIOTHS.
MeTtonsl u cpenctBa obecriedeHusi 6e3onacHocT. Kputepuu oneHkn 0e30macHOCTH
nHpopMaImoHHbIX TexHosoruid. Yacts 1. BBenenue u obmas monens. Poccranmapr,
2012. — Pexxum moctyma: http://docs.cntd.ru/

33.TOCT P HCO/MDK 15408-2-2013 HWudopmaronHas TEXHOJOTHUS.
MeTtonpl u cpenctBa obecriedeHus: 6ezonacHocTH. Kputepun oreHkn 06€30macHOCTH
uH(popMaMOHHBIX  TexHoJoruid. Yacte 2. OyHKIMOHANBHBIE TpeOOBaHUSA
oe3onacHoctu (nmpsimoe npumenenue [ISO/IEC 15408-2:2008). Poccrannapr, 2013. —
Pexxum nocryna: http://docs.cntd.ru/

34.TOCT P 50922-2006 3ammra wundpopmanuu. OCHOBHBIE TEPMHUHBI U
onpenenenus. Pocrexperynmuposanue, 2006. — Pexum gocryna: http://docs.cntd.ru/

35.TOCT P 51275-2006 3ammra undopmainuu. OO0bekT HHGOPMATHU3AIUY.
®dakrTopbl,  BO3AcHCTByromme  Ha  uHbopmarmio.  OOmMe  MOJOKEHHUs.
Pocrexperynuposanue, 2006. — Pesxxum noctyma: http://docs.cntd.ru/

OcHoBHbIE yueOHbIE U3TaHMS

36. Unbun MLE. Kpunrorpaduueckas 3ammra uHbOpManuu B 00BEKTaX
uH(OPMAITMOHHONW MH(PACTPYKTYPHI : YUEOHUK IJISL CTYIl. YUPESXKICHUM cpei. mpod.
oOpazoBanust / M.E. Unbun, T.U. Kanunkuna, B.H. IlpxeropauHckuii; non pen.
B.H. Ilpxeropmunckoro. - 1-¢ u3a. - M. : U3narenbckuit meHTp «Akagemus», 2022,
— 288 c. B mep. ISBN 978-5-4468-8717-0

37. Kazapun, O. B. IIporpamMmHo-anmnapaTHbIe cpencTaa 3aIUTHI
uHbopMaIuu. 3ammra TpOrpaMMHOTO OOecTeueHus . Y4eOHUK W TPaKTHKYM IS
cpeadero npodeccuonanpHoro obpazosanusi / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : MsparensctBo  FOpaiit, 2022.— 312c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-13221-2. — Texkcr : anextponnsiit // OBC IOpaiit
[caiiT]. — URL.: https://urait.ru

38. OpranmzaiiuoHHOE W TpaBOBOe  obOecrmedyeHne  HUHPOPMAIMOHHOM
0e30omacHOCTH : Y4YEOHMK U TPAKTUKYyM JJis CpeaHero mpodecCHOHATBHOTO
oopazoBanusi / T. A. [lomsikoBa, A. A. Ctpensuos, C.I'. UyOykoBa, B. A. Huecos ;
orBeTcTBeHHbI  pemakrop 1. A. [lonskoBa, A. A. CtpensuoB. — Mocksa :
M3natensctBo IOpaiit, 2022. — 325 c. — (IIpodeccuonanbHoe oOpazoBaHuE). —
ISBN 978-5-534-00843-2. — Tekct : anexktponssii / OBC IOpaiit [caiiT]. —
URL: https://urait.ru

39. benoB E.b. OpranuzaiinoHHO-TIpaBOBOE oOecnedeHrne HUHPOPMalUOHHOMI
6e3onacHocTu / yuel. mocoOue i CTyA. YUpeKIeHui cpen. npod. odpazoBanust /
E.b. benog, B.H. Ilpxxeropiaunckuii. - 2-e uza., ucnp. u gom. - M. : U3gaTensckuit
neHTp «Akagemusi», 2022. — 336 c. B nep. ISBN 978-5-4468-8456-8

40. BuykoB, A.A. OcHoBbl HH(POpPMAIIMOHHONW O€30MacHOCTU:  3alluTa
uHpOpMaInK : yadeOHOe mocodue I CpeHero mpodeccuoHaIsHOro 0opasoBanus /
A. A. BaykoB. — 3-¢ u3n., mepepab. u gom. — Mocksa : M3marensctBo FOpaiiT,



2022. — 161 c. — (IIpoeccuonansuoe odpazopanue). — ISBN 978-5-534-13948-8.
— Tekcrt : anexkrponnslii // DbC HOpaiir [caiit]. — URL: https://urait.ru

41. KoctpoB b.B. Cetu u cucremsl nepegaun undopmanuu : yueoHuk/ b.B.
Koctpos, B.H. Pyukun : (2-¢ w3g.) (B omexkrponHoMm ¢dopmare) 2022,
https://academia-library.ru

42. byonor A.A. Texaudeckas 3ammura uHPopManmuu B 00BEKTax
UHPOPMAITMOHHON MHPPACTPYKTYPHI : YICOHUK IS CTYJ. YIPEKACHUN cpel. mpod.
obOpazoBanus / A.A. byonos, B.H. ITpxeropmuuckuii, K.1O. ®omuna; mox pea. B.H.
[Ip>xeropmuuckoro.- 1-e u3za. - M. : U3parenbckuit meHTp «Akagemusiy, 2022, — 272
c. B mep. ISBN 978-5-4468-8718-7

43. byonoB A.A. OcHOBbl WH(GOPMAITMOHHONW O€30MacHOCTH : y4eOHUK s
CTyHd. yupexaeHudl cpea. mnpod. obpazoBanus / A.A. byOunos, B.H.
[Tpxxeropmuuckuii, O.A. CaBUHKWH. - 3-¢ W31d., cTep. - M. : M3gaTenbckuii 1EeHTp
«Axanemusn», 2020. — 256 c. B nep. ISBN 978-5-4468-8682-1

I[OHOJIHI/ITCJ'IBHBIC y‘-ICﬁHbIe H3TaHUA

44, CnennanbHble TpeOOBaHMS M PEKOMEHJALMHU IO TEXHUYECKOM 3aluTe
KOH(HIEHIIMATIEHON uHbopMaIu (CTP-K). Y TBepKICHBI MIPUKa30M
['ocrexkomuccun  Poccum ot 30 asrycta 2002 r. Ne 282.
http://www.rfcmd.ru/sphider/docs/InfoSec/RD_FSTEK _requirements.htm

45. TpebGoBanus o 3amute HHGOPMAIIMU, HE COCTABJISIONICH TOCYAapCTBEHHYIO
TallHy, cojAepXauleiici B TOCYJapCTBEHHbIX HWH(MOPMALMOHHBIX CHUCTEMax.
YrBepxaensl npukazoM @CTIK Poccum ot 11 ¢epans 2013 r. Ne 17. — Pexxum
nocryma: http://www.consultant.ru/

46. TpeboBanwust 0 3amuTe HHPOPMAIMK, COAEpKAIICHCS B HHPOPMAITHOHHBIX
cucTeMax oOImiero noib3oBanus. Y TBepxkaeHbl npukazamu OCb Poccun u ®CTOK
Poccum ot 31 aBrycta 2010 r. Ne 416/489. — Pexum JIOCTyMa:
http://www.consultant.ru/

47. TpeboBanusi K cuUCTeMaM OOHApY>KEHUS BTOPKEHUW. YTBEPHKICHbI
npukazom PCTIOK Poccum ot 6 mexadbpst 2011 r. No 638. - Pexum nocryma:
https://fstec.ru/

48. PykoBomsmuii - 1okyMeHT. ['eomHdopmanmoHHble CHUCTEMBI. 3amuTa
uH(OpMalUu OT HECAHKIMOHMPOBAHHOTO JIOCTyna. TpeboBaHus MO 3alIuTe
unpopmaruu. YtBepxkaen @OCTIK Poccumn, 2008. — Pexum nocrymna:
http://docs.cntd.ru/

49. PykoBogsuil TOKyMEHT. 3aluTa OT HECAHKIMOHUPOBAHHOIO JOCTYIA K
uHpopmanuu. Yacts 2. [Iporpammuoe obecniedeHre 0a30BbIX CUCTEM BBOJA-BbIBOAA
NEPCOHANIBHBIX 3JIEKTPOHHO-BBIYUCIUTENbHBIX MaluH. Knaccudukaius mo ypoBHIO
KOHTPOJISI OTCYTCTBHSI HEIEKIApUPOBAHHBIX BO3MOXXHOCTe. YTBepxkiaen PCTIOK
Poccuu 10 okts16ps 2007 r. — Pesxum mocrtyma: http://docs.cntd.ru/

50. TpeboBanus o0 3amure UHPOPMAIIUU, HE COCTABJISIONIEH TOCYAAPCTBEHHYIO
TallHy, CcoOJAepXalleicss B TOCYJAapCTBEHHbIX HH(POPMAIMOHHBIX  CHCTEMAaX.
VYreepxkaensl npukazom ®CTOK Poccun ot 11 despans 2013 r. Ne 17. - Pexxum
nocryma: http://www.consultant.ru/

51. Mepsl 3amuThl WHDOpPMAIMU B TOCYJAPCTBEHHBIX WH(HOPMAIIMOHHBIX
cucremax. YtepxaeHol ®CTOK Poccun 11 derpans 2014 r. - Pexxum mgoctymna:



http://www.consultant.ru/
http://www.consultant.ru/

http://www.consultant.ru/

52. MeTtonuka OnpeAesieHnsl aKTyallbHbIX YyTpo3 0€30MacHOCTH MEePCOHAIBHBIX
JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX.
VYreepxaena @OCTIK Poccum 14 deBpans 2008 1. — Pexum pocryna:
http://www.consultant.ru/

53. CoctaB M cojepxaHUE OPraHU3AIMOHHBIX U TEXHUYECKUX Mep IO
oOecrieyeHn0 0O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B
WHOOPMAITMOHHBIX CHUCTEMaxX TEPCOHAIBHBIX JaHHBIX. YTBEPXKICHBI IPHKA30M
®CTOK Poccun ot 18 despans 2013 r. Ne 21. - Pexum pgocryma:
http://www.consultant.ru/

HNuTepHer-pecypcsnl
54. Caiit xypHana MupopmannoHHas Oe3omacHOCTh - Pexum pocryna:
http://www.itsec.ru

55. CmpaBouno-npaBoBasi cucrema «Koncynerant Ilmocy - Pexum
noctyna: http://www.consultant.ru/

56. CmpaBouHno-npaBoBasi cucrema «lapant» - Pexum pocryna:
http://www.garant.ru/

S57. ®enepanbublii  moptan.  Poccuiickoe  oOpa3zoBanue. -  Pexum

nocryma:http://www.edu.ru

MeToauueckue  yka3aHusi I OOydYalomUXCs 1O  OCBOEHHUIO
Npo¢ecCHOHATBHOI0 MOAYJIA
58. Meronuueckne yKazaHUS I OOYYAIOIMIUXCS 10  BBIMOJHEHUIO
MPaKTUYECKUX palOT.
59. Meronnueckue yka3zaHus 11 00YYArONIUXCs IO BBITOTHCHUIO 3aTaHUN
CaMOCTOSATEIIbHON paOOTHI.
60. Meroauueckue yKazaHUs I8 OOY4YalOIIMXCA TI0  BBITIOJHEHUIO
1abopaTopHBIX paboT.
61. Metoanyeckue peKOMEHAIUK 10 TTOJATOTOBKE M 3aIUTe KYPCOBBIX padoT
(IpOeKTOB).
62. MeTonuueckue yka3aHus MO BHIMOJHEHUIO 3a/IaHUM MTPAKTUKH.

3.3. O01mme TpeOOBAHUA K OPraHU3alNH 00Pa30BaTeJIbHOIO Npolecca

[Tpu peanuzanuu KOMIIETEHTHOCTHOTO MoIX01a nporpaMmMa
po(hecCHOHATFHOTO MOAYJIS MIPEIyCMaTPUBAET UCIIOJIB30BAaHUE B 00pa30BaTEILHOM
MPOIECCe AKTUBHBIX M WHTEPAKTHBHBIX (HOPM TPOBEACHUS 3aHATUH (IPUMEHEHUE
DIIEKTPOHHBIX 00pa30BaTEIBHBIX PECYpPCOB, ICIOBHIX HUIP, pa3zdbopa KOHKPETHBIX
CUTyaIlul, MCUXOJOTHYECKUX TPEHUHTOB, TPYIMOBBIX IUCKYCCHI) B COUYETaHUH C
BHEAYJAUTOPHON  pabotod ansa  (QopMupoBaHWs ©  pa3BUTHUS  OOIMMX U
poecCHOHANBHBIX KOMITETCHIINN 00yYaromuXCsl.

Peanuzanusi npakTU4EeCKMX 3aHSATHI OCYIIECTBIISIETCS HEMOCPEICTBEHHO B
[IITK CI'TY umenu I'arapuna 10.A.

OOpazoBarenbHast JAEATENBHOCTh B (OpME MPAKTUYECKOM TMOATOTOBKHU
oprannzoBana mnpu peanusamuu MJIK 02.01 I[IporpamMmubie ¥ OpOrpaMMHO-
anmapaTHble cpenctBa 3amuTel uHpopmarmu, MJIK 02.02 Kpunrtorpaduueckue


http://www.consultant.ru/
http://www.edu.ru/

CpeICTBa 3alIUThl HHPOpPMAINK, YUeOHOW MPAKTHKHU, MPOU3BOJICTBEHHON MPAKTUKH,
MPETYCMOTPEHHBIX YYECOHBIM IIJIAHOM CJIETYIOIIUM 00pa3oM:

— npu peamuzanuu MJIK 02.01 IIporpammHbie U NpoOTrpaMMHO-aNapaTHbIe
cpeactna 3ammThl nHGopmaruu, MJIK 02.02 Kpunrorpaduueckue cpeacTBa 3allUuThI
uHopMaIMU TpaKkTUYeCKas TMOATrOTOBKAa OpraHu3yercs TIMyTeM MpOBEJICHUS
OPAKTHUECKUX  3aHATUN, MPEIyCMATPUBAIOIIMX ydacTHe OOydJarommxcsi B
BBIIIOJIHEHUH  OTAENBHBIX  3JEMEHTOB  paboT, CBS3aHHBIX C  Oy;yuien
po(hecCHOHANBHOM e TEIbHOCTBIO;

— MpU NPOBEAEHUU MPAKTUKHU NPAKTUYECKAS MOATOTOBKA OPTaHU3YETCS MIyTEM
HEIMOCPE/ICTBEHHOTO BBIMOJIHEHUSI O0YYaIOIMMHUCS OMPEJEICHHBIX BHJIOB padoT,
CBSI3aHHBIX C Oyy1el MpodecCHOHATBHOMN AESITEIbHOCTHIO.

VYyebnas npaktuka npoogutcs Ha 6aze [IIIK CI'TY umenu IMarapuna HO.A.

[Ipon3BoACTBEHHAs] MPAaKTUKAa MPOBOAUTCA B OpraHU3AlUAX, HANpaBJICHUE
JESATEIIBHOCTH KOTOPBIX COOTBETCTBYET MPOQUI0 MOATOTOBKM OO0yYarOIIUXCs.
[Ipon3BoACTBEHHAs] MpPAaKTUKa  MPOBOAMUTCS KOHIIEHTPUPOBAHO MO 3aBEPILICHUU
ocBoenusi MJIK 02.01 ITporpammubIe ¥ MPOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIIUTHI
unpopmarnu, MJIK 02.02 Kpuntorpaduueckue cpeactsa 3aiuTbl HHPOPMAIIIH.

@opMbI  TTPOBENECHHUS KOHCYJbTAMM JUisi  0OydYarouuxcsi: TpyIIIOBBIE,
WHJMBUAYaJIbHbIC, TUCbMEHHBIE, YCTHBIE.

[IporpamMma mpodeccnoHampHOTO MOAYJS peanu3yercs B 5-7 cemectpax 3-4
Kypca 00ydeHusi. OCBOCHHIO MPOPECCUOHATBHOIO MOYJIS JOJDKHO MPEANIECTBOBATh
uzydenue yueOnbix qucruruind: EH.01 Maremaruka, EH.02 NUudopmatuka, OI1.01
OcHoBeiHGOpManMoHHoit  Oe3omacHoctu, OI1.02  OpranuzaioHHO-TIPABOBOE
obecnieueHue nHpopmaruornHoit 6e3onacHoctu, OI1.03 OCHOBBI aNTOPUTMU3AIIUNA H
nporpammupoBanusi, OI1.04 Onektponuka u cxemorexHuka, OIL.07TexHuueckue
cpenctBa uHpopmaruzanmu, OIL.08 Wmxenepnas rpaduka, OIL.09 Texnomoruu
pOTrpaMMHUPOBAHUSL.

3.4. KagpoBoe obecrieueHne 00pa3oBaTeIbHOTO Mpolecca

TpeboBanus k KBaM(UKAIMK TEJarorMUYeCKUX KaJIpoB, 00eCTICUMBAIOIINX
oOy4deHue 1o MEXKTUCHUILTMHAPHBIM Kypcam, y4eOHOM MPaKTHUKE,
MIPOU3BOJICTBEHHOMN MTPAKTUKE:

- HaJM4Me BBICHIEr0 NMPOPECCHOHATBHOIO 00pa30BaHMS, COOTBETCTBYIOIIETO
npoQuIII0 MpernogaBaeMoro MoayJs;

- HaJuMyue ONbITa JEITEJIBHOCTM B OpPraHU3alUAX COOTBETCTBYIONICH
npodeccruoHanbHoM chephl;

- TOJy4YeHHUE JIOMOJHUTEIHLHOTO MPO(PECCHOHATBEHOTO O00pa30BaHUS II0
mporpaMmaM TOBBINIEHUS KBadU(UKAIMK, B TOM YHCJIE€ B (OpME CTaXUPOBKU B
poHIIBHBIX OpraHu3aIusax He pexe | pasza B 3 roja.



4.

IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Kpurepum
pe3yJbTaTOB 00yUeHUsI

OLICHKH, (opMbI

H METOABbI

KOHTPOJIb MU OHLIEHKA PE3YJBTATOB OCBOEHUA

KOHTPOJII M OLHECHKH

Koa, HaumMeHOBaHHe

@®opMbI U METOBI
KOHTPOJISl M OlleHKH
pe3yJbTaToB 00y4YeHust

npogeccnoHaJIbHbIX Kpurtepuu ouenku
KOMIIeTeHIN
1K 2.1OcyuiecTBisaTh - YCTaHOBKa 51 HaCTpOMKa
YCTAHOBKY M HACTPOMKY | IPOrpaMMHBIX  CPEICTB  3allUThI
OTJIENIbHBIX uH(pOpMaIHH;
IPOTrPaMMHBIX, - I[pUMEHEHHE HPOTPaMMHBIX H
IPOrpaMMHO-AINAPATHBIX | IPOTrPAMMHO-ANIAPATHBIX CPEICTB
CpeACTB 3aLIUTHI | 3aIUTHl HH(pOpMaLuH;
uH(pOpMaLIUU.
1K 2.2006ecneunBarhb - YCTaHOBKa 51 HacCTpOMKa
3alUTy HMH(OpPMaluu B | IPOTPAMMHBIX ~ CPEACTB  3alIUTHI
ABTOMATHU3UPOBAHHBIX nH(pOpMAIIHH;
cucTeMax  OTJEJbHBIMU | - YCTaHOBKAa M HAcTpOWKa CpeIcTBa
IPOTPaMMHBIMH, AHTUBUPYCHOMU 3aIUTHI B
IpOTrpaMMHO- COOTBETCTBUM C  IPEAbSIBISIEMbIMU
anmnapaTHbIMU TpeOOBaHUSAMU;
CpeICTBAaMHU.
1K 2.3OcyuiecTBisth - TECTUPOBAHUE GbyHKIUH
TeCTUpOBaHUE  (DYHKIMHA | MpOrpaMMHO-aNnapaTHBIX CpeACTB
OTJIENbHBIX MPOTPAMMHBIX | 3aIUTHI HH()OPMALINK;
" OPOTPaMMHO- | - JIMarHOCTHKA TPOTPaMMHBIX H
anmnapaTHbIX CPEICTB | IPOrpaMMHO-aIapaTHbIX CpEICTB
3alUThI UH(OPMAIIHH. 3alIUThl UH(OPMAIIUH;
- yCTpaHEHHE OTKa30B u
BOCCTAaHOBJICHHE pabOTOCHOCOOHOCTH
MPOrPaMMHBIX U IPOrpaMMHO-
anmapaTHbIX CpeACTB 3aIUThI
nH(popManuy;
I1K 2.40OcyuiecTBiATh - XpaHeHHe U Tnepegada uH(popmarum,
00paboTKy, XpaHEHHE WU | UIsl KOTOPOM YCTAHOBJIEH PEXUM

nepeaayy  uHpopManuu
OTpaHUYEHHOTO0 JIOCTYTA.

KOH(HIEHIIMATbHOCTH;
- MpOBEpKa BBIMIOJIHEHUS TpeOOBaHUI
no  3amuTre  UHOpMAIMM  OT

HECaHKIIMOHUPOBAHHOTO JOCTYyMa MPH
aTTecTaluu 00BEKTOB
nHpopMaTHU3aM 1O TPEOOBAHUSIM
Oe3omacHOCTH UH(pOpMAIIHH;

- HCIIOJIb30BaHUE THUTIOBBIX
MPOrPaMMHBIX  KpUNTOrpauuecKux
CPEICTB, B TOM YHUCIJIE 3JIEKTPOHHOMN
TIOANNCH;

IIK 2.5 YHuuroxars
UHPOPMALIMIO U HOCUTEIIN

uHpopmarun c
HUCIIOJIB30BAHUEM
IPOTPaMMHBIX u

MIPOTPAMMHO-AIIAPATHBIX

- yder, o0OpaboTKa, XpaHEHHE U
nepenaya uHGOpManuH, IITKOTOPOI
YCTaHOBJICH pPeKHM
KOH(UIEHITMATEHOCTH;

- YCTaHOBKA, HACTPOWKa, MPUMEHEHUE
MIPOTPAMMHBIX u IPOrPaMMHO-

Texymuil KOHTPOJIb
yCIIEBAEMOCTH:

- OIIPOC YCTHBIN
(bpoHTaNBHBIN);

- BBITNIOJTHEHUE
MPAKTHYECKON pabOThI
(uHnuBUYyanbHas popMa
paboThI);

- 3amuTa pedeparos

- cobeceroBaHMe 10
pe3yJibTaTaM BBIIIOJHEHHOMN
paboTHI;

- HaOJII0IEHHE 32 TIPOIECCOM
BBITIOJTHEHHUS 3a/1aHUH;

- IEMOHCTpAIHs
BBITTOJIHEHUS BUJIOB padoT
MPAKTUKH;

- BBIMOJIHEHUE MUCbMEHHOMN
pabots! "OTtuer no
IpaKTHKE".

MexcecCuoHHas aTTecTalus
— TCCTUPOBAHHE.

[Ipomexyrounas
arrecranusa mo MJ[K.02.01
, MIIK.02.02 B dhopme
Qg epeHIIMPOBAHHOTO
3ayeTa.

IIpomexyrounas
arrecrauus no YI11.02.01 B
dbopme

g depeHIIMPOBAaHHOTO
3ayera. [IpomexyTouHas
aTTecTanus 1o

[1I1.02.01B popme

g depeHIIMPOBAaHHOTO
3ayera.

[Ipomexxyrounas
arrectauus o [IM.02 B
dhopme 3K3amMeHa
KBaJTM(UKAIITOHHOTO.




CPEJICTB. anmnapaTHbIX CpEICTB 3aIUTHI
uH(pOpMAIHH;
I[IK 2.6 OcyuiecTBisiTh - OCYUIECTBJIICHUE MOHHUTOpPHHIa U
PETHCTPALIMI0  OCHOBHBIX | PErHCTpalus CBEJICHU,
COOBITUI B | HEOOXOIUMBIX JUIS 3allUThl 0OHEKTOB
ABTOMAaTU3UPOBAHHBIX nHpopMaTU3aMA, B TOM YHCIE C
(uHpOPMAIIOHHBIX ) UCIIOJIb30BAaHUEM  NIPOrPpaMMHBIX U
CHUCTEMax, B TOM YHCJI€ C | IPOrpaMMHO-aIMapaTHbIX CpElCTB
HCIIOJIb30BaHUEM OOHapyXeHHs, NPEIyNpexIeHUs U
MIPOTrpaMMHBIX U | JIUKBUJIALIUU MOCJIE/ICTBUM
MPOrPaMMHO-AINAPATHBIX | KOMIIBIOTEPHBIX aTaK
CpeacTB  OOHapyXeHus,
NpeayNpeKICHUS u
JUKBUJIAIIUU TIOCIIEICTBUN
KOMITHIOTEPHBIX aTak.
Koa, HanmeHnoBanme o0mmx Kputepumn ounenku ®opMbI U METObI
KOMIeTeH Uit KOHTPOJISI ¥ OLIEeHKH
pe3yJabTaToB 00y4eHHsI
OK 01.BsiOupars  crocoOsl |- pacro3HaBaHue 3a1a4 B| Tekymuii KOHTPOJIb
peteHus 3a1a4 | podecCuoHaIbHOM W/WIHM | yCTIEBAEMOCTH::
npodeccuoHanbHOM COIMAIILHOM KOHTEKCTE; - OIIPOC YCTHBIN
JIeATEIIbHOCTH, - pacnozHaBanue  mpoOieM  B| ((pOHTAIBHBIN);
MPUMEHUTEIHHO K |1podhecCHOHATEHOM W/WIK | - BBITIOJTHEHHE MPAKTUYECKOU

PAa3IMYHBIM KOHTCKCTaM.

COIMAILHOM KOHTEKCTE;
- QaHANM3 331a491 W/UITU TIPOOIIEMBI,

- BBIIEJICHHME  COCTABHBIX YacTei
3a/1auk W/UITH IPOOIIEMBI;

- ONpEeNeNieHUue 3TaroB
3a/1a4u;

- BBISIBJICHHC uHpOpMaITUH,
HEOOXOAMMOM U1l pelleHus 3a/lauu
W/WITH TIPOOIIEMBI,

- ocymectBieHHe 3P eKTUBHOrO
novcka uWH(popMaImu, HeoOX0oauMOon
JUIL  pellieHus  3ajaud WM
poOJIEMBI,

- pa3paboTka  MIaHa  JICWCTBUS
pelleHns 3a/1a41 W/WJIH TIPOOJIEMBI;

- ompeneneHue HEOOXOTMMBIX
PECYpPCOB ISl PEICHHs 3a/1a491 W/TH
npo0IIeMBbI;

- BIIAJICHUE aKTYaJbHBIMH METOJIAMHU
paboTel B Mpo(hecCHOHATBHOM U
CMEXHBIX cepax;

- peanu3anys COCTaBJIEHHOTO IUIAHA,;

- OLIEHKA pe3yJibTaTa | MOCIIeICTBUI
CBOMX JICUCTBUI (CaMOCTOSITENTHHO
WJIH C TIOMOIITHIO HACTABHUKA).

pereHus

OK 02.Ocy11ecTBasiTh OUCK,
aHaM3 H  HMHTEPIPETAIIIO
uH(popManuu, HeoOX0IUMO
JUIE  BBITIOJTHEHUS  3ajad
npohecCHOHATBLHOM
JIeSITETTHHOCTH.

- OmpeneJeHWE 3aJad  TOHCKa
nHpopManuu, HEOOXOIUMBIX
MCTOYHHUKOB MH(POPMALIUY;

- IJIJAHUPOBAHUE IpoIlecca IMOUCKa
HeoOxomuMoi nHpopmanmm;

- OCYIIIECTBIICHUE ITOMCKAa

paboThl (MHAUBUyaTbHAS
¢dopma paboThI);

- 3a1uTa pedepaTton

- co0eceioBaHME IO
pe3yJibTaTaM BBIIIOJHEHHOMN
paboThI;

- HaOJI0IeHKE 3a TIPOIECCOM
BBITTOJIHECHUS 33 JTaHHIA;

- IEMOHCTpAIHS
BBITIOJTHEHUSI BUIOB paboT
MPAKTUKH;

- BBIITOJTHEHUE TMCHMEHHOM
pabotsl "OT1uer 1o
IpaKTuKe".

MexceccuoHHas aTTecTalus
— TCCTUPOBAHHE.

[Ipomexxyrounas
arrecranusa mo MJIK.02.01 ,
MJIK.02.02 B popme

Qg epeHIIMPOBAHHOTO
3ayeTa.

IIpomexyrounas
arrecrauus no YI11.02.01 B
dbopme
nudepeHITMPOBaHHOTO
3audera. [Ipomexxyrounas
aTTecTalus 1o

[11.02.018 dopme
nudepeHITMPOBaHHOTO




WH(POPMAITUUHEOOX O TUMOM TSI
BBIIOIHEHHUS 3a71a4
npodeccHnoHaAIbHOM JIeATEIIBHOCTH;
- MIPOBEJICHUE aHajm3a
nHpopManuu, HEOOXOIUMOH IS
BBIIOIHEHUS 3a71a4
podeccHnoHaATbHOM IeATEIIBHOCTH;
- OCYIIECTBICHHE HWHTEPIPETAINH
nHpopManuu, HEOOXOIUMOH IS
BBIIOIHEHUS 3a71a4
podeccHoHaAIbHOM IeATEIIBHOCTH;
- CTPYKTYPUPOBAHHUE MOJIYYaEMOU
nH(popManuu;

- BBIJCICHUE HauOOJIee 3HAUYMMOMN
B IIepeuHe MH(POPMAIUH;

- OLICHKA IIPAaKTUYECKON
3HaYMMOCTH Pe3yJbTaTOB IIOMCKA,;
- odopmiieHre pe3yabTaToOB
TIONCKA.
OK 03.IlnanupoBarb U | - IJJAaHUPOBaHUE COOCTBEHHOTO
peaan30BbIBaTh COOCTBEHHOE | NPO(ECCHOHAIBHOIO PAa3BUTHS;
npodeccnoHaIbHOe U |- TOCTpOEHHE TPaeKTOPUHU

JIMYHOCTHOC pa3BUTHUC.

COOCTBEHHOTO HpO(l)CCCI/IOHaJ'IbHOFO
1 JIMYHOCTHOI'O pa3BUTHA,

- peamm3anus COOCTBEHHOTO
po¢eCCuOHAIBHOTO "
JIMYHOCTHOTO PA3BUTHUS;
- OIpeleNeHHe  aKTyaJlbHOCTH
HOPMAaTHBHO-TIPABOBO
JOKYMEHTAIU1 B
poecCHOHAIbHON 1€ TEIbHOCTH.
OK 04.PaboraTh B|- OpraHu3anus paboThI
KOJUJIKTMBE M KOMaHJe, | KOJUIEKTHBA M KOMaH/Ibl;
3¢ (HeKTUBHO - 3¢ pexTUBHOE B3aMMOJEHCTBHUE C
B3aMMO/IEHICTBOBATh C | KOJIJIEraMH, pyKOBOJICTBOM;
KOJUIETaMH, PYKOBOJCTBOM, | - 3()()€KTHBHOE B3aMMOJEUCTBUE C
KJIMEHTaMHU. KJIMEHTaMHU.
OK 05.0cy1iecTBisTh - TpPaMOTHOE H3JI0)KEHUE CBOUX
YCTHYI0O W IIMCBMEHHYIO | MBICJIEH HAa  TOCYJapCTBEHHOM
KOMMYHHUKAITHIO Ha | SI3bIKE C YYEeTOM OCOOEHHOCTEH
TOCYIapCTBEHHOM  SI3bIKE C | COUMAIBHOIO U KYJIbTYPHOI'O
Y4EeTOM 0COOEHHOCTEHN | KOHTEKCTA,
COLIMAJIBHOTO U KYJIBbTYPHOIO |-  IPaBUIBHOE oopmienue
KOHTEKCTa. JIOKYMEHTOB IO NMpOo(ecCHOHAIbHON
TEMaTUKE Ha  TOCYJapCTBEHHOM
S3BIKE.
OK 06.1IposiBnsATH - TNOHUMAaHHWE 3HAYUMOCTb CBOEU
rpa)KAaHCKO- CHEIHaIbHOCTH;
NaTPUOTHYECKYIO TO3MIHIO, | - ONHCAaHME 3HAYUMOCTH CBOEH
JEMOHCTPUPOBATh CHEIHAIbHOCTH;
OCO3HAHHOE IIOBEIECHUE Ha | - IIPE3EHTALNS CTPYKTYPBI
OCHOBE TPaJAULIMOHHBIX | MPO(ECCHOHAIBHON AesTeNbHOCTH
00I11eYeTOBEYECKUX 10 CTIELUAIBbHOCTH;
LIEHHOCTEH, MPUMEHATD | - MPOsIBIICHUE IpaxaaHCKO-

CTaHJ1apThl

MMATPUOTUYECKON NTO3ULINH;

3ayera.

IIpomexyrounas
arrecrauua no IIM.02 B
dhopme dK3aMeHa
KBaJTH(PHKAIIMOHHOTO.




AHTUKOPPYIMLUHUOHHOTO - JIeMOHCTpaIus OCO3HAHHOTO
IOBE/ICHUS. IIOBE/ICHUS Ha OCHOBE
TpaIULIUOHHBIX
00111e4€eI0BEUECKUX LIEHHOCTEH;
- IpUMEHEHHue CTaH/IapTOB
AHTUKOPPYINILMOHHOI'O IOBE/ICHUS.
OK 07.CopneiicTBOBaThH - coZeiicTBHE COXPaHEHUIO
COXPAaHEHHIO  OKPYXKAIOLIEH | OKPYKAIOIIEH Cpelbl;
Cpelbl, pecypcocOepekeHuro, | - coziercTBre
3¢ (hEeKTUBHO JIEHCTBOBATh B | PECYpPCOCOEPEIKEHUIO;
Ype3BhIYAITHBIX CUTYAIUX. - ocymectBieHre 3IPPEKTUBHBIX
JNENCTBUN B YpE3BbIYANHBIX
CUTYaIUsIX;
- coOnrofieHue HOpM
9KOJIOTHUECKOM 0€30MacHOCTH;
- ONpeAclICHWE  HaIpaBJICHUHN
pecypcocOepexxeHuss B paMKax

poecCHOHATLHON  JIeATEIIBHOCTH
10 CIEIHATBHOCTH

OK 08.HUcmonp30Barh

- HCIOJb30BaHUE (DU3KYJIBTYPHO-

cpeacTBa ¢u3nueckoil | 0310POBUTEIIBHON  JEATENbHOCTU
KYJIBTYpbI JUIl COXPAHEHUS U | JUIsl YKpEeTIeHUS 3J10pOBbBS,
YKpEIUIEHUs1 ~ 37I0pOBbS B | JOCTHXKCHMS KHU3HEHHBIX U
nporecce poheCCHOHATTBHBIX LIEJEH;
npodeccuoHaIbHON - IpPUMEHEHHE  PaAlMOHAJIBHBIX
JeSITeIbBHOCTH U | IPUEMOB JIBUTaTeNIbHbIX (YHKIMH
noJiep>KaHusl HeOOXOUMOTO | B npogeccuoHalIbHON
YpOBHS buznuecKoil | 1eATeIbHOCTH;
MOATOTOBJIEHHOCTH. - HCIIOJIb30BaHHE CPEICTB
NpoQUIAKTUKU  [EepEHANPSKEHUS
XapaKTepHbIMU TUISL JTAHHOU
CHEIMAIbHOCTH
OK 09.Hcnonb3oBath - IIPUMEHEHHE CPEICTB
MH(pOpMallMOHHbIE MH(OPMALIMOHHBIX TEXHOJIOTHH
TEXHOJIOTHH B | AN peleHus NpodecCHOHAIBHBIX
npodeCcCuOHATIbHON 3a/1a4;
JESATEIIBHOCTH. - HCIIOJIb30BAHUE COBPEMEHHOIO

MPOTPaMMHOTO 00€CTIeUeHUS

OK 10.TTons30BaThCA

npodeCCHOHATBHON
JOKyMEHTaIuei Ha
rocy1apCTBEHHOM "

HHOCTPAaHHOM A3bIKaX.

- T[OHUMaHHWe OOIIEro CMbICIa
YETKO IIPONU3HCCCHHBIX
BBICKA3bIBAaHUI HA U3BECTHBIE TEMbI
(mpodeccroHanbHbBIE U OBITOBBIE);

- TIOHMMAaHHE TEeKCTa Ha 0a30BbIE
npo¢eCCuOHATBHBIC TEMBI;

- ydactue B JHajorax Ha
3HAKOMEIE oo1me u
npodeccroHanbHbBIE TEMBI,

- MTOCTPOCHHE MPOCTHIX

BbICKa3bIBaHUIl 0 cebe W O cBoei
po(eCCHOHATILHOMN 1EATEIbHOCTH;
- KpaTkoe OOOCHOBaHHE u
00BsICHEHNE CBOUX  JIEWCTBHUI
(TeKyLIUX U IUIAHUPYEMBIX );

- HalnucaHWe MPOCTBIX CBSI3HBIX
COOOIICHUH Ha 3HAKOMBIC WM




HUHTEPECYIOIINe
poecCHOHALHBIC TEMBI

OK.11 Hcnonp30BaTh 3HaHUs | - BEIABJICHNUE JOCTOUHCTB U

(uHAHCOBOW TPAMOTHOCTH, HEJIOCTATKOB KOMMEPYECKOHN UIECH;
IUIAHUPOBATh - IPE3eHTalUsl UJIEU OTKPBITHS
IpeIIPUHUMATEIBCKYIO COOCTBEHHOTO JIefia B
JESTEIIBHOCTD B poeCCUOHATILHOMN €ATEIbHOCTH;
npodeccuoHanbHOM chepe - ohopmIeHHEe OW3HEC-TUIAHA; -

pacuer pasmepa BBIILIAT 11O
MPOLICHTHBIM CTaBKaM
KpEAUTOBaHUS;

- ONPENICIICHUE UHBECTULMOHHOM
MIPUBJIEKATEILHOCTU
KOMMEpPUYECKUX UJIEH B paMKax
npodeccnoHalbHOI 1eATENbHOCTH;
- mpe3eHTanus OWU3HeC - HJIeH; -
oTpesieNieHue HCTOUYHUKOB
(buHAHCHPOBAHHUS

4.2. ®oHJ OLEHOYHBIX CPEACTB IJIs NPOBeIeHUS MPOMEKYTOUYHOM ATTeCTANNH
o0y4aromuxcs mo npogeccCHOHAJILHOMY MOIYJIIO

IMoka3aTenn U KPUTEPUU OLCHUBAHUS KOMIIETEHIMH

[lokaszarenn W KpUTEPUM OLECHHUBAHWUSA KOMIIETCHUWN, OINHWCAHUE IIKal

OLICHUBAHUS COAEPIKATCS B MPUIIOKEHUU 1.
KoHTpoJIbHBIC M TECTOBBIE 3aJaHUS
KonTponpHbIE 3a1aHKs coAepKaATCS B MPUIOKEHUN 1.
MeToanueckue MaTepuasbl

Meroanueckue MaTepuaibl, ONPEaEIAOIME IPOLEAYPhl OEHUBAHUS 3HAHUM,
YMEHMM, XapakTepusyromux (OpMUpPOBaHME KOMIIETEHIMM, coaepkarcsi B
MIPUJIOKEHUH 1.




Ipuioxkenne 1

KoHTpoJIbHO-0LIeHOYHBIE Cpe/IcTBA

AJ1S1 IPOBe/IeHUs MPOMEKYTOUYHOI aTTecTAlMu M0 NPo(dhecCHOHATBLHOMY MOIYJII0
IIM.02 3amura uHGopMauu B ABTOMATH3HPOBAHHBIX CHCTEMAaX NPOrPAMMHBIMHU U

NMPOrpaMMHO-ANNAPATHBIMH CPeICTBAMH
1.1. dopma npoMe:KYyTOUYHOM aTTecTalui: DK3aMeH KBaTU(UKAITMOHHBIN (8 cemecTp).

1.2. Cucrema oueHMBAHNS Pe3yJIbTATOB BbINOJHEHUS 3aJaHUI

OneHuBaHuE pe3yabTaTOB BBINOJIHEHUS 33JaHUN IPOMEKYTOYHON aTTECTallMM OCYILECTBISAETCS Ha
OCHOBE CJICIYIOIINX IIPUHIUIIOB:

JTOCTOBEPHOCTH OIICHKH — OIICHHWBAeTCS YPOBEHb C(HOPMHPOBAHHOCTH 3HAHUI, YMEHHH,
IPAaKTUYECKOI'O OMbITa, OOIIMX M MPO(PECCHOHAIBHBIX KOMIIETEHIMH, MPOAEMOHCTPUPOBAHHBIX
00y4aroIUMUCS B XOJI€ BBIIIOJIHEHUS 3aJaHUS;

aJICKBaTHOCTU OLIEHKU — OLICHKA BBINIOJHEHUS 3aJaHUM JOJDKHA IPOBOJUTHCS B OTHOILLIECHUU
TeX KOMIIETEHIIHIA, KOTOpbhIe HEOOXO0AUMBI 17151 2(P(PEKTUBHOTO BHITIOTHEHUS 33/1aHUS;

Ha/IeKHOCTH OLIEHKM — CHCTE€Ma OILICHMBAHUS BBINOJIHEHUs 3aJaHuil JOJDKHA 00JanaTh
BBICOKOM CTENEHBIO YCTOWYHMBOCTH IPH HEOJHOKPATHBIX OIEHKAX YPOBHS CPOPMHPOBAHHOCTH
3HAHUM, YMEHMH, MPaKTHMYECKOrO0 OIbITa, OOIMX U MpOo(EecCHOHATBHBIX KOMIIETEHIIUH
00yJaromuxcs;

KOMIUIEKCHOCTU OLIEHKM — CHUCTEMA OLICHMBAHUS BBIIIOJIHEHUS 3aJlaHuil JOJKHA IO3BOJIATH
MHTETPAaTUBHO OLIEHUBATH O0IIHE U MPO(HeCCHOHATEHBIE KOMIIETEHIINN 00YJarOIUXCS;

OOBEKTUBHOCTH OLICHKM — OLI€HKA BBIMOJIHEHUs KOHKYPCHBIX 3a/laHuil JO0JKHA OBITh
HE3aBUCHMON OT OcCOOeHHOCTeH Mpo(eccCHOHAIbHOM OpHUEHTAaUud WM  [PearoYTeHUui
npenoaaBareseil, OCyIECTBISIIOIINX KOHTPOJIb WIHA aTTECTALIUIO.

[Ipy BBINOMHEHUM TMpOLENYpP OLEHKH 3aJaHUi HCHOJB3YIOTCS CIEAYIOIUE OCHOBHBIE
METO/BI:

- METOJ1 KCIIEPTHOU OLICHKH;

- METOJ pacueTa NepBUYHBIX 0aIIOB;

- METOJ1 pacueTa CBOJHBIX 0OAJUIOB;

- METOJI arperupoBaHusl.

Pe3ynbTaThl BBINOJHEHMS 3aJaHUIl OLIEHHWBAIOTCS B COOTBETCTBUU C pa3paboOTaHHBIMU
KPUTEPUSAMHU OLICHKH.

Hcnonb3yercs cto 6anpHas 1IKajla OLIEHKUAJIS OLICHUBAHUS PE3YJIbTaTOB 00yUESHHUSI.

IlepeBon cTO GanbHOM MIKAIBI yueTa pe3yJbTaToB B IATH OAJIbHYIO OLEHOYHYIO IKAJY:

Ounenka Konu4yecTBo 0217108, HAOpaHHBIX 32 BHINOJIHECHHE
TEOPETHYECKOT0 U MPAKTHYECKOT0 3a1aHHUA

O1neHka 5 «OTIUYHOY 90-100

Orenka 4 «X0OpoIIo 76-89

Onenka 3 «yJOBJIETBOPUTEIBHOY 50-75

OrneHka 2 «HEYIOBJIETBOPUTEIBLHO <49

1.3. KOHTpPOJILHO-0LIEHOYHBIE CPeICTBA
1.3.13apanue:

1. TectupoBanue

2. IlpakTrueckoe 3agaHue

IIpumepHoe 3ananue «TectupoBanue»
1. K aciektam nH(OPMAaIIMOHHON O€30MTaCHOCTH HE OTHOCHUTCS:

a) JloctymHOCTB
0) LlemocTHOCTD




B) KoHpuaeHnnaaipsHOCTh

) 3anuIeHHOCTh

2. OuH U3 METOJI0B 3aIUTHl HH(POPMAITUN HAa KOMITBIOTEPE

a) MOJIHOE OTKJIFOUYEHUE CUCTEMHOTro 0J0Ka

0) OTKJIFOUEHHE >KECTKOTO JIUCKa

B) 3allIMTa MapojeM

') KONMPOBaHUE HH(POPMAIIH.

3. Kakoro MeTojia pa3rpaHudeHus JOCTyIa He CYHIeCTBYET:

a) pa3rpaHUyeHHe JOCTyNa 10 CIUCKaM

0) pasrpaHUYeHUE JOCTYIA [0 YPOBHAM CEKPETHOCTU U KaTETOpUIM

B) JIOKaJIbHOE pa3srpaHUYEHUE JOCTYIIa

T') MapoJbHOE pa3rpaHUYEHUE JOCTYIIa

4. Ilpouemypa MpOBEPKU COOTBETCTBHSI CYOEKTa U TOTO, 32 KOT'O OH IBITAETCS CeOs BBIAATD, C
MOMOIIbIO HEKOW YHUKAIbHOU HHbOpMAIUU:

a) ABropu3zanus

6) O6e3nnunBanue

B) Jlenepconanuzanus

r) AyreHTrduranus

n) Unentudukarus

5. HecaHKIImoHUpPOBaHHBIN AOCTYI K HH(GOPMALIUHU 3TO:

a) octyn x nHpOpMaIuK, HE CBSI3aHHBIH C BBITOJHEHHEM (YHKIIMOHAIBHBIX 005S3aHHOCTEH U HEe
O(OPMIICHHBII TOKYMEHTAIBHO

0) PaboTa Ha 4y)0M KOMIIbIOTEpE 0€3 pa3pelieHus ero Biajeibiia

B) BX0/1 Ha KOMIIBIOTEP C UCIIONIB30BAHUEM JAHHBIX JIPYTOro MOJIb30BATENs
r) JlocTyn K ToKambHO-UH(POPMAIIMOHHOMN CETH, CBA3aHHBIN C BBHITIOJTHEHUEM (DYHKIIMOHAIBHBIX
o0si3aHHOCTEH

1) Hoctyn k CYB/I mox 3anpernieHHbIM HMEHEM TT0JIb30BATEIS

6. JlokyMeHTHpOBaHHas MH(OPMAIHS, TOCTY K KOTOPOI OrpaHUYMBAET B COOTBETCTBUHU C
3aKOHOAATENbCTBOM PD:

a) Mudopmanus cocrapismonas rocy1apcTBEHHYIO TaiiHy

6) Nndopmanus coctapisionias KOMMEPUYECKYIO TalHy

B) [lepconanbHas

r) Kondunennuanpuas unpopmanus

1) JlokyMeHTUpOBaHHAas: HHpOpMaLus

7. Bnanenbsiiem uHQpoOpMaui BTOPOH KaTeropuu SIBJISETCS. . .

a) [Ipocteie moau

6) l'ocynapcTBo

B) Kommepueckas opranusanus

r) MyHHIIMTTaNTbHOE YUPEXKIEHUE

1) HexomMepueckast opranu3anus

8. JIJis 3a1MTHI OT 3JI0YMBIIIJIEHHUKOB HEOOXO0IMMO MCIIOJIb30BATh:

a) CucreMHOE NporpaMMHOe obecrieueHue

0) [IpuknanHoe nporpaMMHOe oOecrieueHne

B) AHTHBHUPYCHBIE IPOIPAMMBI

r) KoMmnbrorepHbie urpsl

1) My3bIKy, BUAEO(DUIBMBI

9. CBOICTBO BUPYCA, TO3BOJISIONIEE HA3BIBATHCS €MY 3arPy309HBIM — CITIOCOOHOCTS ...
a) 3apakaTh 3arpy304HbIe CEKTOPA KECTKHUX JIUCKOB

0) 3apaxaTh 3arpy304HbIC JUCKETHI U KOMIIAKT-IUCKH

B) BBI3BIBATh NIEpe3arpy3Ky KOMIbIOTepa->KEPTBEI

T') MOJIcBeUnBaTh KHOMKY [Iyck Ha cuctemMHOM OJIOKE.

10. Kakwue (haitnbl 3apakaioT MaKpo-BUPYChI?

a) UCTIOJTHUTEIILHBIE;

0) daiiner nokymenToB Word u sexT. Tabmui Excel;

B) Tpapuueckue 1 3ByKOBBIC;



r) html mToKymMeHTEI.

11. Pyrkut — 370!

a) [Iporpamma as1st CKpBITOTO B3ATHS 1101 KOHTPOJIb B3JIOMAaHHOM CHCTEMBI

0) Bpenonocnast mporpamMmma, MacKUpYIOIIAscs MOl MAaKPOKOMAaHTy

B) Pa3HOBUAHOCTD MEKCETEBOIO SKpaHa

r) [Iporpamma, BEIMOIHSIONIAs HECAHKIIMOHUPOBAHHBIE IEHCTBUS 11O

nepeaaye ynpaBieHUs: KOMIIBIOTEPOM YAAJICHHOMY OJIb30BATEIIO.

12. OcHOBHBIE MepHI 110 3aIIKUTe HHPOPMAIIUU OT MOBPEXKICHUS BUPYCAMU:

a) MpOBEpPKa JUCKOB Ha BUPYC

0) co3aBaTh apXMBHBIC KOITUU LIECHHOW WH(MOpMAIUn

B) HE NOJIH30BATHCA "MUPATCKUMHU" COOPHUKAMHU MPOTPAMMHOI0 00eCTIeYeHHU s

r) nepenaBath (haisbl TOJIBKO MO CETH.

13. Yto 13 nepeyrcIeHHOro He BXOAMUT B COCTAB IMPOrPAMMHOI0 KOMIUIEKCa aHTUBUPYCHOU
3aIUTHIL:

a) [logcucrema ckaHUPOBAHUS

0) [loxcucrema ympaBiieHus

B) [Togcucrema oOHapyKeHHsI BUPYCHOW aKTUBHOCTH

r) [loacucrema yctpaHeHust BAPYCHON aKTUBHOCTHU

14. I'te Hy>)KHO yCTaHOBUThH BCE HEOOXOAMMBIE IMapaMeTpPhl ISl 3ajaHusl apoJis rpu 3arpyzke OC?
a) B Hacrpoiikax yu€THOI 3anucHu.

0) B Bios.

B) Henb3s yctanoBuTh naposs npu 3arpyske OC.

r) B HacTpoiikax o0miero qocTyma K IUCKY.

15. buomerpuueckre CUCTEMBI 3alUTHI - 3TO...

a) CUCTEMBI ayTeHTH(HUKAIINH, HCTIOJIL3YIOIIUE JUISl YIOCTOBEPEHUS IMYHOCTH JIIOJIEH UX
OMOMeTpHUYECKUE JTaHHBIE.

0) pusnueckue u OMOTOTHYECKHUE CUCTEMBI 3aIUTHI.

B) CUCTEMBbI ayTEHTU(UKAIMH, UCTIONb3YIOIINE IS YAOCTOBEPEHUS TMYHOCTH JIHOAEH apoiib Ha
OCHOBE (haMWIINY, IMEHU MJTH JIATHl POKICHUS.

T') IPOTpaMMBbI JIJIs1 B3JIOMA MapoJisl HA OCHOBE OMOMETPHUECKUN JTaHHBIX.

16. Kak mpoucxoauT ueHTUpUKaLus 0 paayKHOH 000JI0uKe riasza?

a) M3o00pakeHune caMoro riasa BblAeIsSeTCA U3 U300paKeHHsI JIMIIa, TIOCIIE Yero Ha Hero
HaKJIaJ[bIBACTCs CIIEIMaIbHAst MAacKa ITPUX-KOJ0B. B pe3ynbraTte Oyaer moiaydeHa MaTpuiia,
KOTOpasi MHAUBHIyallbHA JJIs KXKIOT0 YelOBeKa.

0) M3o0paxxeHne caMmoro Tiia3a BhIICISETCS U3 N300paKeHUs JIUIA, TIOCTIE Yero MOoTydeHHas
uHpopManus npeodpasyercs B UPPOBON KO U CPAaBHUBAETCS C TOU, KOTOpasi HAXOUTCS B
naMsITH KOMITBIOTEpA.

B) M300pakeHne caMoro riasa BIICNAETCS U3 N300paskeHus JIUIA, TIOCIIE Yero YUYUThIBAeTC S
IpOCTasi TEOMETPHS: pa3Mephl U OpMa, YTOJIKH TJ1a3, PACIOI0KEHHE PECHUIL U T. 1.

17. MexceteBoit akpan (bpanamayap, firewall) — 3to0...

a) Kommiekc anmapatHbIx cpencTB

6) Kommiiekc nporpaMMHBIX CPEJCTB

B) KoMrutekc anmapaTHBIX WM IPOTPAMMHBIX CPENICTB

r) KoMrekc anmapaTHBIX ¥ IPOTPAMMHBIX CPEJICTB

18. Kakoii u3 MpoTOKOJI0B HE OTHOCUTCA K TPOTOKOJIAM 3aIIUILEHHON Nepeaadyn TaHHbBIX B CETH
NurepHer:

a) SSL

6) SET

B) HTTP

r) [PSec

19. KakoBbI MpenMyIIECTBA YACTHBIX CETEH?

a) nHpoOpMaIUs COXPaHAETCA B CEKpETe

0) yaaJIeHHbIEe CalThl MOTYT OCYIIIECTBIIATH OOMEH MH(pOpMaIuend He3aMe T TEIbHO

B) y/IaJICHHbIE MTOJIb30BATEIIH HE OLIYIIAIOT ce0sl H30JUPOBAHHBIMH OT CUCTEMBI, K KOTOPOH OHU
OCYIIECTBIISIOT JOCTYII



') HU3Kasi CTOUMOCTh

20. B yeM oco6enHocTh paboTel VPN?

a) mmdpoBanuu Tpapuka

0) ayreHTH(HUKAIIUN CHCTEM

B) CO3/IaHUU KaHaja CBS3bIBAIOIIETO JIBE CUCTEMBbI

21. V3 kakuX CTPYKTYPHBIX €MHHULl COCTOUT MIUPPOIIPOLIECCOP

a) BBIUMCIIUTENh

0) OJI0K yrpaBiIeHUS

B) Oy(dep BBOJa-BBIBOJA

22. KpunrocTouKoCTh — 3TO...

a) XapaKTepUCTHKa MIpU(Ta, ONPEASISIONIAs €r0 CTOWKOCTD K JeMU(PPOBAHHIO 0€3 3HAHUS KITF04a
0) CBOMCTBO raMMBbI

B) BCE OTBEThI BEPHBI

23. OCHOBHBIE COBPEMEHHBIEC METObI MIHUPPOBAHUS:

a) aJIrOpUTMa raMMHUPOBAHUS

0) arOpUTMBI CJIOKHBIX MATEMAaTUYECKUX MPEOOPA30BAHUIA

B) QJITOPUTM TEPECTAHOBKHU

24. B yeM CyTh METOJ1a IEPECTAHOBKU

a) CUMBOJIBI IN(PYEMOT0 TEKCTA MEPECTABISIOTCS 110 OMPEIeICHHBIM IPaBHJIaM BHYTPH
mdpyemMoro 6J10Kka CUMBOJIOB

0) 3amena andasura

B) BCE MpaBUJIbHBIC

25. s gero ucnonb3zoBaiics DES-anroputM u3-3a HEOOIBIIOr0 pa3mep Kiroda
a) 3aKPBITUSL KOMMEPUYECKON HHPOpMAITIH

0) mmgpoBaHus CEKPETHON MHPOPMALIUU

B) HET MPaBUJIHLHOTO OTBETA

26. [1mrockl mporpaMMHBIX HTUGPATOPOB:

a) IeHa

0) ruOKOCTh

B) ObICTpO/ICHCTBHE

27. Yto TpeOyercs /Ui BOCCTAaHOBJIEHUS 3allIM(PPOBAHHOTO TEKCTa
a) K04

0) marpuia

B) BEKTOD

28. Korna nosiBuiioch mugpoBaHme

a) YeThIpEe THICSYHU JIeT Ha3ajl

0) JIBE THICSYM JIET Ha3a/l

B) MATH THICSY JIET HA3a]l

29. IlepBbIM U3BECTHBIM TPUMEHEHUEM MM (pPa CUUTAETCS

a) ETUMNETCKUI TeKCT

0) pycckuii

B) HET MPaBUWJIHHOTO OTBETA

30. Kakyro cexpetnyro uHdopmarmo xpaaut Windows

a) MapoJIv JJIsl IOCTYIIa K CETEBBIM pecypcam

0) mapoym JJIsl AOCTyTa B MHTEPHET

B) cepTU(UKATHI JIJIS TOCTYIA K CETEBBIM pecypcaM U 3aiiupOBaHHBIM JaHHBIM HA CAMOM
KOMIThIOTEPE

IIpumepHoOe NpakTHUYeCKOe 3a/IaHHNE:

Curyanus 1

Cotpynuuku komnanuu AO «CHurHa» UMEIOT BO3MOKHOCTh BO BHEpabouee BpeMsl IMOJIb30BaThCs
NEPCOHANBHBIMU KOMIbIOTEpAMU. MHOTME W3 HHUX NPUBOIAT CIOJa CBOMX J€Te IIKOJIBHOIO
BO3pacTa JuIig paboThl Ha KOMIIBIOTEPAxX, T€ MOJIB3YIOTCS MPUHECEHHBIMU C COOOH (ien-KkapTamu.



CucreMa aHTUBHUPYCHOTO KOHTPOJII MMEETCS, HO Ha MPOTSHKCHHH Oojiee 4eM TOoNyrojaa oHa He
OOHOBJIAIACE.

3amanue.

1. ITepeuncnure HapyIIEeHUs periaMeHTa HHPOPMAIIMOHHON 0€301MacCHOCTH, KOTOPBIC JOIMYIICHBI B
koMmnanuu AO «Curnany.

2. OnumuTre TMOCIEACTBHS OT BBISBICHHBIX HApyIICHWH HHPOPMAIIMOHHON O€30MacHOCTH B
koMmna"uu AO «Curnany.

3. Kakme mepbl 1o 3amure WHPOPMAIMH CIEIYyEeT NPEANPUHATh PYKOBOACTBY KoMmmanuun AQO
«Curnan»?

4. PazpaboTaiiTe nmpeyIoKeHUsI 10 3aluTe HHPOPMAIIMK C KCTIOJIb30BaHUEM ITPOTPAMMHBIX U (HJIH)
IPOrPaMMHO-AIAPATHEIMU CPEACTB, B TOM YUCIIC U CPEICTB KPUNTOTPa)UIECKON 3aIUTHI.

1.3.2. Kpurepuu oueHkn

Kpurepun onenku 3ananus «TectupoBanue»
MaxkcuManbHOE KOJIMYECTBO OAJIJIOB 32 BBIMIOJIHEHHUE 3aaHusl «TecTupoBanue» — 30 6aJL10B.

Onenka 3a 3aganue «TecTUpoBaHUE) ONpPENENSAETCS IPOCTHIM CYMMHUPOBAaHUEM OallioB 3a
MpaBUJIbHBIE OTBETHI HA Bompockl. OJIMH BEPHBI OTBET paBeH | Oay.

OTBeT cuuTaeTcs NpaBUIbHBIM, €CIIU:

- IPU OTBETE Ha BOIIPOC 3aKPHITON (OPMBI ¢ BEIOOPOM OTBETa BBIOpAH MPaBUIIbHBIN OTBET;

- [IpY OTBETE Ha BOIIPOC OTKPBITOM ()OPMBI J1aH NPaBUIbHBINA OTBET;

-py OTBETE Ha BOMPOC HA YCTAHOBIEHHE MPAaBUIBHON MOCIEI0BATENILHOCTH YCTaHOBIICHA
IIPaBUJIbHAS [IOCIIEA0BATENbHOCTD;

-pU  OTBET€ HA BONPOC  HA YCTAHOBIEHHE COOTBETCTBUSA, €CIIM COIOCTABJICHUE
IIPOM3BEIEHO BEPHO JJIsl BCEX Map.

KpnTepnu OLHCHKH NMPAKTUICCKOI'0 3aIaHUsA

banubl 3a kputepun

Ne Kpurepun onenkn
OLICHKH
3aganue 1
IepeunciuTh HAPYLIEHHUS perjaMeHTa HHGOPMaNMOHHOI MaxkcuMasbHBIN
0e30MmacHOCTH, KOTOPbIE JONMYIIEeHbI HA MPeINPUITHH 0aJua — 10 6a10B
Kputepun onenku:
1 [TpoBenen ananu3 unpopmaironHoit 6e3onacHoctu (B) 2
CUTYalluu
Bepno onpenenensl HapyuieHus perinamenta Ub
3 BepHo ykazaHsl CTpYKTypHBIE 3JIEMEHTHI perinamenTta b, B 2
KOTOPBIX 0O0OHAPYKEHBI HAPYIICHUS
4 BepHo onpenenensl cBoiicTBa HHGOPMAUU U 2

nH(pOpMaIMOHHON UHPPACTPYKTYPHI, HA KOTOPBIE OBLIO
0Ka3aHO BO3JICUCTBHE

5 [IepeuriciieHbl HOPMATUBHBIE AKTHI PETYIUPYIOIINAE ACIIEKTHI 2
Wb npennpusitus

3aganue 2
Onucath NOC/I€ACTBHSA OT BbISIBJICHHBIX HAPYLICHHH MaxkcumanbHbII
HH(OPMALIHMOHHOMH 0€30IaACHOCTH HA NPeANPUATHH oas1 — 12 6au10B
Kputepun onenku:
1 Onucansl BO3MOKHBIC BHYTPEHHHE ITOCIEACTBHS, KOTOPBIE 4
HecyT Hapymenus b npennpustus
2 Onucansl BO3MOKHBIE BHEIIHUE TIOCIEACTBUSA, KOTOPBIE HECYT 4
Hapywenus b npennpusarus
3 YKa3zaHbl METOUKHU U CUCTEMbI MOHUTOPHUHIA ITOCJIEICTBUM OT 4

BBISIBJIEHHBIX HapyuieHuit 1b




3ananue 3
Yxka3zaTs Mepsl 10 3a11UTe HHPOPMALNMH cileayeT NPeANPHHATH MakcuMajibHbIH
PYKOBOJCTBY MpPeANPHATHS 0as1 — 14 6a1oB
Kputepuu onenku:
1 Jlnia kaxxnoro Buna Hapyuienus Vb npennpusitis npeanoskeHsl 4
1-2 mepsl 3amMTH HH(GOPMALIUU
2 Mepb! 3a1IUTHl 000CHOBAHBI UCXO/ISl U3 POJA NEATEIbHOCTU 2
TIPEATPUSATHS
3 Onwucansl npasuiia Mb Ha pabodyem mMecTe «HapyIIUTENS 4
4 VYka3zaH ypoBeHb JOCTYIa «HAPYIIUTENIS» K HH(OPMAIMOHHON 4
CUCTEME
3aganue 4
Pa3patoraTh npeajiosKeHus 1o 3aiuTe HHPOPMALMHU C MakcumMaabHbIH
HCMO0JIb30BAHUEM MPOTrPAMMHBIX U (MJIH) NMPOTPAMMHO- 0asL1 — 34 6aJL10B
AMMaApPaTHBIMU CPEACTB
Kpurepum ounenku:
1 YkazaHbl METOJIbI 3aIIUTHI 000PYIOBAHUS 2
2 VYkazano anmnaparHoe oobecrnieuenue b 4
3 Ykazano nporpammuoe obecrieuenre b 4
4 Pa3paboransl npaBuIIa MoJIb30BaHUS AJICKTPOHHON TTOYTOM 4
5 Pa3paboranbl npaBuia ynpaBlieHUs! CEThIO 4
6 Pa3paboranbl npaBuia XpaHeHus U epeayu JaHHbIX 4
7 Pa3paborana cxema KOMIUIEKCHOMN 3alIAThI 6
8 Omnrcan 00U MPUHIIUI PAOOTHI CXEMBI 3alTUThHI 6
NUTOrO 70

1.4. MarepuajbHO-TeXHHYeCKOe o0ecreyeHne /Jsi NPOBedeHUS] TNPOMEKYTOYHOM
arrecTaumnu

ATTecTauysi TpOBOAMTCA B J1AOOpPATOpUM MPOrPaMMHBIX M IMPOrpaMMHO-aNMapaTHBIX
CPEJICTB 3alUThl HHPOPMAITUU

1.5. YueOHo-mMeToauueckoe U uHGpopMANMOHHOE oOecneyeHue IJsi TPOBeIECHUsI
NMPOMEKYTOYHOM aTTeCTAlUN

HopmaTuBHO-IpaBOBBIC AKTHI

1. ®enepanbubiii 3akoH ot 27 wurongs 2006 1. Ne 149-03 «O6 wunHpopmanuy,
WHQOPMAIMOHHBIX ~ TEXHOJIOTHSX W O 3amuTre uHpopMmamum». - Pexum  goctyma:
http://www.consultant.ru/

2. ®enepanbHblit 3ak0H 0T 27 utons 2006 1. Ne 152-03 «O mepcoHaIbHBIX JaHHBIXY. -
Pexxum nmoctyna: http://www.consultant.ru/

3. ®enepanpHblii 3akoH OT 27 pgekabps 2002 1. Ne 184-®3 «O TexHUYECKOM
perynupoBaHum». - Pexxum nocryma: http://www.consultant.ru/

4. @enepanbHblii 3akoH oT 4 mas 2011 1. Ne 99-®3 «O nuueH3UpPOBaHUM OTIEIbHBIX
BUJIOB JICATEILHOCTIY. - Pexxum noctyna: http://www.consultant.ru/

5. @epepanpubiii 3akoH orT 30 gexabps 2001 r. Ne 195-@3 «Komekc Poccwuiickoit
®denepauyu 00 aJIMMHHCTPATUBHBIX IIPaBOHAPYLICHUSIX ). - Pexum JIOCTyTIA:
http://www.consultant.ru/

6. Vxka3 Ilpesunenra Poccuiickoit ®@eneparuu ot 16 asrycra 2004 r. Ne 1085 «Bompocsr
®denepanbHON CIY)KOBI MO TEXHUYECKOMY M DKCIOPTHOMY KOHTPOJO». - Pexum moctyma:
http://www.consultant.ru/

7. VYxka3 Ilpesunmenra Poccuiickoit ®enepanmu or 6 wmapra 1997 r. Ne 188 «O06
YTBEP)KICHUM TIEPEUHsl CBEIEHUH KOH(HUIEHIMAIBHOTO Xapakrepa». - Pexum npocryma:
http://www.consultant.ru/

8.Yka3 Ilpesunenta Poccuiickoit ®@enepanmun ot 17 mapra 2008 r. Ne 351 «O mepax mo
obecrieueHno WHGpOpPMAIIMOHHON Oe3omacHocTH Poccuiickoit ®exepani MPH UCTIOIB30BAaHUHT



UH(POPMAITOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CeTell MEXIyHapOAHOr0 MH(POPMAIIMOHHOTO OOMEHay. -
Pexxum mocryma: http://www.consultant.ru/

9. Tlonmoxenme o cepTUPUKAIMK CPEACTB 3alUTHl  HHPOpPMAIUH. Y TBEPKIACHO
nocranoBiieHueM [IpaBurenbctBa Poccuiickoit @enepanun ot 26 utoHs 1995 r. Ne 608. - Pexum
nocryna: http://www.consultant.ru/

10. ITpuxaz ®CTIK Poccum ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O06 yrBepxaeHun
AJMHUHHCTpAaTUBHOTO periiameHTa dDepepalbHOW CIyKObl MO TEXHHMYECKOMY M AIKCHOPTHOMY
KOHTPOJIIO MO MPEIOCTAaBICHUIO TOCYIaPCTBEHHON YCIYTd MO JHUICH3UPOBAHUIO JESATEIbHOCTH 10
TEXHHYECKOH 3amuTe KoHpumeHmanpHoi nadopmanuu" (3apeructpupoBano B Munrocre Poccun
09.08.2017 N 47722) - Pexxum poctyma: http://www.consultant.ru/

11. Tpukaz ®CTOK Poccum ot 12.07.2012 N 84 (pen. ot 20.05.2015) "OO6 yTBepkaeHUN
AnmuHuCTpaTuBHOrO periamenta denepanbHO CiIyKObl MO TEXHUYECKOMY M SKCIIOPTHOMY
KOHTPOJIIO TI0 MPEAOCTABICHUIO TOCYIaPCTBEHHON YCIYTH MO JUIIEH3UPOBAHUIO JAEATEIBHOCTU IO
pa3paboTKe W  TPOU3BOACTBY  CPEICTB  3alllUThl  KOH(UIEHIMalIbHON  uHpopMaruu"
(BapeructpupoBano B Muntoctre Poccum  20.08.2012 N 25220) - Pexum gocrymna:
http://www.consultant.ru/

12. TIpukaz GAIICHU ot 13 uronrs 2001 r.Ne 152 «O0 yTBEep)KICHHUH WHCTPYKIHH 00
OpraHu3aIy 1 obecredyeHn: 0€30MacHOCTH XpaHeHus, 00paboTKU U mepeaayu Mo KaHajaaM CBSI3U C
UCTIOJIB30BaHUEM CPEJICTB KPUNTOrpauyecKkoit 3amuThl HHPOPMAIMU C OTPAaHUYEHHBIM JIOCTYIIOM,
HE CoJep)Kalllell CBENEHUM, COCTaBISIONUMX TOCYJapCTBEHHYIO TailHy». - Pexum poctyma:
http://www.consultant.ru/

13. IIpukaz @Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O6 yrBepxaenuu llonoxenus o
pa3paboTke, MPOU3BOJACTBE, peaU3allii U SKCIUTyaTaluu MU(POBAIBHBIX (KpUITOrPaQUUECKUX )
Cpe/CTB 3aumThl HHGOpManuuy. - Pexxum gocryma: http://www.consultant.ru/

14. TOCT P HCO/M3K 13335-1-2006 WudbopManmoHHass TEXHOJOTHS. MeETOnsl U
cpenctBa oOecnedenus Oe3zomacHocTd. Yacte 1. KoHuemmus u  Mojenu MeHEIKMEHTa
0e30macHOCTH WH(GOPMAIIMOHHBIX U TEJIEKOMMYHHKAIIMOHHBIX TEXHOJOTHHA. — Pexxum mocryma:
http://docs.cntd.ru/

15. TOCT P UCO/MDBK 27005-2010 NudopmannoHHass TeXHOIOTHsA. METOABI U CPEeNCTBa
oOecrieyeHus 0Oe30MmacHOCTH. MeHeDKMEHT pHcka HH(POpMalMOHHON Oe3omacHocTH — Pexum
noctyma: http://docs.cntd.ru/

16. TOCT P UCO/MBK 27005-2010 UupopmanmonHas TexHomorusi. MeTosbl U cpeacTBa
obecrieuenuss OezomacHoctu. Yacth 4. Bribop 3amutHbRIX Mep — Pexum  goctyma:
http://docs.cntd.ru/

17. TOCT P UCO/MBK TO 13335-5-2006 MudopmamronHass TeXHOJOTUsI. MeTONbl U
cpeactBa obecriedeHus: OezomacHocTd. YacTh 5. PyKOBOJACTBO MO MEHEIKMEHTY O€30MacHOCTH
cetu. — Pexxum pocryma: http://docs.cntd.ru/

18. TOCT P HMCO/MDBK 27002-2012 HWndopmaunonnas texHomorus. IIpakruyeckue
IpaBuiia yrpaBieHus HHQopMalMoHHON 6e30omacHoCThI0. — Pesxxum poctyna: http://docs.cntd.ru/

19. TOCT P HCO/M3K 15408-1-2012 WudbopMaimoHHass TEXHOJOTHS. MeToasl U
cpenctBa obOecnedeHus: Oe3zomacHocTH. Kpurepun oreHKH 0€30macHOCTH HMH(POPMAIIMOHHBIX
texHojoruil. Yacte 1. Beenenue u obmas monaens. — Pexxum nocryna: http://docs.cntd.ru/

20. TOCT P HMCO/MDK 15408-2-2013 HWubopmarnmoHHass TeXHOJOTHS. MeTomsl |
cpeacTtBa obecrieueHus: Oe3omacHocTH. Kpurepuu OLEHKH 0e30macHOCTH WH(GOPMAIMOHHBIX
texHojoruil. Yactp 2. @DyHKUMOHaNbHBIE TpeboBaHusl Oe3omacHocTH. — Pexum gocryma:
http://docs.cntd.ru/

21. TOCT P HMCO/MDK 15408-3-2013 HWubopmarnmioHHass TeXHOJOTHS. MeTomsl |
cpeacTtBa obecrieueHus: Oe3omacHocTH. Kpurepuu OLEHKH 0€30MacHOCTH MH(POPMAIMOHHBIX
texnonoruii. Yacte 3. TpebOoBanust goBepuss K Oe3omacHocTH. — Pexum jmocrymna:
http://docs.cntd.ru/

22. TOCT P 34.10-2012 "HUudopmanuonnas texHosorus. Kpunrorpaduueckas 3amura
uHpopmanuu. Ilpoueccsl (opMUpOBaHMS W TPOBEPKH 3JIEKTPOHHOW IUGpoBoi moxmucu". —
Pexxum nmoctyma: http://docs.cntd.ru/



23. TOCT 34.311-95 Nndopmanmonnas texnonorus (MUT). Kpunrorpadpuueckas 3amura
unpopmanuu. Pynknus xommposanus (ayreatuueH ['OCT P 34.11-94). — Pexum mpocryma:
http://docs.cntd.ru/

24. TOCT P 50922-2006 3amurta wHpopManuu. OCHOBHBIE TEPMHHBI M OMPEICICHUSI.
Pocrexperynuposanue, 2006. — Pexxum nocryna: http://docs.cntd.ru/

25. TOCT P 52069.0-2013 3ammra wuHbopmaruu. Cucrema cranmaaptoB. (OCHOBHBIE
nonoxxkenus. Poccranmapr, 2013. — Pexxum nocryna: http://docs.cntd.ru/

26. TOCT P 51583-2014 3amura undopmaruu. [Topsaaok co3manus aBTOMaTH3UMPOBAHHBIX
CHUCTEM B 3aluiIeHHOM ucnoiaHeHuu. OOuue nonoxenus. Poccrannapr, 2014. — Pexxum nocrymna:
http://docs.cntd.ru/

27. TOCT P 51624-2000 3amuta uHpOpManuU. ABTOMATH3HUPOBAHHBIE CHCTEMBI B
3amuIeHHoM ucnoiaHenuu. Oomme tpeboBanms. I'occtanmapt Poccuun, 2000. — Pexxum nmoctyma:
http://docs.cntd.ru/

28. TOCT P 51275-2006 3amwura undopmanuu. OObekT uHPOpMaTH3AUU. DaKTOPHI,
BO3eHcTBYtomMe Ha nHpopMaruio. O0mue nonoxenusi. Pocrexperynuposanue, 2006. — Pexum
noctyna: http://docs.cntd.ru/

29. TOCT P 52447-2005 3ammra wuHpopMmanuu. TexHHWKa 3amUThl WHPOPMALUH.
Homenkiatypa mnoka3arenedi kaudectBa. Pocrexperynuposanue, 2005. — Pexum npocrymna:
http://docs.cntd.ru/

30. TOCT P 56103-2014 3ammta uHbopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3anUIIeHHoM ucroHeHnn. Opranu3anus U cojep)kaHue paboT 1Mo 3amuTe OT MpeIHaMEPEHHbBIX
CHJIOBBIX JJIGKTPOMAarHUTHBIX BozaercTBuid. OOmme monoxkenus. Poccranmapr, 2014. — Pexum
nocrymna: http://docs.cntd.ru/

31. TOCT P 56115-2014 3ammta uHbopManud. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM HcnoaHeHUH. CpencTBa 3aluuThl OT IPEJHAMEPEHHBIX CHIIOBBIX 3JIEKTPOMAarHUTHbBIX
Bo3zaeHcTBHil. O6mue TpeboBanus. Poccrannapt, 2014. — Pexxum nocryna: http://docs.cntd.ru/

32. TOCT P HMCO/MDK 15408-1-2012 HWudbopmanmoHHass TexXHOJOTHs. MeTonsl |
cpeacTtBa obecreueHus: Oe3omacHocTH. Kpurepunm oueHKH 0€30MmacHOCTH  HMH(GOPMAIMOHHBIX
texnosioruii. Yacts 1. BBemenue m oOmass moxaens. Poccranmaprt, 2012. — Pexxum noctyma:
http://docs.cntd.ru/

33. TOCT P HMCO/MDK 15408-2-2013 HWudbopmarnmoHHast TexXHOJOTHs. MeTonsl |
cpeacTtBa obecreyeHus: Oe3omacHocTH. Kpurepuum ouLeHKH 0€30MacHOCTH MH(POPMAIMOHHBIX
texHojoruil. Yacte 2. DyHKuMOHAIbHbIE TpeOoBaHMs O0e30MacHOCTH (MpsSMOEe MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccrannmapt, 2013. — Pexxum moctyma: http://docs.cntd.ru/

34. TOCT P 50922-2006 3ammra nHpopmarmu. OCHOBHBIE TEPMHUHBI W OIPENEICHUSI.
PocrexperynupoBanue, 2006. — Pexxum nocrtyna: http://docs.cntd.ru/

35. TOCT P 51275-2006 3ammra unpopmarmu. OO0bekT mHpopMaTH3amuu. DaxkTOpEHI,
BO3/eHcTByIoNMEe Ha MHpopMaruio. O0mue nonoxenus. Pocrexperynuposanue, 2006. — Pexum
noctyna: http://docs.cntd.ru/

OcHOBHbIE Y4eOHbIe H3IAHUA

36. Unpua M.E. Kpunrorpaduueckas 3amura HHPOpMAIUU B 00beKTaxX WHPOPMAITMOHHOM
UHPPACTPYKTYPHI : YUEOHUK IS CTYA. yupexaeHuit cpen. npod. odpasosanus / M.E. Wnbun, T.1.
Kanunkuna, B.H. Ilpxeropmunckuii; mox pen. B.H. Ilpxeropamnckoro. - 1-e u3ng. - M. :
W3narensckuii neHTp «Akagemus», 2020. — 288 c. B nep. ISBN 978-5-4468-8717-0
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