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1.NACHOPT PABOYEN NMPOTPAMMBI MPO®ECCUOHAJIBLHOIO
MOJYJIS
MM.023AIUTA WH®OPMAIIMM B ABTOMATHU3WPOBAHHBIX

CUCTEMAX ITPOTPAMMHBIMHU U NNPOI'PAMMHO-AIIIIAPATHBIMH
CPEACTBAMU

1.1. Ob6aacTb npuMeHeHus1 padoyeil MPOrpaMmbl

PaGouas nmnporpamma mpodECCHOHATBHOTO MOMAYJSL  SBJSIETCS  YaCTbIO
IpOrpaMMBbl MOATOTOBKH CIIELUAIMCTOB CpeaHEro 3BeHa B cooTBeTcTBUU ¢ PI'OC
CIIO mo cnemmanpHOCcTH 10.02.05 OGecnedyeHne nHGOPMAIMOHHON 0€30MaCHOCTH
aBTOMaTU3UPOBAHHBIX ~ CHUCTEM B  4YacTH  OCBOEHUS  OCHOBHOIO  BHJA
npo(hecCHOHATIBHON JEATENBHOCTH 3aliuTa WH(pOpMalMd B aBTOMAaTHU3MPOBAHHBIX
CUCTEMax MPOTrpaMMHBIMU U IPOTPaMMHO-ANNapATHBIMHU CPEACTBAMH.

1.2. MecTto npodeccnonaabHoro moayJsi B crpykrype IIICC3:
[Ipodeccuonanbhbiit MOAYIb BXOAUT B nipodeccuonanbubiit muki [MTIICCS.

1.3. Heaun u TpeOOBaHUA K pe3yabTaTaM OCBOEHHsSI NMPO(eCCHOHAIBHOIO
MOAYJISt

N3yuyenue nmpodeccCuoHATIbHOrO MOAYJISl HAIPaBJIE€HO HAa OCBOCHHE OCHOBHOTO
BUJa AesaTenbHOCTH 3.4.2 3ammra mHQOpManuu B aBTOMAaTU3MPOBAHHBIX CHUCTEMAaXx
POrPaMMHBIMH U MPOTPAMMHO-aNNapaTHBIMU CPEJICTBAMUHI COOTBETCTBYIOIINX €MY
00X KOMIETEHINI 1 MPodheCcCHOHATBHBIX KOMITETEHIIUH.

1.3.1. IlepedyeHs 0OMMUX KOMIIETEHIIUMA

Kona HaumeHoBaHue pe3yabTaTa 00y4eHuUs!

OKO1. BriOupare cnocoObl pemieHust 3afad MpogecCHOHANBHONW NEsTEIbHOCTH, HNPUMEHUTENIBHO K
Pa3NUYHBIM KOHTEKCTAM.

OKO02. OcCyIIeCTBIIATh TIOUCK, aHAJIN3 U UHTEPIPETAIUI0 HHPOPMAIIMK, HEOOXOAMMOH JIJISl BBITOJIHEHUS
3a7a4 Ipo(ecCHOHATILHON JesITeTbHOCTH.

OKO3. [ImanupoBaThk 1 peaan30BbIBaTH COOCTBEHHOE NPOQECCHOHATFHOE M JIMYHOCTHOE PAa3BUTHE.

OKO04. PaGorats B KOIIeKTHBE W KOMaHAe, J(PQPEKTUBHO B3aMMOJEWCTBOBATh C KOJUIETAMH,
PYKOBOJCTBOM, KJIIMEHTaMH.

OK 05. | OcymiecTBasTh YCTHYIO M MHICbMEHHYI0O KOMMYHHKAIIMIO HA TOCYJapCTBEHHOM SI3bIKE C YUETOM

0c00EHHOCTEH COIMANIBHOIO U KYJIbTYPHOT'O KOHTEKCTA.

OK 06. [IposBAATE Ipa’kIaHCKO-MATPUOTHUECKYIO MMO3ULIKIO, IEMOHCTPUPOBATH OCO3HAHHOE MTOBEACHUE
Ha OCHOBE TpPAIWIMOHHBIX OOIIEUETIOBEUCCKMX IIEHHOCTEHW, TPUMEHSTh CTaHIapThHI
AHTUKOPPYHITMOHHOTO TTOBEACHIIS.

OK 07. | CopeiicTBOBaTh COXpPaHEHHIO OKpYy)Karolleld cpeabl, pecypcocOepexennto, 3(h(eKTUBHO
JIEIICTBOBATh B UPE3BbIUANHBIX CUTYaLUSX.

OK 08. | Mcmonp3oBath cpenctBa (PU3NYECKOW KYJIBTYPHI JUIA COXpPAaHEHHS W YKPETUICHHUS 37I0POBHS B
nporiecce TpodeccHoHaNbHON  JNEATENPHOCTH W TOJJICPXKAHUS HEOOXOJUMOTO  YPOBHS
(U3MUECKOi NOATrOTOBICHHOCTH.

OKO09. Hcnonb30BaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B MPO(GECCHOHANBHOM AESTEIbHOCTH.

OK 10. | ITomb3oBarbesi mpodhecCHOHANBHOW JOKYMEHTAllMe Ha TOCYJapCTBEHHOM W HWHOCTPaHHOM
SA3bIKaX.

OK 11. | Mcmonp3oBaTe 3HaHHA MO (PUHAHCOBOM TPaMOTHOCTH, IJIAHUPOBATH MPEANPUHAMATEIBCKYIO
JeSITENBHOCTD B MpodeccHoHaNbHON cdepe.

1.3.2. Tlepedens npodeccroHaTbHBIX KOMITETCHITUN



Kon HaumenoBanme pesyabTaTra 00y4eHust

K 2.1 OcCymiecTBIATh YCTAaHOBKY H HACTPOMKY OTHENBbHBIX MPOTPAMMHBIX, IPOTPAMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HH)OpMAIKH.

K 2.2 ObecneunBarh 3amUTYy HHGQOpPMAIMM B aBTOMAaTH3MPOBAHHBIX CHUCTEMaX OTAEIbHBIMU
MIPOTPaMMHBIMH, TIPOTPAMMHO-AINMAPAaTHEIMA CPEJICTBAMIL.

K 2.3 OcyImiecTBnATh TeCTUpOBaHME (YHKIUH OTAETHHBIX MPOTPAMMHBIX W IPOTPaMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HH)OpMAIKH.

IIK2.4 OcymecTBasiTh 00pabOTKY, XpaHEHHUE U Tiepefady HHPOpPMaIMK OrpaHUuEeHHOTO JOCTYNA.

K 2.5 YHuuTOXaTh MHPOPMALUIO U HOCUTEIN MH(POPMALMU C HUCIOJIB30BAHHEM MPOTPAMMHBIX U
MIPOTpaMMHO-aIIapaTHBIX CPEJICTB.

IIK 2.6 Ocy1ecTBIsATh PETHCTPAITHIO OCHOBHBIX COOBITHIT B aBTOMAaTHU3UPOBAHHBIX
(uH(OpMALIMOHHBIX) CHCTEMax, B TOM YHCIE C HCIOJb30BaHUEM MPOrPAaMMHBIX U
MPOrpaMMHO-aNIapaTHBIX  CPEACTB OOHAPY)KEHHS, TPEAYNPEKICHUS W JINKBUIAIUU
MTOCIIEACTBUN KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe 0cBO€HHS MPOPECCUOHATBHOTO MOIYJIS CTYACHT JTOJIKEH:

Hmets — YCTaHOBKE M HaCTPOMKE MPOrpPaMMHBIX CPEJICTB 3aILUThI HH()OPMALHH;

NPAaKTHYCCKUH | — TecTMpoBaHMM (YHKIMi, IHATHOCTHKE, YCTPAHEHHHM OTKa30B M BOCCTAHOBJIECHUH

OIIBIT B paboTOCIOCOOHOCTH MPOrpaMMHBIX M INPOrPaMMHO-ANNAPaTHBIX CPEACTB 3alIHUThI
nHpOpMALUH;

— yuere, 00paboTKe, XpaHEHUH W Tiepenavye WHGOpPMAIWH, AJT KOTOPOH YCTaHOBJICH
PEKUM KOH(PHICHIINATBHOCTH;

YMETh — YCTaHaBIMBaTh, HACTPANBATh, IPUMEHSITH [IPOrPaMMHBIE M IPOrPAMMHO-ANIapATHBIE
CpeZACTBa 3aIUThl HHPOPMALIUH;

— IMarHOCTHUPOBATh, YCTPAHATH OTKa3bl, oOecneunBaTh pabOTOCIOCOOHOCTH U
TECTHPOBATh (DYHKIHMHU MPOTPAMMHO-ANIAPATHBIX CPEJCTB 3alIUThl HH(OpMaIHy;

— NpOBepsITh ~ BBINIOJIHEHWE  TpeOOBaHMH MO  3amuTe  WHPOpPMAUH  OT
HECaHKIIMOHUPOBAHHOTO JOCTYNa TPU aTTecTalid OOBEKTOB WH(OPMAaTH3AIUU IO
TpeOoBaHMIM 0€30MaCHOCTH UH(POPMAIIHH;

— HCIIOIb30BaTh THIIOBBIE IMPOIPaMMHbIE KpUITOTrpaduyeckue CpeacTBa, B TOM YHCIE
3JIEKTPOHHYIO IO/INCE;

— YCTaHaBJIMBaTh U HACTPAaMBaTh CPEACTBA AHTHBUPYCHOH 3aIllUTHI B COOTBETCTBUU C
MPeIbIBISIEMbIMUA TPEOOBAHUSIMH;

— OCYLIECTBJIATE MOHUTOPHUHI M PETUCTPALMIO CBEACHUH, HEOOXOAUMBIX IS 3AILUTHI
00bEeKTOB HMH(pOpMATU3ALMM, B TOM 4YHCIE C HCIOJIB30BAHUEM INPOTPAMMHBIX H
MPOTPaMMHO-AIIAPaTHBIX CPEICTB OOHAPY)KEHUs, NMPENyNPEeKACHUS U JIMKBUIALUU
MOCJIEJICTBUI KOMITBIOTEPHBIX aTaK

3HATh — 0COOEHHOCTH W CIOCOOBI MPUMEHEHHUS! MPOTPAMMHBIX W TPOTpaMMHO-aINapaTHBIX
CpeACTB 3amuThl WH(pOpMANMK, B TOM 4YHCIE, B OIEPAIMOHHBIX CHCTEMaX,
KOMIIBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

— THUIIOBBIE MOJENH YINPaBJIECHUS [JOCTYNOM, CpPEICTB, METOJOB M IPOTOKOJIOB
UACHTU(QHUKALNUY U ayTeHTU(UKALHH;

— TWIIOBBIE CpEJICTBA M METOABl BEICHHS AayAWTa, CPEICTB M CIIOCOOOB 3aIIWTHI
nH(pOpMalMd B  JIOKAJBHBIX BBIYUCIWTENBHBIX CETAX, CPEACTB 3allUTBl  OT
HECaHKLMOHUPOBAHHOTO JJOCTYTIA;

— OCHOBHBIE TOHSTHS KpPUNTOrpaduMu M TUIOBBIX KPUNTOTPaUUECKUX METOAOB M
CpPEACTB 3aIUUTHl HHpOpMAaLUH;

1.4. KoJu4ecTBO 4acoB HA OCBOEHHE MPOrpaMMbl NMPodecCHOHATLHOT0
MOYJISI:

MaxkcumanbpHOU yueOHON Harpy3ku oOyuatomierocs — 680 yacoB, B TOM yucIe:

00s13aTENHHON ayAUTOPHOM Y4eOHON HArpy3ku obydaromierocs — 376 4acos,

CaMOCTOSATENILHOM paboThl 00yJarorerocs — 36 4acos;




KOHCYJIbTallNu — 4 yaca;

ydeOHoM npakTuku — 108 Jacos;
IPOM3BOJICTBEHHOM NTpakTUKKU — 144 yaca;
HK3aMEH KBAIM(PUKAUOHHBIN -12 yacos.



2. CTPYKTYPA U COAEP KAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIAA
1IM.02 BAIIUTA TH®POPMALIMU B ABTOMATU3UPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMHA U
INPOI'PAMMHO-AIIITAPATHBIMHU CPEJACTBAMHA

2.1. CTpykrypa npogeccHoHAIBbHOT0 MOLYJIsI

Koasbt HaumenoBanue | Cymmap O0bem BpeMeHH, 0TBe/leHHbII Ha ocBoeHue MJIK IIpakruka JK3aMeH
npogecc | pasgenos HBI Oobs13aTeibHAs ayIMTOPHAs YueOHAas HATPY3Ka 00y4arouerocst CamocrositenbHast | Konc KBaIn(pu
HOHAJBH | mpodeccnonanb | 00beM pabora YIabT KAIIMOHH
bIX U | HOr0 MOAYJISA HArpy3K o0yuamomerocs auuu bl
111784 H, Bcero B T.Y. B T.Y. B T.4., B T.4. Bcero B T.4., YueoOnas | IIpouszsog
KOMIIETE qac.(max qacoB Jadopar. NnpaKTH4. KypcoBasi ceMHHap. qacoB KypcoBasi (ecnu CTBEHHAs
HIIMi CUMAbH 3aHATUS 3aHATUS padora 3aHATHUS padora npedycm | (mo
as (ecnu (ecnu (mpoekr) (ecnu (1mpoekT) ompeno) | MPoPUII0
yuebHas npedycmomp | npedycmomp (ecnu npeoycmo (ecnu 9acoB crenuaib
Hazpy3Ka €eHo) €eHo) npeoycmomp mpeno) npeoycmo HOCTH)
u 4acoB 4acoB eHo) 4acoB mpeHo) 4acoB
npaKmux 4acoB 9acoB
)
1 2 3 4 5 6 7 8 9 10 11 12 13 14
OK 01-11,| MJIK 02.01 254 228 14 36 30 - 24 - 2
K 2.1- | [IporpammHEIe U
2.6 MIPOTPaMMHO-
ammapaTHbIe
CpeZCTBa 3aIIUThI
nHpopmanuu
M/IK 02.02 162 148 10 46 - - 12 - 2
Kpunrorpaduuec
KHe Cpe/icTBa
3aIIUTHI
nHdopmannu
VII102.01 108 108
YueOHas
MIPAKTHKA
I1I1 02.01 144 144
[IpousBoaCTBEHH
asi MPaKTHKa
OKx3aMeH 12 12
KBaJTU(PUKAIIMOHH
bIi
Bcero: 680 376 24 82 30 - 36 - 4 108 144 12




2.2. TemaTu4eckuii IUIaH U cojiepkaHne NPOodecCHOHATIBLHOT0 MOIYJIsI

HaumeHoBaHue pa3jie/ioB Conep:kanue y4eOHOTr0o MaTepuasia, JJadopaTopHbie U YpoBenn Koabl KOMIeTeHIIHi,
leO(l)eCCI/IOHa.TIbHOFO MNPAKTUYIECCKUE 3aHATUH, CAMOCTOATEC/IbLHASA p360Ta O0beM OCBOCHUSI (l)OpMHpOBaHI/IlO KOTOPLIX
moayJsa (ITM), odyuamoierocsi, Kypcopasi padora (poeKr) (eciu 4acoB CIIOCOGCTBYET 3JIeMeHT
MEKINCHUTITHHAPHBIX npeodycmMompeHvl) , UHbIe BUIbI Y4eOHOMH padoThl B COOTBETCTBUU nporpaMm
kypcoB (M/IK) u Tem ¢ Y4eOHBbIM IJIAHOM
1 2 3 4 B
Paszpnen 1 moayus. IlpumeHeHne NPpOrpaMMHBIX M MPOrPAMMHO-ANNAPATHBIX CPEICTB 3aIUThI 254
HHpopmannu
5 cemecTp
M/IK.02.01. IIlporpaMMHbIe H MPOrPAMMHO-aNNapaTHbIe CPeACTBA 3alMTHI HH(OPMAIIUHT 254
Pasnen 1. OcHOBHbIe NPUHUMIIBI NPOrPAMMHON H NPOrPAaMMHO-ANNAPATHOH 3aIIMUTHI 44 OK 01-11,TIK 2.1-2.6
HHpopmannu
Tema 1.1. Ilpeamer n Coaep:xanue yueOHOro MaTepHaJia 6
3aJ1a4¥ NPOrpaMMHO- [TpenMeT u 3a1a4M MPOTrpaMMHO-aNIapaTHOW 3aIUTHI HH)OpMAaIHH 2 1
annmapaTHoOM 3alIUThI OcHOBHBIE TOHATHS TPOTPAMMHO-AIIAPATHON 3alTUTHl HHPOPMAITUU 2
uHpopManuu Knaccudukanus MeTOJOB U CpPEeACTB IPOrpaMMHO-aNNapaTHON 2
3alUThl HHQOpMALIUU
Tema 1.2. CTanaaprhbl Copnepxxanue yuyeOHOro MaTepuasa 6
0e3omacHOCTH HopmatuBHbIE TIpaBOBbIE aKThl, HOPMAaTHUBHBIE METOJAMYECKHE 2 1
JIOKYMEHTBI, B COCTaB KOTOPBIX BXOJAT TPEOOBAHUS M PEKOMEHIAITUN
no 3amuTe HHPOpPMAMK TPOTPaMMHBIMH U TPOrpaMMHO-
anmapaTHeIMH cpeacTBaMu. [Ipodunu 3amuThl TPOrPaMMHBIX |
MIPOrPaMMHO-AIAPATHBIX CPENICTB (MEXKCETEBBIX JKPAaHOB, CPENICTB
KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCHUTENIW HH(OpMalUuH, CPEACTB
JIOBEPEHHOM 3arpy3KH, CPEJCTB aHTUBUPYCHOM 3aIIMTHI)
CrangapTel 1o 3amuTe MHQOpPMAIMH, B COCTaB KOTOPBIX BXOJAT 2
TpeOOBaHUS W  PEKOMEHAAIMU IO  3ammuTe  WHopManuu
MPOrpaMMHBIMHU U IPOrPAMMHO-AIIAPATHBIMU CPEICTBAMHU.
IIpakTuyeckoe 3ansaTue Nel PaGora ¢ comepxaHneM HOPMaTHUBHBIX 2
MPaBOBBIX aKTOB 1O 3alUTe HWHMDOpPMALMU TPOTPAaMMHBIMH U 2
IIPOrpaMMHO-aNNapaTHBIMU CPEICTBAMU
Tema 1.3. 3amuiennas Copnepxxanue yuyeOHOro MarepuaJia 12
aBTOMATHU3HPOBAHHAS ABTOoMarm3anus Tmporecca o0paboTrku wHGopManmu. [loHsTHE 5 1
cucTeMa ABTOMATU3UPOBAHHON CHCTEMBI.




OcobeHHoCTH ABTOMAaTHU3UPOBAHHBIX CHCTEM B 3allUMIICHHOM

ucnonHeHn. OcHoBHbIe BUJIbI AC B 3aIMIIIEHHOM HCIIOJTHEHUH. 2
Meronsl CO3JaHus 0e30MacHbIX CUCTEM. Merononorus 5
IIPOEKTUPOBAHUSI FapaHTUPOBAaHHO 3amuieHHbIx KC
JluckpennonHble Mojenu. MaHaTHbIe MOJIENN 2
IpakTuyeckoe 3ansitue Ne2 VccienoBanue KOPPEKTHOCTU CUCTEM 5
3aIUTHI
IIpakTnyeckoe 3anaTHe  Ne3Peamuzamus  (QyHKIMOHAIBHBIX
TpeOoBaHU K cucreMam aHaiamn3a 3aIIUILEHHOCTH 2
ABTOMATHU3HPOBAHHBIX CUCTEM
Tema 1.4. Coaep:xanue yue0HOro MaTepHaJia 6
JecTadbunusupyiouiee VicTouyHuKH JecTaOuIM3UPYIONIETo BO3ICHCTBUS HAa OOBEKTHI 3alTUTHI 2
Bo3elcTBHE HA 00beKTBhI | CrocoObl BO3ACHCTBUS Ha wuH(pOpMauio. [IpHYMHBI W YCIIOBHUS 5
3alIUThI ,I[eCTa6I/IJ'II/ISI/Ipy10H.Iel"O BO3EHCTBUS Ha I/IHd)opMauI/Ho
IIpakTuyeckoe  3ansTue  Ne4PacnpeneneHue — KaHajlloB B 5
COOTBETCTBUM C UCTOUYHUKAMHU BO3JEHCTBHUS Ha HH(OPMAIIHIO
Tema 1.5. IlpuHumMns Conep:xxanue yueOHOT0 MaTepHaJia 14
NPOrpaMMHO-annaparHoi | IloHsTHe HeCAaHKIIMOHUPOBAHHOIO AOCTYNA K HH(OpMaIUU 2
3aMThI HHGopMauK 0T | OCHOBHBIE MOAXObI K 3aimuTe nHGopmarmu ot HCJI 2
HECAHKIMOHMPOBAHHOIO | OpraHu3ainus JOCTyna K (Qaitiam, KOHTPOJIb  JIOCTyNma |
aocrymna pasrpaHMyYeHHEe JIOCTyIa, MepapXMyeckuil npoctynm K aitnam. 2
®dukcarnus gocryna K ¢ainam
JlocTyn K TaHHBIM CO CTOPOHBI ITpoliecca 2
Oco0eHHOCTH 3a1UThl JaHHBIX OT u3MeHeHus. [lludposanue. 2
IIpakTyeckoe 3anaTue NeSPeanuszanus yCTaHOBKM M HAacCTPOMKHU
MIPOrpaMMHO-aIapaTHBIX CpEICTB 3aIUTHI oT 2
HECaHKIIMOHUPOBAHHOI'O JOCTYIA
CamocrosiTtesibHas padora odyuarommxcsaNelIlogroroBka noknana
110 TEMaM:
Cucrema 3amuThl HTHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTyIa
«Ctpax NT» 2
Cucrema 3amuThl HTHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTyIa
«DallasLock»
Cuctema 3anmuthl nHGopManuu «Secret NET»
Pa3nes 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 98 OK 01-11,IIK 2.1-2.6
Tema 2.1. OcHOBBI \ Copnepxxanue yuyeOHOIro MaTepuaJia 16




3aIIUTEI aBTOHOMHBIX Pa6oTa aBToHOMHOI AC B 3alITUIIICHHOM PEXUME 2
aBTOMATHU3UPOBAHHBIX Anroputm 3arpy3ku OC. lITaTHble cpeacTBa 3aMbIKaHHsI CPEIbI 2
CHCTEM Pacmmmpenue BIOS kak cpecTBo 3aMbIKaHUS POTrPAMMHON CPEJIbI 2
Cucremsl TUNa DJIEKTPOHHBIN 3aMOK. D3 € NMPOBEPKOM LEIOCTHOCTU 5
nporpammHuoii cpenbl. [Tonstine AMJI3 (moBepeHHas 3arpyska)
[Tpumenenue 3aKJIAJIOK, HaIpaBJIEHHBIX Ha CHIDKEHHUE 5

3¢ ()EeKTUBHOCTHU CPEJICTB, 3aMBIKAIOIINUX CPETY.

JlaGoparopHoe 3ansaTue Nel MHcTamnsuus M HacTpolKa IITaTHBIX
CPE/ICTB ONEPAMOHHBIX CHUCTEM, MPETHAZHAUYCHHBIX IS 3aIUTHI OT 2
HECAHKI[MOHHUPOBAHHOTO JIOCTYIIA

JlabopaTopnoe 3ansitme Ne2 MHcramnsuus U HacTpoWKa CpENCTB

KOHTPOJISI IEJIOCTHOCTH 3alMIIAEMBIX PECypcOB U  CO3JaHUs 2
3aMKHYTOM POIPaMMHOM CpEbI
CamMmocTosiTeJIbHAS padora oOyuaromuxcaNe2[logroroBka
WHCTPYKIIMM Ha TeMy: AKTUBU3alMA MEXaHW3Ma 3aMKHYTON 2
nporpammHoil cpenbl B C3U SecretNet
Tema 2.2.3ammra Conep:xanue yueOHOTo MaTepuaJia 14
NpOrpamMMm OT U3yUYeHHs Uzyuenue u obpatHoe npoektupoBanue [10.Crnocoos! nzydenus I10: 5
CTaTHYECKOE M TUHAMUYECKOE U3YUICHUE
3aaun 3aIUThHI OT U3YYEHUS M CTIOCOOBI UX PEIICHUS 2
3amuTa OT OTIaAKH. 2
3amura OT AM3acCeMOTMPOBAHUS 2
3aimuTa OT TPACCUPOBKH 0 MPEPHIBAHUSIM. 2
Jladoparopnoe 3ansatue Ne3 lccienoBaHne MEXaHU3MOB 3alUTHI 5

porpamMmm OT U3YUCHUA U USMCHCHUSA

CamocrosiTesibHas padora odyuarommxcaNe3IloaroroBka noknana
no Temam: "OOdyckamus kak Meron 3amuTel 110 or m3ydeHus",

"ApxuBauusg JaHHBIX MporpaMMbl Kak wmeroj 3amutel [1O ot 2
uzydenuda", "Meron camoreHepupyeMoro kozxa B 3amute 1O or
n3y4yeHus"
IIpomexyTouyHas aTTecTanus — Apyrue opmMbl KOHTPOJIA (CpeAHMI 0a/1J1 10 TEKYIIHMM OLCHKAM YCIIeBAEMOCTH)
6 cemecTp
Tema 2.3. BpenonocHoe Coaep:xkaHue yueOHOro MaTepuaJia 18
NporpaMMHoOe BpenonocHoe mporpaMMmHOe oOecrieueHue Kak OCOOBIH  BUA 5
ol0ecrieyeHue pa3pylalonmx BO3ICUCTBUN

Knaccudukanus BpegoHOCHOr0 nmporpaMMHoro obecrieueHusi. Cxema 2




3apakeHusa. CpenctBa  HeWTpanm3auuu — BpemoHocHoro  I10.
[TpodunakTrka 3apaxeHUs

[Touck crnenoB aktuBHOCTH BpemoHocHOro I1O. Peectp Windows.
OcHOBHBIE BETKH, cojepxamue uHpopmamnuio o BpegoHocHoM I10.

Hpyrue o0bekThl, copepxamue uHbopMaiuioo o BpegonocHoMm [10, 2
daiunel prefetch.
bor-netsl. [Ipunimn @ynkunonupoBanus. Metoasl oOHapyKEeHUS 2
Knaccugukanuss  aHTHBHpPYCHBIX  cpeAcTB.  CHTHAaTYpHBI H 5
SBPUCTHUYECKUN aHAIIN3
3amuTa OT BUPYCOB B "py4HOM pexkume" 2
OcHOBHBIE KOHIICIIMHA MOCTPOCHHSI CHUCTEM AHTUBHPYCHOW 3alUThHI 5
Ha MPEeINPHUITUI
IIpakTnyeckoe 3ansaTue Ne 6 Pabora ¢ mporpaMMHoO-anmapaTHEIMH 2
CpeICTBaMU aHaiM3a 0E€30MaCHOCTH aHTUBUPYCHOM 3aIIUTHI CPEICTB
BBIYUCIIUTEIILHOW TEXHUKHU
JlaGoparopHoe 3ansitue Ned IlpumeHeHue cpelCTB HCCIIEIOBaHUSA 2
peectpa  Windows Il  HaxOXJIEHHUs  CJIE€IOB  aKTUBHOCTU
BpenoHocHoro 110
Tema 2.4. 3amura Conep:xanue yueOHOT0 MaTepuaJia 16
NPOrpaMM M JAHHBIX OT HecankunoHnupoBanHoe KonupoBaHue nporpamm kak tin HCJL 2
HECAHKIIHOHMPOBAHHOr0 | lOpuanueckre acnekTbl HECAHKIIMOHUPOBAHHOIO  KONMUPOBAaHUS 5
KONUPOBAHMSA nporpamm. OO11ee NOHATHE 3aLIUTHI OT KOMUPOBAHMUS.
ITpusszka [1Ok annmapaTHOMy OKPYKE€HUIO U HOCUTEIISIM. 2
3aluTHRIE MEXAaHU3Mbl B COBPEMEHHOM NPOTrPaMMHOM OO€CIieueHUn 5
Ha nnpumepe MS Office
IIpakTuyeckoe 3anaTue Ne7 Paborta co crnenuanu3upoBaHHBIMU 2
IpOTrpaMMHBIMU CpeACTBaMH  3aIIUTBl  MHPOpPMALUHU oT
HECaHKI[MOHMPOBAHHOI'O0 KOMMPOBAHUS
IIpakTuyeckoe 3ansTHe NeSAHanNM3 3alUUTHBIX MEXAHU3MOB B 2
npusokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)
JlabopaTopnoe 3anaTme NeS lccnenoBaHue MeXaHM3MOB 3alllUTHI 5
IPOrpaMM OT HE3aKOHHOTO MCIOJIb30BaHUS M KOITMPOBAHUS
CamocrosiTenbHas padora o0yuyarommxcsaNed
[ToaroToBka mokiana mo temam: "OdmaitH- U OHJIAH-TIpOrpaMMHast 5

3amuta  [IO  OT  HECAaHKIMOHUPOBAHHOTO  KOMHUPOBaHUS"
2
"AnnapatHas 3amuTta [10 oT HeCaHKIIMOHUPOBAHHOTO KOMMMPOBAHUA"




Tema 2.5. 3amura

Conep:kanue y4eOHOTr0o MaTepuaJia

12

HHpopManuu Ha ITpoGiieMa 3auThl OTUYKAaeMbIX KOMIIOHEHTOB [I9BM. 2 1
MAILINHHBIX HOCUTEJIAX Mertoapl 3amuThl MHGOPMAIMM HAa OTYYKIAEMBIX HOCHUTEJISX. 5
Hludposanue.
CpenctBa BOCCTaHOBIEHMs ocTaToyHoM wuHpopmanuu. Co3naHue 5
OCEKTOpHBIX 006pa3zoB HKM/I.
[TpuMeHeHHe CpeAcTB BOCCTAHOBJIEHHS OCTATOYHOM MH(OpMaIUM B
CyIeOHBIX KPUMHHAIMCTUYECKUX IKCIIEPTU3aX U MPU paccieI0BaHUU 2
uHIMeHTOB. HopMaTHBHas 6a3a, JOKYMEHTUPOBAaHHE PE3YyIbTaTOB
be3Bo3BpaTHOE yjanieHne JaHHbIX. [IpUHIMIIBI U aNTOPUTMBI. 2
IIpakTuyeckoe 3anaTue Ne9 Ilpumenenue nporpamm A 2 2
K (pPOBaHUs TaHHBIX HA ChEMHBIX HOCUTEIISAX
Tema 2.6. AnnapartHbie Conep:xanue yueOHOTr0 MaTepHaJia 4
CpeacTBa TpeboBaHust K anmapaTHbIM CpeICTBAM  MUJACHTU(DUKALUU U 5 1
HACHTH(PUKALUH U ayTeHTH(UKaIKKU monb30BaTeneil, mpuMensiemsM B O3 u AIIM/I3
ayTeHTUu(PUKALUT YerpoiictBa TouchMemory 2 1
NoJib30BaTeJsei
Tema 2.7. Cucremsl Copepxanue yueOHOIro MaTepuasa 18
o0Hapy:KeHUsl aTaK U COB u COA, otiinuus B pyHkuusx. OcHoBHbIE apxUTeKTypsl COB 2 1
BTOP KEHU I Vcnonb3oBanue cereBbix cHUGGepoB B kauectee COB 2
Anmnapatssiii komnoHeHT COB 2
ITporpammusiii komnoHeHT COB 2
Mogenu cucremsl oOHapyxkeHHMs BTopxkeHuid, Kiaccudukarms 2
CUCTEM OOHApYKEHUsI BTOPKEHUI.
ObHapyxenue curHaryp. OOHapyxeHue aHoMmaiuil. Jlpyriue MeTo sl 2
0OHapY>KCHHS] BTOP>KCHU.
IIpakTnyeckoe 3ansaTue Nel0) MoznenupoBaHre NpOBEIEHNS aTaKU 2 2
IIpakTuyeckoe 3ansitue NellllpuMeHeHue HHCTPYMEHTAIBHBIX 2 2
CpeACTB OOHAPYKEHUs BTOPKEHUN
CamocrosiTeibHas padora odyuyarommxcsiNeS[Toaroroska qokmana 2 3

no teme: "Cucrema oOHapyxeHHs BTOopxeHHH Snort", "Mertoas
DataMining B oOHapyxeHuun aHoManuit", "MeToapl TEXHOJIOTHH
MOOWJIBHBIX areHTOB B OOHapyxeHMHM aHomanuil', "Meroasl
MOCTPOEHUs HUMMYHHBIX cucteM", "[IpuMeHeHHe TIeHETHYEeCKUX
QITOPUTMOB B OOHapyxeHun aHomanuit", "[Ipumenenne HeHpOHHBIX
ceTel B 0OHapy)XxeHUU aHoManuii", "S3b1kn onmucanus aTtak'




IIpome:kyTouHasi arrectauusi — aApyrue Gopmbl KOHTpPoJs (cpeaHMid 0ajj MO TeKYIIHM

OICHKaM yCHeBaeMOCTI/I)

7 cemecTp
Pa3nea 3. 3amura nHGopManuu B JOKAJBHBIX CETAX 6
Tema 3.1. OcHOBBI Conep:kanue y4eOHOT0 MaTepuaJia 2
NOCTPOCHUA Cern, paOotaronye MO TEXHOJIOTUM KOMMYyTaluu makeToB. CTek 2 OK 01-11,TIK 2.1-2.6
3alllMIIEeHHBIX ceTel npotokojoB TCP/IP. Ocobennoctn wmapmpyTtusanun. IltatHbie
CpeacTBa 3amuThl HHPopMaruu cteka nporokosnoB TCP/IP.Cpencrsa
uAeHTU(UKAIIMK U ayTeHTU(UKALMK Ha Pa3HBIX YPOBHIX MPOTOKOJA
TCP/IP, nocToMHCTBA, HETOCTATKH, OTPAHUICHUSI.
Tema 3.2. CpencrBa Coaep:xanue yueOHOT0 MaTepHaJia 4
opranusauuu VPN Bupryanbnas vactHas cerb. DyHKIMH, Ha3HAYEHWE, MPUHLIMUI 2
noctpoerus.  Kpunrorpadpudyeckue W HEKpUNTOTpaduuecKue
cpenctBa opranmzaimuun  VPN. VYcrpoiictBa, o6pasyromue VPN.
Kpunromapmpyruzarop U kpunropunsTp. Kpunropoyrep.
[TpuHIMIIBI, apXUTEKTypa, MOJENb HApPYIIUTENs, JIOCTOMHCTBA U
HepoctaTku. Kpuntounetp. IlpuHuunel, apXuTekTypa, MOJAETb
HapyIIUTENs], JOCTOMHCTBA M HEJOCTATKH
IIpakTuyeckoe 3anaTue Nel2 PasseproiBanue VPN 2
Pasnen 4. 3ammra nHGopManum B ceTsix 0011ero J0CTyna 18 OK 01-11,TIK 2.1-2.6
Tema 4.1.00ecnieuenue Conep:xanue yueOHOTo MaTepuaJia 18
0e3omacHOCTH Metobl 3auThl HHGOpMaIMK Ipu padoTe B CeTsAX 0OLIero JoCTyna. 2
MeKCETEBOI0 MexcereBbie skpanbl Tuna firewall. JlocTomHCTBa, HEIOCTaTKH, 5
B3aHMO/JCHCTBHUSA peann3yeMble NOJUTUKH O€30MaCHOCTH.
OcHoBuble THNBI firewall. CuMMerpuuHble W HECUMMETPUYHbBIE
firewall. Yposens 1. IlaketHbie ¢mibTpbl. YpoBeHb 2. OuiabTpanus 5
CIyk0, TMOMCK KIIIOUEBBIX CJOB B TeEJIe IaKETOB Ha CETEBOM
ypoBHE.YpoBeHb 3. Proxy-cepBepa NpHUKJIaJHOTO YPOBHS.
OnnoxoctoBele W mynbTuxocTtoBbiefirewall. OCHOBHBIE — THITBI
apxuTeKTyp mMyiabTuxoctoBbixfirewall. TpeOoBaHus K KaXKAOMY XOCTY 2
UCXOJISl U3 apXUTEKTYPhl U BBINOIHIEMbIX (QYHKINN
TpebGoBanusi o cepTU(DUKALINYA MEKCETEBBIX IKPAHOB 2
IIpakTnyeckoe  3aHaTme  Nel3  CpaBHeHHME ~— apXUTEKTYp 5
DualHomedHost, BastionHost, Perimetr.
IIpakTH4yeckoe 3aHATHE Nel4IIpumenenue pa3INYHBIX 5

CIOCO0OB3aKPHITHS "OMACHBIX " TTOPTOB




CamocrositejibHasi  pabdora oOyuarommxess Ne 6. OG63op

COBPEMEHHBIX MEKCETEBBIX IKPAHOB 4
Pazjnen 5. 3ammra undopmanum B 6a3ax JTaHHBIX 18 OK 01-11,TIK 2.1-2.6
Tema 5.1. 3ammra Coaepxxanue yueOHOIo MaTepuaJa 18
uHdopmanuu B 6a3ax OCHOBHBIE THUITBI YTpo3. MoJieb HapyIIUTENS 2
AAHHBIX CpenctBa uAeHTU(UKAUMM W ayTCHTU(UKAUH. YTIpaBICHUE 5

JIOCTYTIOM

CpezacTBa KOHTPOJIS 1IEIOCTHOCTH MH(OopManuu B 6a3ax JTaHHBIX 2

CpeactBa ayaura ®  KOHTpoyis  Oe3zomacHoctu.  Kpurepuu 5

3alUIIEHHOCTH 0a3 JaHHBIX

[Ipumenenne Kpunrorpa@uyeckux CpPeACTB 3alIUTHl WHPOPMALUU B

0a3ax JTaHHBIX

I[IpakTuyeckoe 3anaTue Nel5 Ananmu3 mexanuzmoB 3amuTel CYB/]

MS Access

IIpakTuyeckoe 3ansaTHe Nel6CpaBHUTENIBHBIM aHANU3 LITATHBIX 2

cpencts 3anuThl CYBJ] MSSQL Server

CamocrositesibHass padora oOyuawmuxess Ne 7. Tloaroroska 2

Joknana no TeMaM: «HoBble TEXHOJOrMHM XpaHEeHus MH(OpMaLuny,

«CepBHCbl  00JIaYHOTO  XpaHEHUA  JaHHbIX», «CoBpeMeHHbIE

TEXHOJIOTUH TUCKOBBIX CHCTEM)
Paszjen 6. MOHMTOPHMHT CHCTEM 3alIUTHI 38 OK 01-11,TIK 2.1-2.6
Tema 6.1. MoHUTOPHHT Copnepxanue yuyeOHOIro MaTepuasa 18
CHCTEM 3aLIUTHI [Tonstue u  oOocHOBaHWME  HEOOXOAMMOCTH  HCIIOJIb30BAHMS 2

MOHUTOPHHTA KaK HEOOXOIUMOWH KOMIIOHEHTHI CHCTEMBI 3aIIUTHI

uHpOpMaLIUH.

OcoOenHoct  (ukcanmu COOBITHI, TOCTPOEHHBIX Ha pa3HBIX

NPUHIUIAX: CETH C KOMMYTAallMe COeMHEHHH, CeTh ¢ KOMMYTaIen 2

maketoB, TCP/IP, X.25

Knaccudukanuss ~ OTCIeKMBAaEMbIX  COOBITHIA. OcobenHoctu

MOCTPOCHHUS CHCTEM MOHHUTOpPUHTA. VICTOYHMKM WHQPOpPMAWU JUIS 5

MOHUTOPHHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKUE XaPaKTEPUCTUKH

Tpaduka gepes MO, mpoBepKka pecypcoB 0OIIEro Mmojab30BaHMUS.

Knaccudukanus cereBbIX MOHUTOPOB 2

Cuctembl yrpaBiaeHUsT COOBITHIMU MH(POPMAIMOHHON 0€30MacHOCTH 5

(SIEM). O630p SIEM-cuctemM Ha MUPOBOM M POCCHIICKOM pPBIHKE.

IIpakTnyeckoe  3ansaTue  Nel7  CpaBHUTEIBHBIA  aHAIM3 2




pacHpOCTpaHEHHBIX CETeBBIX MOHHUTOpOB Ha mpumepe RealSecure,
SNORT, NFR wiu npyrux aHajaoros

JlaGoparopHoe 3ansitue Ne6 IIposenenue aymaurta JIBC cereBbiM 4
CKaHEpPOM
CamocrositesibHasi padora oOy4yarommuxess Ne 8. Iloaroroska 2
noknanga mo Ttemam: «HoBble BHIBI aTak Ha HMH(POPMALUOHHYIO
CUCTEMY», «AKTyallbHbIE KHOEpyrpo3bl», «COBpEMEHHBIE METOJbI
3allUThl OT CETEBBIX aTaK»
Tema 6.2. U3yuenue mep Coaep:xxanue yue0HOro MaTepHaJia 8
3alUThI HH(POPMALMHU B N3yuenne tpeboBaHuii 0 3ammre WHPOPMAINU, HE COCTABISIONICH 2
HH(POPMALHOHHBIX roCyIapCTBEHHYI0 TaiiHy. M3ydeHHe METOJMYeCKHX JIOKYMEHTOB
cucreMax OCTIK no npyuMeHEHHUI0 Mep 3allUTHI.
IIpakTuyeckoe 3ansaTe Nel8Br16op nmporpaMMHBIX U MPOTPAMMHO- 2
amnmapaTHbIX CPEICTB 3alIUThl MHGOpMAIMK B WHPOPMALMOHHOM
CUCTEME U pa3paboTKa peKOMEHAALNN MO UX HACTPOUKE
CamocrosiTeibHast  padora oOyuamomuxes Ne 9. O0630p 4
COBPEMEHHBIX MPOTPaAaMMHBIX U IMPOTrpaMMHO-aNapaTHBIX CPENCTB
3aILUTHI
Tema 6.3. U3yuenne Conep:xanue yueOHOTo MaTepuaJia 12
COBpPEMEHHBIX VYcraHOBKAa M HACTpOWKAa  KOMIUIEKCHOIO CpEICTBAa Ha IpUMEpE 2
NPorpaMMHO- SecretNetStudio (yueOHast TUIIEH3US) WK IPYTUX aHAJIOTOB
annapaTHbIX YcraHoBKa M HAcTpoWKa INPOTrpaMMHBIX  CPEACTB  OLEHKHU
KOMILJIEKCOB. 3allMIIEHHOCTH M ayauTa MHGOPMAalMOHHOM  0€30MacHOCTH, 5
u3yyeHue (YHKIMH M HACTpoWKa pPEeXUMOB pabOThl Ha MpHUMEpe
MaxPatrol 8 nnm npyrux anaaoros
W3yyenue TUNOBBIX pelleHMi Ui moctpoeHus VPN Ha npumepe 5
VipNet uiu pyrux aHajgoroB
N3y4yeHne COBpEMEHHBIX CUCTEM aHTUBHUPYCHOM 3aIlMTHI HA IPUMEPE 5
KoprnopatuBHbIX pemenuid Kasperskylab wim qpyrux anamoros
Wzyuenue (ynkuuoHana u obnacteit mpumeHenust DLP cucrem Ha 5
npumepe InfoWatchTrafficMonitor nim npyrux aHaaoros
CamocrosiTeibHass padora oOyuaromuxcaNel0 OO030p KpymHBIX 5
yTedeKk MH(OopMaIu 3a roj
KypcoBoe npoexTupoBanue 30

IIpuMepHasi TeMaTHKA KYPCOBBIX IPOEKTOB:
Pemenue 3anaun kubepObe30MacHOCTH B YCIOBUSX MHTEPHET Belleil



https://www.infowatch.ru/products/traffic_monitor_enterprise

Pemenue 3amaun nndopmanmonHoit 6e30MmacHOCTH AeTei B ceTu MHTEpHeT

Opranuzanus 3ayThl THPOPMALUU B TUCTAHIIMOHHBIX KaHa1ax 0aHKOBCKOT'O OOCITY>KUBAHHS
Opranusanus 3alUThl KOMIIBIOTEPHBIX CUCTEM OT MPOTrpaMM-BbIMOTaTenen

Opranu3anus 3ayThl THPOPMALIUU B CUCTEMAaX MOOUIILHOM CBSI3U

Opranu3zanus 3auThl THGOPMAIIUU B TEXHOJIOTUHU OJOKYEHH

IIpuMeHeHne cucTeM KOHTPOJI U y4€Ta JEHCTBUM IIEpCOHANa HA IPEAIPUATUI

[Ipumenenue nmporpaMMHbIX cHUGGEPOB Il aHaIKM3a CETEBOro Tpaduka

[Ipumenenne cuctem obecriedeHus MHOOPMAIMOHHOW O€30MacHOCTH Ha 0a3e mporpaMm ¢
OTKPBITBIM KOJIOM

Opranu3zanus 3aiuThl ”HGOPMALUU B BEO-TIPUIIOKEHUSIX

Opranuzanys 3alUThl KOMIIBIOTEPHON CETH MPEANPUATHS OT BHEILIHUX BTOPKEHUN
Opranu3zanus 3auUThl THPOPMALMU B COBPEMEHHBIX LIEHTpax 00pabOTKU JaHHBIX
Opranu3anus 3alyUThl HHTEUIEKTYalbHON COOCTBEHHOCTH MPEIPUATHS

Pemenue 3amaun BBIBICHHUS CIELUAIbHBIX TEXHMUECKUX CPEACTB HECAHKLHOHHUPOBAHHOIO
MoJIydyeHus: nHpopMaluu

Opranu3zanus 3auThl THPOPMAMU B CUCTEMAaX KOHTPOJIS U YIPaBJIEHUS JOCTYIIOM
Pemenue 3anaun 6e30nacHbIX MOKYNOK B ceTu MHTepHeT

Pemenue 3amau nndopmaimoHHoi 0€30MacHOCTH B 00JIAYHBIX TEXHOJIOTUSIX

[TpuMeHeHne NHTEUIEKTYalbHbIX CUCTEM BHICOHAOIIOICHHS Ha MPEANIPUIATUI

Pemenue 3anaun 0e3onacHoCcTH MHGOPMAMU U JIMYHBIX JaHHBIX B ceTu VHTEepHeT
Opranu3anus 3aiyThl THPOPMALUU TEXHUUECKUMHU CPEICTBAMU HA MPEIIPUATHH

Pemenue 3amaun nndopmarnmonHoit 6e3omacHoctu Pynera

Koncynbranus 2
IIpoMe:xxyTouyHasi arrecTanus - AuddepeHIMPOBAHHBIN 3a4eT 2
Pa3nea 2 moayJs. IlpuMenenne KpunTorpaguyecKUX CPeCcTB 3a1UThI MHGOpManun 162
MJIK.02.02. Kpunrorpadguyeckue cpeAcTBa 3alIUThl HH(poOpManuu 162
S cemecTp
BBenenue Conep:kanue y4eOHOIo MaTepuaa 2
[Ipenmer u 3amaum kpuntorpadpuu. Hcrtopus xpunrorpadpuu. 2 OK 01-10,TIK 2.4
OCHOBHBIE TEPMUHBI
Pa3nes 1. MartemaTnuyeckye 0CHOBBI 3allIMThHI HH(OpManuu 32
Tema 1.1. Coaepxanue yueOHOIro MaTepuaJia 32
MaremaTH4ecKHe 0CHOBBI | DJIEMEHThl TCOPHUHM MHOXKECTB. | pynibl, KOibLa, MOJIS. 2
Kpunrorpaguu Hemumocts uucen. Ilpusnaku nenumoctu. IIpocteie M cocTraBHBIE 5
quca.
OcHoBHast Teopema apupmeruku. Hambonpmmii oOUmMiA 1eIuTeNb. 2




B3aumno
npoctele yncaa. Anroputm EBknnna s Haxoxaenus HOJL.

OtHomenusi cpaBHUMOCTU. CBoMCTBa cpaBHeHU. MoayssipHas

2
apupMeTHKa.
Knaccel. Ilonnas u npuBeneHHas cucTeMa BbIUeTOB. DyHKIMSA
DOiinepa. Teopema depma-Ditiepa. ANTOpUTM OBICTPOTO BO3BEACHUS 2
B CTENEHb 110 MOJYJIIO.
CpaBHeHusi mepBoii cterneHu. JluHelHbIe AUO(PAHTOBBI YpaBHEHUSI. 5
Pacmmpennsiii anroputm EBkinja.
Kuraiickast Teopema 00 ocTraTkax. 2
IIpoBepka 4yncen Ha NPOCTOTY. AJNTOPUTMBI I'€HEPALUU IPOCTBIX 9
yucen. Meroa npoOHbIx Aenenuil. Pemero OpaTocdena.
PaznoxeHue uncna Ha MHOXKHUTEIU. AJNTOPUTMBI (DaKTOPU3ALUH. 5
®akropuzauus Pepma. Meron [lomnapna.
Anroput™msl JuckpeTHoro jorapupmupoBanus. Meroxn Ilomnapna. 2
Meron Hloppa.
Apudmernueckue onepanuy Haja O0IbIIMMH YHCIAMHU. 2
OnnunTUYecKre KpUBbIE M UX MPHIIOKEHHs B KpUIITOTpa(UH. 2
IIpakTnueckoe 3ansitue Nelllpumenenue anroputma EBkinnaa nmis 2
naxoxaenus HOJI. Pemenue nuHeidHbIX 110(aHTOBBIX YpaBHEHHIH
IIpakTnueckoe 3ansaTue Ne2 [TpoBepka uncen Ha IPOCTOTY 2
IIpakTnyeckoe 3ansaTue Ne3 Pemenue 3amad ¢ 3neMEHTaMu TEOPUU 2
YHUCEL.
CamocrosiTesibHas pabora ody4yarommxcest Ne 1. Pemenue 3anay no 2
teme: «CpaBHeHus. CBOMCTBA CpaBHEHUIN»
Paznea 2. Knaccuveckas kpunrorpapus 40 OK 01-10,IIK 2.4
Tema 2.1. MeToasb! Coaepxanue yueOHOro MaTepuaJa 22
Kpunrorpagpu4eckoro Krnaccudukanys OCHOBHBIX METOJOB KPUNTOrpadUyYECcKOM 3aluThl. 2
3aMThHl HHPOPMALHMHT MeTo1bl CHMMETPUYHOTO HIM(PPOBAHUS
[udpsr 3amensl. [Ipocras 3amena, MHOroandaBuTHas MOACTAaHOBKA, 2
MIPONOPLIHMOHANIBHBIN udp
Metoapl mnepecTaHOBKH. TaOnuyHas IepecTaHOBKA, MapUIpyTHas 2
IIEPECTaHOBKA
I'ammupoBanue. ['amMmmupoBaHHE C KOHEYHOM U OECKOHEUHOU 2
raMMaMH
IIpakTuyeckoe 3ansitue Ne4 [IpuMeHeHHe KIACCMUECKHX IMIH(POB 2




3aMCHBI

IIpakTuuyeckoe 3ansiTue NeS [IpuMeHeHue KIACCHUECKUX IMM(POB 4
IIEPECTAHOBKU
IIpakTnueckoe 3ansaTne Ne 6IIprmeHeHne MeTo1a TaMMUPOBAaHMSI 4
CamocrosiTesibHasi padora obyuarommxcsa Ne 2. [lludpoBanue u 2
nemugpoBaHre COOOIICHUH CUMMETPUYHBIMA METOAMHU.
CamocrosiTesibHasi padora odyuarommxcsa Ne 3. [lludpoanue u 2
aemngpoBaHre COOOMICHUH aCHMMETPUYHBIMUA METO/IaMHU.
Tema 2.2. Kpuntoanamu3 | Coaepxanue y4eOHOro MaTepuasa 18
OcHoBHBIE METOIBI KpuNTOaHaN3a. Kpunrorpaguueckue ataku. 2
Kpunrorapuueckas CTOMKOCTb. AGCOMOTHO CTOMKHE 4
kpunrocucremsl. [Ipunuunsl Kupkxoggcea
[lepcriekTrBHBIE HaIpaBJICHUS KpUIITOAHAIN3a, 5
KBAHTOBBIHKPUIITOAHAIINS.
JlaGopaTtopnoe 3ansitue Nel Kpunrtoanamusz mmgppa mTpocToit 2
3aMeHbl METO/I0M aHAJIM3a YaCTOTHOCTU CUMBOJIOB
JlabopaTopHoe 3ansaTue Ne2 Kpunroanain3 KjJacCHUeCKuX MudpoB 4
METOIOM MOJIHOTO nepedopa KiItoueil
IIpakTnueckoe 3ansiTue Ne7 Kpunroananus mudpa Buxunepa 4
IIpomexyTounasa arrecrauussi — apyrue ¢opmbl KOHTPoJs (CpelHMii 0a1 MO TeKyIIMM
OLICHKAM YCIIeBA€MOCTH)
6 cemecTp
Tema 2.3. I[loTounsble Coaepxanue yueOHOro MaTepuaa 6
U QPbI U TeHePATOPbI OCHOBHBIE TPUHIMUMBI TOTOYHOTO IMmdpoBanus. Ilpumenenue 2
nceBaoCay4YaiiHbIX yuces | reaeparopos [ICY B kpunrorpaduu
MerTo/ibl MOMYy4YEeHUs TICEBIOCTYyUaHBIX TTocneaoBaTenbHocTen. JIKT, 2
Meton Pubonayun, merox BBS.
IIpakTnueckoe 3ansaTue Ne8llpumenenne Mmeronos renepanuu [1CH 2
Pa3nea 3. CoBpemennasi kpunrorpagust 78 OK 01-10,IIK 2.4
Tema 3.1. KogupoBanue Coaeprxanue yueOHOro MaTepuasa 14
ungopmaunu. Koauposauue unpopmaruu. CuMBOIbHOE KoqupoBaHue. CMbBICIIOBOE 4
Kommnbiotepusanus KOoAMpoBaHMe. Mexanuzanusa — mmdposanusa.  IlpexacrapiaeHue
i ppoBanus. urdopmarmu B 1BomyHoM Kkoze. Tabmuma ASCII
Kommprorepuzamusi mudpoBanus. AmnmapaTHOE W IPOrPaMMHOE 4




mdpoBaHue Cranpaptuzanus MIPOrpaMMHO-aNNapaTHbIX
KPUNTOTpaQHUUECKUX CHCTEM U CpencTB. V3ydeHue COBpEMEHHBIX
MIPOrpaMMHBIX U anmnapaTHBIX KPpUNTOrpadhuyecKX CpesICTB

IIpakTuyeckoe 3ansitue Ne9Konuposanue nupopmanuu 2
IIpakTnueckoe 3anmarume Ne 10IIporpammHas  peanuzanus 5
KJIACCUYECKUX IU(POB
JlabopaTopHoe 3aHATHE Ne3UccnenoBanue peanu3auuu
KJIAaCCUYECKUX IIM(POB 3aMEHbl M IEPECTAaHOBKM B IIPOrpaMMme 2
CrypTool wim ananore
Tema 3.2. Cummerpuunbie | Conepxxanue y4eOHOr0 MaTepuasa 10
cucreMpl K ppoBanus O6me  cenenus.  CTpykTypHas  cXeMa  CHMMETPHYHBIX 4
KPUNTOTPaQHUECKUX CHCTEM
OteuectBenHble anroputMel Marma u Kysneunk u ctangaptel [OCT
P 34.12-2015 u I'OCT P 34.13-2015. CummeTpuyHble aaropUTMbI 4
DES, AES, I'OCT 28147-89, RC4
IIpakTnuyeckoe 3anarume Ne 11llporpamMmuas  peanuzanus 5
COBPEMEHHBIX CHMMETPUYHBIX MH(POB
Tema 3.3. Coaep:xaHue yueOHOro MaTepuaJa 8
AcuMMeTpHYHbIE Kpunrocucrempl ¢ OTKpBITHIM KitouoM. HeoOpaTtumocTh cucrem. 2
cucTeMbl K $poBanus CTpyKTypHas cxema IH(POBaHHs C OTKPHITHIM KITIOUOM.
DneMEeHTHI TEOPUH YUCEIl B KPUIITOTPAPHUH C OTKPHITHIM KIIIOUOM. 2
IIpakTnueckoe 3anaTme Ne 12 IlpumeHeHue pa3IUUYHBIX 2
ACUMMETPUYHBIX aJITOPUTMOB.
IIpakTuyeckoe 3ansitue Ne 13 IlporpamMmuas peanuzanus 2
aCMMMETpPUYHOro anroputma RSA
Tema 3.4. Conep:kanue y4eOHOIro MaTepuaa 10
AyTenTHUKaNHS Ayrentudukamms  gaHHBIX.  OO6mme momstms. Ol  MAC. 4
AAHHBIX. JJIEKTPOHHAS OJiHOHAMpaBICHHbIE XeNI-QYHKIMU. AITOPUTMBI IIU(POBOIA MOMUCH
MOANmHUCH IpakTuyeckoe 3ansaTue Ne 14 IIpuMeHeHHE Pa3IUYHBIX (YHKIHIA ’
XEIINPOBaHMs, aHAJIN3 OCOOCHHOCTEHN Xemen
IIpakTnueckoe 3ansitue Ne 15 TlpumeneHue kpunrtorpapuueckux 5
aTak Ha XeHI-()yHKIIHH.
JlaGoparopHoe 3ansaTue Ne4CpaBHUTEIBHBIA aHAIW3 MNPOTrPaMMHO- 5

anmapaTHbIX CPEJICTB, pEATU3YIOIUX OCHOBHBIE (pyHKIMHU D11




Tema 3.5. Anropurmbl
00MeHAa KJIK0UYel n
NMPOTOKOJIbI
ayTeHTH(PUKANNH

Conep:kanue y4yeOHOIro MaTepuaa

AJTOPUTMBI pacnpe/eeHus KJTFOUen c IPUMECHECHHUEM
CUMMETPUIHBIX 5 ACUMMETPUYIHBIX CXEM [Iporokobt
ayreHTUGUKanud. B3amMHas ayreHTudukanus. OIHOCTOPOHHSISA
ayTeHTU(UKAIUS

IIpakTuyeckoe 3ansaTue Ne 16IIpumenenue nporokona Jduddu-
Xennmana aJis1 OOMeHa KIr4aMu UG POBaHHUSL.

IIpakTuyeckoe 3ansaTue Ne 17 IlpuHnunbel paOOThl MPOTOKOJIOB
ayTeHTU(PUKANMA C WCIOIH30BAaHUEM JOBEPEHHOW CTOPOHBI Ha
npumepe npotokosa Kerberos.

Tema 3.6. Kpunrto3zammura
HH(pOPMALUH B CETAX
nepeaayu JaHHBIX

Conep:xanue yueOHOro MaTepuaJia

10

AbonenTckoe mmdposanue. [lakerHoe muppoanue. 3ammTa IEeHTPa
reHepanuu kmoueil. Kpunromapupyrusatop. [aketssrit punbtp

Kpunrorpaduueckas 3ammra OSCIpPOBOMHBIX COCAUHEHUH B CETAX
craggapra 802.11 ¢ ucnonp3zoBanuem nporokosoB WPA, WEP.

CamocrosiTesibHass  padora oOywarommxceas Ne 4. O0630p
COBPEMEHHBIX METOJIOB KPHUMNTO3AIUTE HHPOpPMAIMK B CETAX
nepcaayn JaHHbIX.

Tema 3.7. 3ammura
uHopmanuu B
3JIEKTPOHHBIX
IUIATEKHBIX CHCTEMAaX

Conep:xanue yueOHOro MaTepuaJa

[TpuHIMOBl (YHKIMOHUPOBAHUS AJIEKTPOHHBIX IJIATEXKHBIX CHUCTEM.
DNeKTpPOHHBIE IIJIACTUKOBBIE KapThl. IIepconanbHbIN
UACHTU(DUKAIIMOHHBIN HOMEP

[Ipumenenue kpunrorpagpuyeckux NPOTOKOJIOB MJsi OOecreyeHus
0€30MaCHOCTH HJIEKTPOHHON KOMMEPIIHH.

IIpakTnuyeckoe 3ansitue Ne 18 Ilpumenenue ayreHTHdUKanuu MO
OJTHOPA30BbIM  maposisiM. Peanuzanusg — aqropuTMOB — CO3JaHUS
OJIHOPa30BBIX M1APOJIEH

CamocrosiTesibHass  padora oOyuarommxesas Ne 5. O0630p
COBPEMEHHBIX METOAOB 3alIUThl HHPOPMAIMK B DIIEKTPOHHBIX
INIATC)KHBIX CUCTEMAX

Tema 3.8. Komnbrorepnas
creranorpagus

Conep:xanue yueOHOro MaTepuaJia

10

CkpeiTast mepenada HWHPOPMAIMM B  KOMIIBIOTEPHBIX CHCTEMAaX.
[Ipobnema ayTeHTHGUKAIMK  MYJIBTUMEIUHHON  WHGOpPMAIIIH.
3amura aBTOPCKUX MPaB.

Mertoasl KoMmbrOTEpHOU cTeraHorpaduu. [ludpoBsie BoasSHBIC




3HaKU. AJITopuT™MbI BcTpanBanus [[B3

IIpakTuyeckoe 3ansaTue Ne 19 OO30p W CpaBHUTEIBHBIN aHAIN3

cymectByromiero 110 mns BecrpauBanus 1{B3 2
IIpakTnyeckoe 3anaTme Ne 20 Peamuzauumss OpOCTEHIINX 5
CTeraHorpauuIecKux aropuTMOB
CamocrositesibHasi padora oOyuyarommxess Ne 6. IloaroroBka
noknana mo temam: «KBantoBas kpuntorpadus», «MHOromydeBas 2
kpunrorpadus», «MeteopHas kpunrorpapus»
Koncyabranus 2
IIpome:xxyTouHasi arrectanus — 1u¢depeHIUPOBAHHBIN 3a4eT 2
Yueonas npaktuka YI1.02.01 108
IIpumepHbie BUABI padoT:
CocraBnenue JTOKYMEHTAllMM MO y4eTy, oO0paboTKe, XpaHEHHUIO M Tepenadd KOoH(HIeHIMaTbHON
nHpopmaruu
Ocy1iecTBieHNEe YCTAaHOBKU M HACTPOMKH MTPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aIUTH HH()OpMAaITUH
Jlnarnoctuka paboTOCIOCOOHOCTH MTPOrPaMMHO-AMIAPATHBIX CPEICTB 3alUThI HH(OpMALIUU
YHuuroxkeHne uHGOpPMalMd C MCIOIb30BAaHUEM MPOrPaMMHO-ANMApPaTHBIX CPEACTB 3aIIUThI
uHpopMauu
Onenka 3(peKTUBHOCTH MPUMEHSIEMBIX POTPAMMHO-ANNAaPATHBIX CPEJICTB 3aLIUThHl HHPOPMALIUU
Vcnonb30BaHue MpOrpaMMHOro odecreyeHus s nepejadyn KoH(puIeHIHanbHoi nHpopMau
Vcnonb30BaHre TUMOBBIX KpUNTOrPa(QHUECKUX CPEACTB
IIponssoacrBennas npakruka I111.02.01 144

IIpumepHbie BUABI padoT:

AHanu3 TNPUHLUIIOB TOCTPOEHUS CUCTeM HHGOPMALMOHHOM 3alllUThl MPOU3BOJICTBEHHBIX
MOJIpa3IeICHUI

[IpuMeHeHHEe HOPMATUBHBIX IPABOBBIX AKTOB, HOPMATHBHBIX METOJWYECKUX JIOKYMEHTOB I10
o0ecrnieueHnto HHHOPMALIMOHHON O€30MaCHOCTH MPOTrPaMMHO-aNNapaTHBIMU CPEJICTBAMHU.

AHanmu3  A(QQPEKTUBHOCTH MPUMEHSEMBIX IPOrPaMMHO-AMIMApaTHBIX CPEIACTB  OOECIeUeHHS
WH(POPMAIIMOHHON 0€30MaCHOCTH B CTPYKTYPHOM I0/Ipa3AeiIeHUN

Obecneuenue yuetra, 00pabOTKH, XpaHEHUS U NIepeaay KOH(PUACHIIHAIbHOW HHPOPMALIUU
TexHuueckas JKCIUTyaTanus JJIEMEHTOB MIPOrpaMMHOMN 51 anmapaTHou 3aIUTHI
aBTOMAaTU3HPOBAHHOM CUCTEMBI

JIMarHOCTHKa, YCTpaHEHHUs OTKa30B M BOCCTaHOBJIEHUS pabOTOCHOCOOHOCTH MPOTrPaMMHO-
anmapaTHbIX CpEICTB o0ecredeHns HHPOPMALMOHHOM O€30MaCHOCTH

Bcero:

IIpome:kyTouHasi arrecTanus (Bcero):

680




IIpomexyrounas arrectanusa no MJIK.02.01- nuddepeHnnpoBaHHbIi 3a4eT

IIpome:xkyrounasi arrectanusi no M/IK.02.02- nu¢depeHuupoBanHblii 3auet

IMpome:kyrounas arrecrauus mo I[IM - sx3ameHn KBaJIupUKAUOHHBIT




3. YCJIIOBUA PEAJIM3ALIUN ITPOT'PAMMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TpeOoBaHusi K MHHHMAJIBHOMY MAaTEePHAJTbHO-TEXHUYECKOMY
o0ecrie4yeHNI0 MPO(ecCHOHATBLHOT0 MOIYJIsI

Peanuzamus mporpamMmbl  TTPO(PECCHOHATBLHOTO MOIYJSI TpeOyeT Haaudus
7a00paTOpuM  NPOrPaMMHBIX M IPOrPAMMHO-AINIAPATHBIX  CPEJICTB  3AIUTHI
uHbOpMaIK IS POBEACHUS 3aHATHH JIGKIIMOHHOTO THIIA, Ja00PaTOPHBIX 3aHITHIA,
MPAKTUYECKUX 3aHATHI, B TOM YHCJIE TPYIIOBBIX, NHIUBUAYAIbHBIX, MUCbMEHHBIX,
YCTHBIX KOHCYJIbTALU, TEKYIIErO KOHTPOJIS U IPOMEKYTOUYHOM aTTeCTALUH.
JlaGopaTopusi NMpOrpaMMHBIX M NPOrPaMMHO-ANMNAPATHBIX CPEACTB 3alUThI
uHpopMauuu
O6opynoBaHue:

- pabouee MecTO IMpenoaBaTeis;

- CTIeIMAIIM3UPOBaHHAS MeOEeTb (CTOJIBI, CTYJIbS 10 KOJIMYECTBY 00yJaronuxcs);

- pabouune MecTa CTyJIEHTOB, 000pY0BaHHBIE MTEPCOHAIBHBIMU KOMITHIOTEPaMU;

- TabopaTopHbIe Y4eOHbIE MAKETHI;

- AHTUBHUPYCHBIE TPOTPAMMHbBIE KOMILJIEKCHI;

- MporpaMMHO-anmnapatHeie cpeactsa 3amutbl nHPpopmauuu ot HCJI, OnokupoBku
JOCTYIa U HapyUIEHUS UEI0CTHOCTH;

- IporpaMMHBIE U MPOTPaMMHO-aNNapaTHble CpEACTBa OOHApYKEHUsS aTak
(BTOpXEHUI), MOUCKA YSA3BUMOCTEMH;

- CPEACTBA YHUUTOKEHUSI OCTATOYHOW MH(DOpPMAILIMU B 3aIIOMUHAIOIINX YCTPOHUCTBAX;
- IPOTPaMMHBIE CPEJICTBA KPUNTOIpaPUUECKOU 3aUThl HH(OPMAIIH.

TexHuuecKue cpeacTBa 00yUeHUs:

- KoMIbIoTep (HOYTOYK);

- MYJIbTUMEIUUHBIN IPOEKTOP, IKPAH.

VYueOHo-HaTIISIIHBIE  TTOCOOMS:  IUIaKaThl, Y4eOHO-HAIJISAHBIE IOCOOHS,
oOecCreunBaIIMe TEeMaTUYeCKHe WIUTIOCTpalMu 1Mo  pabodeil  mporpamme
JVCLUIUIMHBI, B TOM YUCIIE, BUJIE0-ayANO0 MaTEpHUaibl, KOMIbIOTEPHBIE MPE3EHTALIUH.

Kommbrotep w#MeeT A0CTYN K AJIEKTPOHHO-OMOIMOTEYHBIM CHCTEMAM, BBIXO]T
B ro0anbHyl0 ceTb VIHTepHET, OCHAIlleH JUUEH3UOHHBIM MPOrpaMMHBIM
o0ecreyeHueM.

3.2. YueOHO-MeTOAMYEeCKOE U HH(POPMAITHOHHOE O0ecTeYeHne Peaiu3auum
npogeccuoHaIBLHOr0 MOIYJIs

HopmaTuBHO-IpaBoOBbIE AKTHI

1. ®denepanbhbiii 3akoH ot 27 utons 2006 r. No 149-®3 «O06 unbopmanuu,
WHPOPMAITMOHHBIX TEXHOJOTUSAX W O 3ammre uHpopmammm». - Pexum gocryma:
http://www.consultant.ru/

2. @enepanbHblil 3ak0oH OT 27 utonsg 2006 r. No 152-03 «O nepcoHalIbHBIX
naHHBIX». - Pexxum poctyma: http://www.consultant.ru/

3. ®epnepanbhublii 3akoH OT 27 aexadpst 2002 1. No 184-D3 «O TexHUYECKOM
perynupoBaHumn». - Pesxxum moctyma: http://www.consultant.ru/



4. ®enepanbubiii 3ak0H OT 4 mas 2011 r. Ne 99-®3 «O nuiieH3MpOBaAHUU
OTJCIIBHBIX BHJIOB JIEATEIBHOCTHY. - PesxkuM noctyma: http://www.consultant.ru/

5. ®enepanbubiii 3akoH OT 30 gekabps 2001 r. Ne 195-®3 «Komekc
Poccuiickoit ®denepany 00 aJIMUHUCTPATUBHBIX MPABOHAPYIICHHUSAX». - Pexum
nocryma: http://www.consultant.ru/

6. VYka3 IIpesunenta Poccutickoit denepanuu ot 16 aBrycra 2004 r. Ne 1085
«Bomnpocel denepanbHO CIyKObI IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO». -
Pesxxum noctyna: http://www.consultant.ru/

7. VYxa3 IIpesunenta Poccuiickoit @enepanuu ot 6 mapta 1997 1. Ne 188 «O06
YTBEP)KICHUH TIEPEYHS CBEJCHUN KOH(MUICHIIMATLHOTO XapakTepa». - Pexum
nocryma: http://www.consultant.ru/

8. VYxas IIpesunenta Poccmiickoit deneparum ot 17 mapra 2008 r. Ne 351 «O
Mepax 1o odecreueHuro nHhopMalMoHHOM 6e3onacHocTH Poccuiickoit deneparuu npu
UCMOJIb30BAaHUN HMH(POPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETEH MEXIyHapOIHOTO
uHpopManmoHHoro ooMeHay. - Pexxum moctyma: http://www.consultant.ru/

9. Tlonoxenue o cepTUdUKAIMKI CPEICTB 3aUTH HHGOPMAIIMH. Y TBEPKIACHO
nocraHoBiieHneM IIpaButensctBa Poccuiickoit @enepannu ot 26 uroHga 1995 r. Ne
608. - Pexxum noctyma: http://www.consultant.ru/

10. ITpukaz ®CTIK Poccuu ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O6
YTBEPXKJICHUH AJMHHHCTPATUBHOIO perameHTa @DenepanbHOM CIy>KObl  TIO
TEXHUYECKOMY U IKCIOPTHOMY KOHTPOJIIO MO MPEAOCTABICHUIO T'OCYIapCTBEHHOM
yCIYyTM  TO  JIMIEH3UPOBAHUIO  JICSITEIBHOCTH MO  TEXHUYECKOM  3alluTe
KoHpuaeHuuanbHo wuHpopmanuu" (3apeructpupoBaHo B MuHniocte Poccun
09.08.2017 N 47722) - Pexxum nocrtyma: http://www.consultant.ru/

11. TIpukaz ®CTIK Poccun ot 12.07.2012 N 84 (pea. ot 20.05.2015) "OO6
YTBEPXKIAECHUU AJMUHHUCTPATUBHOIO perjaMmeHta DeaepaibHOM CIy>KObl 1O
TEXHUYECKOMY W HKCIOPTHOMY KOHTPOJIIO MO MPEAOCTABIECHUIO TOCYIApCTBEHHOMN
YCIIYTH TIO JIMIICH3UPOBAHUIO JICITEIILHOCTH 0 pa3paboTKe U MPOU3BOICTBY CPEJICTB
3aIuThl KOHGUAeHTMaIbHOU nHpopManuu" (3apeructpupoBano B Muntocte Poccun
20.08.2012 N 25220) - Pexxum moctyma: http://www.consultant.ru/

12. Tlpukaz DAIICHU ot 13 wurona 2001 r.Ne 152 «OO0 yTBepxkIeHUn
WHCTPYKIIMHM 00 OpraHu3aIuu 1 ooecreueHnn 0€301acHOCTH XpaHeH s, 00pabOTKH U
nepeiadyd Mo KaHajaM CBSI3M C HCIOJb30BAaHUEM CPEICTB KpUITOTrpaduueckon
3aUThl UHGOPMAIMA C OTPaHUYEHHBIM JIOCTYIIOM, HE COJEpKalllel CBeJCHUMH,
COCTaBJISFOIITUX rocy/1IapCTBEHHYO TaHY». - Pexum JOCTyTIA:
http://www.consultant.ru/

13. Ilpukaz ®Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O0 yTBepKIACHUU
[Tonoxxenuss o0 pa3pabOTKe, TMPOUZBOACTBE, pealu3ald U  IKCIUTyaTallUuu
mUGPOBAIBbHBIX (KpUNITOrpaUUecKnX) CPeACTB 3alUThl MHOpManum». - Pexum
noctyna: http://www.consultant.ru/

14. TOCT P HCO/MBK 13335-1-2006 HHdpopmarmoHHass TEXHOJIOTHS.
Metonbl u cpenctBa obecrneuenus OezonmacHocTu. Yacts 1. Konnenuus u moaenu
MEHEKMEHTa 0€30MacHOCTH HH(POPMAIMOHHBIX ¢  TEJIEKOMMYHHUKAIIMOHHBIX
TexHoJoTuil. — Pexkxum noctyma: http://docs.cntd.ru/

15. TOCT P UCO/MBK 27005-2010 UudopmarimonHasi TexHOJIOTHSI. MeTOIbI
U cpenctBa obecreueHus: 0e30macHOCTU. MeEHEIKMEHT pHUcKa HH()OpPMAMOHHON
6e3onacHoctu — Pesxxum nocryna: http://docs.cntd.ru/



16. TOCT P UCO/M3K 27005-2010 UndopmannonHast TeXHOIOTHsL. MeToabI
u cpejactBa obecrieueHus: 6e3onacHoctd. Yacte 4. Beibop 3amuTHbIX Mep — Pexum
noctymna: http://docs.cntd.ru/

17.TOCT P UCO/MBK TO 13335-5-2006 MudopmaiioHHass TEXHOJIOTHS.
Metonbl u cpenctBa obecrnedenust Oe3zomacHoctu. Yacth 5. PykoBoacTBO 1O
MEHEPKMEHTY 0€30MacHOCTH ceTu. — Pexxum noctyna: http://docs.cntd.ru/

18.TOCT P MHCO/MBK 27002-2012 WudbopmalioHHass TEXHOJOTHS.
[IpakTyeckue mpaBuia ynpaieHUs UHPOPMAIMOHHON 0€30MacHOCThIO. — Pexum
nocryna: http://docs.cntd.ru/

19.TOCT P HCO/MBK 15408-1-2012 WuadopmanroHHAsS TEXHOJIOTHSI.
MeTtonpl u cpenctBa obecriedeHus: 6ezonacHocTH. Kputepun oreHkn 06€30macHOCTH
nHpopMaImoHHbIX TexHosoruii. Yacte 1. BBemenue m oOmias momens. — Pexum
noctymna: http://docs.cntd.ru/

20.TOCT P HCO/M3BK 15408-2-2013 WMudbopmarmonHass TEXHOJOTHS.
Metonasl u cpencrsa obecriedenust OezonacHocTu. Kpurtepuu oneHku 0e30macHOCTH
uHpopMaIMOHHBIX  TexHojorui. Yacte 2. DyHKIMOHANBHBIE TpeOOBaHUS
6e3omacHocth. — Pexxum nocryna: http://docs.cntd.ru/

21.TOCT P HCO/M3BK 15408-3-2013 HWMudbopmarmonHas TEXHOJOTHS.
Metonsl u cpenctBa obecrieueHus: O6e3onacHocTu. Kputepun oneHku 06e30macHOCTH
uHdopMaImoHHbIX TexHoJoruid. Yacte 3. TpeboBaHus qoBepusi K O€30MaCHOCTH. —
Pexxum nocrtyna: http://docs.cntd.ru/

22.TOCT P 34.10-2012 "Undopmarmonnas TEXHOJIOTHUSI.
Kpunrorpaduueckas 3amura napopmanuu. [Iporeccsl popMupoBaHrs U TPOBEPKU
AeKTpOHHOM 1udpoBoi moanucu". — Pexxum noctyna: http://docs.cntd.ru/

23.TOCT 34.311-95 HNudopmanmonnast TEXHOJIOTHS (1T).
Kpunrorpaduueckas 3anmra uHpopmanuu. OyHKUUS XAMIMPOBaHUA (ayTEHTHYEH
I'OCT P 34.11-94). — Pexxum noctyna: http://docs.cntd.ru/

24. TOCT P 50922-2006 3ammra wundpopmanuu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperymuposanue, 2006. — Pexxum gocryna: http://docs.cntd.ru/

25.TOCT P 52069.0-2013 3ammra undopmanmu. CucTeMa CTaHIAPTOB.
OcHoBHbIe nostoxenus. Poccrangapr, 2013. — Pexxum gocrtyma: http://docs.cntd.ru/

26.TOCT P 51583-2014 3amwmra wunHbpopmaruu. Ilopsaok co3maHus
aBTOMATHU3UPOBAHHBIX CHUCTEM B 3alUIICHHOM HCHOJHEHUHU. OOIMe MOJI0KEHUS.
Poccrannapr, 2014. — Pexxum goctymna: http://docs.cntd.ru/

27.TOCT P 51624-2000 3ammurta wuHbopManuu. ABTOMaTU3UPOBAHHBIC
CUCTEMBI B 3alMIIEHHOM HcnoiaHeHuu. O6ume tpedoBanus. ['occrannapt Poccun,
2000. — Pexxum pocryna: http://docs.cntd.ru/

28.TOCT P 51275-2006 3ammura undopmanuu. OObEKT MH(POpMATH3ALIUM.
dakrTopbl,  Bo3AeHCTBytoume  Ha  uHpopmammioo.  OOmmMe  MOJOXKEHHUS.
Pocrexperynuposanue, 2006. — Pesxxum moctyma: http://docs.cntd.ru/

29.TOCT P 52447-2005 3ammra wuHpopManuu. TeXHHKA 3alUTHI
uHdopMaIuu.
Homenknatypa mnokazareneil kauectBa. PoctexperymupoBanue, 2005. — Pexum
nocryna: http://docs.cntd.ru/

30.TOCT P 56103-2014 3amura wuHbopmanuu. ABTOMaTU3UPOBAHHBIE
CHUCTEMbl B 3alIUIIEHHOM HcHonHeHnu. OpraHuszanus U coaepkaHue padboT Mo
3alllMTe OT MPEJHAMEPEHHBIX CHIJIOBBIX 3JIEKTPOMArHUTHBIX BoO3AeicTBUU. OOIme



nosioxxeHusi. Poccranmapt, 2014. — Pexxum noctyma: http://docs.cntd.ru/

31.TOCT P 56115-2014 3ammra uHpopmaruu. ABTOMATH3UPOBAHHBIE
CHUCTEMBI B 3allMIIICHHOM HCIONHEeHHU. CpeicTBa 3amluThl OT TpPETHAMEPEHHBIX
CHJIOBBIX JJICKTPOMArHUTHBIX Bo3nedcTBui. OOmue TtpeboBanusi. Poccranmapr,
2014. — Pexxum nocryma: http://docs.cntd.ru/

32.TOCT P HCO/MBK 15408-1-2012 WudbopmaimoHHass TEXHOJOTHS.
MeTtonasl u cpenctBa obecriedeHusi 6e3onacHocTd. Kputepuu oneHkn 0€30MmacHOCTH
nHpopMaImoHHbIX TexHosoruid. Yacts 1. BBenenue u obmas monens. Poccranmapr,
2012. — Pexxum moctyma: http://docs.cntd.ru/

33.TOCT P HCO/MDK 15408-2-2013 HWudopmarionHas TEXHOJOTHUS.
Metoasl u cpeacTBa obecrieueHus: Oe3onacHocTh. Kputepuu oneHku 0e30MacHOCTH
uHPOPMAIMOHHBIX ~ TexHojoruil. Yacte 2. @OyHKIHOHAIbHBIE TpeOOBAHUSA
oe3onacHoctu (nmpsimoe npumenenue [ISO/IEC 15408-2:2008). Poccrannapr, 2013. —
Pexxum nocryna: http://docs.cntd.ru/

34.TOCT P 50922-2006 3ammra wundopmamnuu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperynmuposanue, 2006. — Pexum gocryna: http://docs.cntd.ru/

35.TOCT P 51275-2006 3ammra undopmainuu. OO0bekT HHGOPMATHU3AIUY.
®dakTopbl,  Bo3AeHCTBytomme  Ha  uHpopmarmio.  OOmmMe  MOJOKEHHUS.
Pocrexperynuposanue, 2006. — Pexxum noctyma: http://docs.cntd.ru/

OcHoBHbBIE yUeOHbIe HM3TAHUS

36. Unpun MLE. Kpunrorpaduueckass 3ammra uHbOpManuu B 0O0BEKTaX
uHMOPMAITMOHHONW MH(PACTPYKTYPHI : YUEOHUK IJISL CTYI. YUPESXKICHUM cpei. mpod.
oopazoBanus / M.E. Unbun, T.U. Kamunakuna, B.H. Tlpxeropnauackuii; moma pen.
B.H. IIpxeropiunackoro. - 1-e u3a. - M. : M3narenbckuii ieHTp «Akagemus», 2020.
— 288 c. B mep. ISBN 978-5-4468-8717-0

37. Kazapums, O. B. IIporpammHo-anmnapaTHbIE cpeAcTBa 3aIUTHI
uHpopmaruu. 3anmra MPOrpaMMHOTO OOCCIICUYCHHS : YUYSOHUK W TPAKTUKYM JISI
cpeadero npodeccuonansHoro obpazoBanusi / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : WMzmarenmsctBo  FOpaiit, 2020.— 312c.— (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-13221-2. — Texkcr : anekrponnsiii / ObC IOpaiit
[catit]. — URL.: https://urait.ru

38. Opranm3anuoHHOE W TpaBOBOE  obOecreueHre  WHGOPMAMOHHON
0e30omacHOCTH : Y4YEOHMK U TPAKTUKYyM JJis CpeaHero mpodecCHOHATBHOTO
oopazoBanusi / T. A. IlomsikoBa, A. A. Ctpensuos, C.I'. UyOykosa, B. A. Huecos ;
orBeTcTBeHHbIN  pemaktop 1. A. [lonsikoBa, A. A. CtpenbuoB. — Mocksa :
M3narensctBo IOpaiit, 2020. — 325 c.— (IIpodeccuonanbHoe oOpa3oBaHHUE). —
ISBN 978-5-534-00843-2. — Texct : snekrponusii // DbC IOpaitt [caliT]. —
URL.: https://urait.ru

39. beoB E.b. OpranuzaiimoHHO-TIpaBOBOEe oOecrniedeHrne HHGOPMAIIMOHHON
Oe3omnacHocTH / yueb. mocoOue s CTy. YUpexkaeHui cpen. npod. odpaszoBanus /
E.b. benog, B.H. IIpxxeropiaunckuii. - 2-e uzA., ucnp. u gom. - M. : U3garensckuit
neHTp «Akaaemus», 2020. — 336 c. B nep. ISBN 978-5-4468-8456-8

40. BuykoB, A.A. OcHoBbl HMH(GOPMAIIMOHHOM O€30MAaCHOCTU:  3alUTa
uHbopMaIny : ydeOHOe 1ocodue I cpeaHero mpodeccnoHaaibHOro oopasoBanus /
A. A. BaykoB. — 3-e¢ u3xa., nepepad. u gon. — Mocksa : M3znarensctBo FOpaidt,



2020. — 161 c. — (IIpoeccuonanbuoe odpazoBanue). — ISBN 978-5-534-13948-8.
— Texcer : anexkrponnsiii / DBC Wpaiit [caiit]. — URL: https://urait.ru

41. KoctpoB b.B. Cetu u cucremsl nepegaun undopmanuu : yueoHuk/ b.B.
KoctpoB, B.H. Pyukun : (2-e wu3n.) (B omektpoHHoM (opmare) 2019.
https://academia-library.ru

42. byonor A.A. Texaudeckas 3ammura uHPopManmuu B 00BEKTax
WHPOPMAITMOHHON MH(PPACTPYKTYPHI : YICOHUK IS CTYI. YIPEKIACHHUHA Cpell. mpod.
obOpazoBanus / A.A. byonos, B.H. ITpxeropmuuckuii, K.1O. ®omuna; mox pea. B.H.
[Ip>xxeropmuuckoro.- 1-e u3za. - M. : U3parenbckuit meHTp «Akagemusi», 2019, — 272
c. B mep. ISBN 978-5-4468-8718-7

43. byonoB A.A. OcHOBbl MHGOPMAIMOHHONW OE€30MacHOCTH : y4eOHUK IS
CTyAd. YyupexaeHuwii cpea. mpod. obOpasoBanus / A.A. byb6nos, B.H.
[Tpxxeropmuuckuii, O.A. CaBUHKWH. - 3-¢ W31d., cTep. - M. : M3gaTenbckuii 1EHTP
«Axanemusn», 2020. — 256 c. B nep. ISBN 978-5-4468-8682-1

I[OHOJIHI/ITCJ'IBHBIC y‘-ICﬁHbIe H3TaHUA

44, CnennanbHble TpeOOBaHMS M PEKOMEHJALMHU IO TEXHUYECKOM 3aluTe
KOH(HIEHIIMATIEHON uHbopMaIu (CTP-K). Y TBepKICHBI MIPUKa30M
['ocrexkomuccuun  Poccum ot 30 aprycta 2002 T. No  282.
http://www.rfcmd.ru/sphider/docs/InfoSec/RD_FSTEK _requirements.htm

45. TpebGoBanus o 3amuTe HHGOPMALIUK, HE COCTABIISIONIEH TOCYIapPCTBEHHYIO
TallHy, CoOJAepXalleiici B TIOCYJapCTBEHHbIX HMH(OPMALMOHHBIX CHUCTEMAax.
YrBepxaensl npukazoM O@CTIK Poccun ot 11 depans 2013 r. Ne 17. — Pexxum
nocryma: http://www.consultant.ru/

46. TpeboBanwust 0 3amuTe HHGOPMAIHH, COAEPIKAIICHCS B HHPOPMAITMOHHBIX
cucTeMax oOImiero noib3oBanus. Y TBepxkaeHbl npukazamu OCb Poccun u ®CTOK
Poccun or 31 aBrycta 2010 r. Ne 416/489. — Pexum JIOCTyIIA:
http://www.consultant.ru/

47. TpeboBanusi K cuUCTeMaM OOHApY>KEHUS BTOPXKEHUH. Y TBEPXKICHBI
npukazom PCTIOK Poccum ot 6 mexadbpst 2011 r. No 638. - Pexum nocryma:
https://fstec.ru/

48. PykoBomsmuii  TOKyMeHT. [ 'eomH(pOpMalMOHHBIE CHUCTEMBI.  3alluTa
uH(pOpMaMU OT HECAHKIMOHMPOBAHHOTO JOCTyma. TpeboBaHUs MO 3alIuTe
unpopmaruu. YtBepxkaen @OCTIK Poccumn, 2008. — Pexum nocrymna:
http://docs.cntd.ru/

49. PykoBogsuuii TOKyMEHT. 3aliuTa OT HECAaHKIIMOHUPOBAHHOIO JOCTyNa K
uHpopmanuu. Yacts 2. [IporpammHoe obecniedeHre 0a30BbIX CUCTEM BBOJA-BbIBOAA
NEPCOHANIBHBIX 3JIEKTPOHHO-BBIYUCIUTENbHBIX MaluH. Knaccudukaius mo ypoBHIO
KOHTPOJISI OTCYTCTBHSI HEIEKIapUpPOBaHHBIX BO3MOxkHOCTe. YTBepxkiaen DCTIOK
Poccuu 10 okts16ps 2007 r. — Pesxum mocrtyma: http://docs.cntd.ru/

50. TpeboBanus o0 3amure UHPOPMAIIUU, HE COCTABJISIONIEH TOCYAAPCTBEHHYIO
TallHy, COJAEpXKalleiicss B TOCYJapCTBEHHBIX HMH(MOPMAIIMOHHBIX  CHCTEMax.
Yreepxaensl npukazom ®CTIK Poccum ot 11 despans 2013 r. Ne 17. - Pexxum
noctyna: http://www.consultant.ru/

51. Mepsl 3amuThl WHDOpPMAIMU B TOCYJAPCTBEHHBIX WH(HOPMAIIMOHHBIX
cucremax. YtepxaeHol ®CTOK Poccun 11 derpans 2014 r. - Pexxum mgoctymna:



http://www.consultant.ru/
http://www.consultant.ru/

http://www.consultant.ru/

52. MeTtonuka OnpeAeNeHnsl akTyallbHbIX YyTpo3 0€30MacHOCTH MEePCOHATbHBIX
JAHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX.
VYreepxaena @OCTIK Poccum 14 deBpans 2008 1. — Pexum pocryna:
http://www.consultant.ru/

53. CoctaB M cojepxaHUE OPraHU3AIMOHHBIX U TEXHUYECKUX Mep IO
oOecrieyeHn0 0O€30MacHOCTH TEPCOHAJBHBIX JIAHHBIX TpU UX 00paboTke B
WHOOPMAITMOHHBIX CHUCTEMaX TMEPCOHAIBHBIX JaHHBIX. YTBEPXKICHBI TPHKA30M
®CTOK Poccun ot 18 despans 2013 r. Ne 21. - Pexum pgocryma:
http://www.consultant.ru/

HNuTepHer-pecypcsl
54. Caiit xypHana MupopmannoHHas Oe3omacHOCTh - Pexum pocryna:
http://www.itsec.ru

55. CmpaBouno-npaBoBasi cucrema «Koncynerant Ilmoc»y - Pexum
noctyna: http://www.consultant.ru/

56. CmpaBouHno-npaBoBasi cucrema «lapant» - Pexum pocryna:
http://www.garant.ru/

S57. ®enepanbublii  mopTan.  Poccuiickoe  oOpa3zoBanue. -  Pexum

nocryma:http://www.edu.ru

MeToauueckue  yka3aHusi I OOydYalomUXCs 1O  OCBOEHHUIO
npogeccHOHATBLHOTO MOTYJIsI
58. Meronuueckne yKazaHUS I OOYYAIOIMIUXCS 10  BBIMOJHEHUIO
MPaKTUYECKUX palOT.
59. Meronnueckue yka3zaHus 11 00YYArONIUXCs IO BBITOTHCHUIO 3aTaHUN
CaMOCTOSATEIIbHON paOOTHI.
60. Meroauueckue yKazaHUs I8 OOY4YalOIIMXCA TI0  BBITIOJHEHUIO
1abopaTopHBIX paboT.
61. Metoanyeckue peKOMEHAIUK 10 TTOJATOTOBKE M 3aIUTe KYPCOBBIX padoT
(IpOeKTOB).
62. MeTonuueckue yka3aHus MO BBIMOJHEHUIO 3aIaHUM MPAKTUKHU.

3.3. O0uue TpedGoBaHNUs K OPraHU3alMU 00pPa30BaTeJLHOr0 Mpolecca

[Tpu peanu3anuu KOMIIETEHTHOCTHOTO MoIX01a nporpaMmMa
po(hecCHOHATFHOTO MOAYJIS MIPEIyCMaTPUBAET UCIIOJIB30BAaHUE B 00pa30BaTEILHOM
MpoIlecce aKTUBHBIX M WHTEPAKTUBHBIX (DOPM TMPOBEACHUS 3aHATUN (MPUMCHCHHE
DIIGKTPOHHBIX 00pa30BaTEIBHBIX PECYPCOB, ACIOBBIX WUIp, pa3dbopa KOHKPETHBIX
CUTYaIlMi, TICUXOJOTHYECKNX TPEHHWHIOB, TPYMIOBBIX JHUCKYCCHH) B COYCTAaHUH C
BHEAYJAUTOPHON  pabotod ansa  (QopMupoBaHWs ©  pa3BUTHUS  OOIMMX U
poecCHOHANBHBIX KOMITETCHIINN 00yYaromuXCsl.

Peanuzanms npakTUUeCKWX 3aHATHA OCYIIECTBISIETCS HEMOCPEJICTBEHHO B
[IITK CI'TY umenu I'arapuna 10.A.

OOpaszoBaTenbHas JEATETLHOCTh B (OpME MPAKTUYECKOW TMOJATOTOBKH
opranm3zoBana mnpu peanuzanuu MJIK 02.01 IIporpammubie U mporpamMMHO-
anmapaTHble cpenctBa 3amuTel uHpopmarmu, MJIK 02.02 Kpunrtorpaduueckue


http://www.consultant.ru/
http://www.edu.ru/

CpelcTBa 3amuThl HHGOPMAITNK, YICOHON MPAKTHUKH, MPOU3BOJCTBEHHON NPAKTUKH,
MPETYCMOTPEHHBIX YYEOHBIM IIJIAHOM CJIETYIOIIMM 00pa3oM:

— npu peamuzanuu MJIK 02.01 IIporpammHbie U NpoOrpaMMHO-aNapaTHbIE
cpeactna 3ammThl nHGopmaruu, MJIK 02.02 Kpunrorpaduueckue cpeacTBa 3allUuThI
uHopMalMu  TMpaKTUYecKass TMOATOTOBKA OPraHu3yeTcsl MyTeM IPOBEICHUS
OPAKTHUECKUX  3aHATUN, MPEIyCMATPUBAIOIIMX ydacTHe OOydJarommxcsi B
BBIIIOJIHEHUH  OTAENBHBIX  3JEMEHTOB  paboT, CBS3aHHBIX C  Oy;yuien
po(hecCHOHANBHOM e TEIbHOCTBIO;

— TIpU MPOBEJACHUU MPAKTUKHU MPAKTUYECKAsI TOATOTOBKA OPraHU3yeTCsl MMyTeM
HEIMOCPEJICTBEHHOTO BBIMOJHEHUSI O0Yy4YaloIUMHKCS ONPEEICHHBIX BHIIOB padoT,
CBSI3aHHBIX C Oyy1el MpodecCHOHATBHOMN AESITEIbHOCTHIO.

VYyebnas npaktuka npoogutcs Ha 6aze [IIIK CI'TY umenu IMarapuna FO.A.

[Ipon3BoACTBEHHAs] MpaKTHUKAa MPOBOAUTCS B OPraHU3ALMAX, HAMPABICHUE
JESATEIIBHOCTH KOTOPBIX COOTBETCTBYET MPOQUI0 MOATOTOBKM OO0yYarOIIUXCs.
[Ipon3BoACTBEHHAs] MpPAaKTUKa  MPOBOAMUTCS KOHIIEHTPUPOBAHO MO 3aBEPILICHUU
ocBoenusi MJIK 02.01 ITporpammubIe ¥ MPOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIIUTHI
unpopmarnu, MJIK 02.02 Kpuntorpaduueckue cpeactpa 3aiuTbl HHPOPMAIIIH.

®opmbl  TIPOBEACHUS KOHCYJbTAMM JUisi  0OydYarouuxcsi: TpyIIIOBBIE,
WHJMBUAYaJIbHbIC, TUCbMEHHBIE, YCTHBIE.

[IporpamMma mpodeccnoHamTpHOTO MOAYJS peanu3yercs B 5-7 cemectpax 3-4
Kypca 00ydeHusi. OCBOCHHIO MPOPECCUOHATBHOIO MOYJISI JOJDKHO MPEAIIECTBOBATh
uzydenue yueOHbix nucuuruind: EH.01 Maremaruka, EH.02 Uudopmatuka, OIL.01
OcHoBeiHpOpManMoHHoi  Oe3omacHoctu, OI1.02  OpranuzaioHHO-TIPAaBOBOE
obecnieueHue nHpopmaruornHoit 6e3onacHoctu, OI1.03 OCHOBBI aITOPUTMU3AIIUNA H
nporpammupoBanusi, OI1.04 Onektponuka u cxemorexHuka, OIL.07Texnuueckue
cpenctBa uHpopmaruzanmu, OIL.08 Wmxenepnas rpaduka, OIL.09 Texnomoruu
pOTrpaMMHUPOBAHUSL.

3.4. KagpoBoe obecrieueHne 00pa3oBaTeIbHOTO Mpolecca

TpeboBanus k KBaM(UKAIMK TEJarorMUYeCKUX KaJIpoB, 00eCTICUMBAIOIINX
oOy4deHue 1o MEKIMCIUTLTMHAPHBIM Kypcam, y4eOHOM MpaKTHUKE,
MIPOU3BOJICTBEHHOMN MTPAKTUKE:

- HaJM4Me€ BBICHIETO MPOPECCHOHAIBHOIO0 00pa30BaHMS, COOTBETCTBYIOIIETO
poQHIIIO MPEenogaBaeMoro MoayJs;

- HaJuMyue ONbITa JEITEJIBHOCTM B OpPraHU3alUAX COOTBETCTBYIONICH
npodeccruoHanbHoM chepsl;

- TOJy4YeHHUE JIOMOJHUTEIHLHOTO MPO(PECCHOHATBEHOTO O00pa30BaHUS II0
mporpaMmaM TOBBINIEHUS KBadU(UKAIMK, B TOM YHCJIE€ B (OpME CTaXUPOBKU B
npoHIIBHBIX OpraHu3aIusax He pexe 1 pasa B 3 roja.



4. KOHTPOJIb MU OHLEHKA PE3YJbBTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Kpurepum oueHkwu,
pe3yJIbTaToOB 00y4eHUs

H METOABbI

(l)OpM])I KOHTPOJII M OLHECHKH

Koa, HaumMeHOBaHHe

®opMbI U METOABI KOHTPOJIS

npo¢eccuoHATbHBIX Kpurepun ouenku U OLIEHKH pPe3yJibTaTOB
KOMIIeTeHIN 00y4eHust
[1K 2.1Ocy1iecTBasTh - yCTaHOBKa H  HacTpoika | TeKylnii KOHTPOJIb
YCTAaHOBKY UM HACTpPOMKY | MPOTpaMMHBIX CPEACTB  3alllUThl | YCIIEBAEMOCTH:
OT/IENbHBIX nH(pOpMaLINY; - OIIPOC YCTHBIM
MPOrPaMMHBIX, - MpUMEHEHHE NPOrpaMMHBIX W | (PpOHTANIBHBI);

MPOTPAMMHO-AIIAPATHBIX

ImporpaMMHO-aIIapaTHbiX CpPCACTB

CpeACTB 3aLUTHI | 3aIUTHl HH(OpMaIuH;
uH(pOpMaLIUU.

1K 2.2006ecneunBarhb - YCTaHOBKA M  HAaCTpOMKa
3alMTy MH(QOpPMALUU B | HIPOrPAMMHBIX CPEJICTB  3alUThI
ABTOMAaTH3UPOBAHHBIX nH(pOpMAIIHH;

cucTeMax  OTJENbHBIMHU | - YCTAHOBKA U HACTpPOIiKa cpelcTBa
IPOTPaMMHBIMH, AHTUBHUPYCHOMN 3aIUTHI B
IpOTrpaMMHO- COOTBETCTBUM C NPEAbSABISEMbIMU
anmapaTHbIMA TpeOOBaHUSIMH;

CpeICTBaMHU.

1K 2.30cyuiecTBisaTh - TECTUPOBAaHUE byHKINH
TECTUpOBaHUE  (PYHKIMH | MpOrpaMMHO-aIIApaTHBIX CPEICTB
OTJENFHBIX MPOTPAMMHBIX | 3alIUTHI HH(OPMAIIHH;

U IPOTPaMMHO- | - JIMATHOCTUKA HPOTPAMMHBIX U
ammapaTHbIX CPEACTB | MPOTPaMMHO-aNNapaTHBIX CPEJICTB

3alUThI UH(OPMAIIHH.

3alIUThl UH(OPMALIHH;

- yCTpaHEeHHe OTKa30B "
BOCCTAaHOBJICHHE
paboToCcrocOOHOCTH TPOrPAMMHBIX
u IpOTrpaMMHO-aINapaTHBIX
CPEJCTB 3alIUThl HHPOPMAIUH;
I1K 2.40OcyuiecTBiATh - XpaHEHHUE u nepenayda
00paboTKy, XpaHeHue WU | UH(popmauu, TUISt KOTOpOM
nepeaayy  MH(pOpMaIMM | yCTAaHOBJIECH pexXUM
OTPaHUYEHHOTO JOCTYyNa. | KOH(PHUICHIMATHLHOCTH;
- IpoBepKa BBITTOJIHEHHS
TpeOOBaHMIT o 3aluTe
uHpopMaIu oT
HECaHKLMOHUPOBAHHOTO  JOCTyTa
npu aTTecTalluu 00BEKTOB

nH(pOpMaTHU3AIUHN TI0 TPEOOBAHUAM
6e3omacHOCTH UH(pOpMAIIHH;

- HCIOJIb30BAHNE TUIIOBBIX
MIPOrpaMMHBIX
KpUNTOrpaUuecKux CpeiucTB, B

TOM YHCJIIC BHCKTpOHHOﬁ IO CH,

I1IK 2.5 YHu4uTOoX)ath
UHPOPMALIMIO U HOCUTEIIN
uHpopmaruu c
UCIIOJIb30BaHUEM

- yder, 00paboTka, XpaHEHWE W
nepenaqya uHpopManuy,
JUIIKOTOPOH ~ YCTQHOBJICH —PEKUM
KOH(UIEHITNATLHOCTH;

- BBIITOJTHEHUE TTPAKTUYECKON
paboThl (MHAWBUTyaTbHAS
¢dbopma paboThI);

- 3ammTa pedeparon

- cobeceloBaHuE 110
pe3yNbTaTaM BBITOJHEHHOM
paboTHI;

- HaOJII0ICHUE 32 MPOIECCOM
BBITIOJTHEHMS 3aJJaHNI;

- IEMOHCTPAIMS BBITIOJHEHUS
BUJIOB pabOT IPAKTHUKHY;

- BBINIOJIHEHNE TUCHhMEHHOMI
pabote! "OT1ueT no npaxkTuke".

MexceccrodHas arrecTausa —
TECTUPOBAHUE.

[IpomexyTouHas aTTecTanus
no MJIK.02.01 , MJIK.02.02 B
dopme

¢ depeHIIMPOBAaHHOTO
3aueTa.

[IpomexxkyTouHas arrecTanus
no YI1.02.01 B popme

¢ depeHIIMPOBAaHHOTO
3aueta. [Ipomexxyrounas
aTTecTalus mno

[1I1.02.01B dpopme

b hepeHIIMPOBAHHOTO
3aueTa.

IIpoMexxkyTouHas arrecranus
no [IM.02 B popme rKx3ameHa
KBaJIN(PUKAIIIOHHOTO.




IPOrpaMMHBIX "
MIpOrpaMMHO-aNNapaTHbIX
CPEJCTB.

- YCTaHOBKa, HACTpOMKa,
NpUMEHEHHE  MPOrpaMMHBIX U
IPOrpaMMHO-aNIapaTHBIX CPEACTB
3alIUThl HH(OPMAIIHH;

I[IK 2.6 OcyuiecTBisiTh
PErHCTPallUI0  OCHOBHBIX

COOBITHIA B
ABTOMATHU3MPOBAHHBIX
(nHGOPMAIIMOHHBIX )
CUCTEMax, B TOM YHCIIE C
UCTIOJIb30BaHUEM
IPOrPaMMHBIX u

IPOrpaMMHO-ANIapaTHBIX
CpeICTB  OOHapyXeHus,
IpeyIPEKACHHS u
JJUKBU Al HOCJICIICTBI/If/'I
KOMITBIOTEPHBIX aTak.

- OCYHICCTBJICHHC MOHHUTOPHUHIA U

perucrpanus CBEJICHUM,
HE0OXO0TUMBIX TUISE 3aIUTHI
00BEKTOB MH(POPMATU3ALUHU, B TOM
quclie c HCIOJIb30BaHUEM
IIPOrPaMMHBIX U [POTrPAMMHO-
anmnapaTHbIX CpEICTB
OOHapyKEHHsI, TPEAYIPEKACHUST U
JTUKBHUIALUU MOCTIeICTBUN

KOMITIBIOTCPHBIX aTaK

Koa, HamMeHOBaHHe 00IIHX Kpurepun oueHku @®opMbI 1 METOIbI KOHTPOJISI

KOMIeTeH Uit U OIIEHKHU Pe3yJibTaToB
o0yueHust

OK 01.BpiOupars  cmocoO»bl |-  pacno3HaBaHMe — 3a7ad  B| Texyuuil KOHTpPOJIb

pelieHHs 3a7a4 | mpodecCHOHATLHOM W/ | yCTIEBAEMOCTH:

npodecCuOHaATHLHON COIMATLHOM KOHTEKCTE; - OTIPOC YCTHBIN

JIeSATeITLHOCTH, - pacrio3HaBaHue TpoOsieM  B| ((hpOHTAIBHBIN);

MIPUMCHHUTEITHHO K |TIpo()eCCHOHATEHOM W/WIH | - BBITIOJTHEHUE MPAKTUICCKOM

Ppa3INYHbIM KOHTCKCTAaM.

COIMAIILHOM KOHTEKCTE;
- aHaJIM3 3a7a41 W/UII [IPpOOJIEMBI,

- BBIICNICHHE COCTaBHBIX 4YacTei
3a7a4uM W/WIH TIPOOJIEMBI,

- OIpeesieHHe JTaroB PEIICHUS
3a/1a4H;

- BBISIBJICHUE uHpopMarum,
HEOoOXOIMMOM JUIs pelleHus 3a1a4n
1/vnu npooiemsl;

- ocyulecTBiIeHre 3(PPEKTUBHOIO
TIOMCKA uHpopMmarum,
HEO0OXOIMMOM IS pelleHus 3a1a4n
1/vnu npooiemsl;

- pa3paboTka IUTaHA  JICHCTBUS
peLIeHus 331291 W/UITH TIPOOIIEMBI;
- ompeaeneHue HEOOXOIUMBIX
peCypcoB I pEIleHUs 3amaadu
W/WITH TIPOOIIEMBI,

- BJajicHUE AKTyaJIbHBIMU
MeETOoIaMU paboThI B
npoeccoHATbHOW M CMEKHBIX
cepax;

- peamm3alsi  COCTaBJIEHHOTO
TUIaHa,

- OlIeHKa pe3ynbrara u
MOCIIEACTBUM  CBOMX JICUCTBHUI
(caMOCTOSITETIHHO MIJTH C TIOMOIIIBIO
HACTaBHHKA).

OK 02.OcyniecTBisTh IOUCK, | - ONpENEICHUE 3aJady IOMCKa

paboTh! (MHIWBUTyaTbHAS
dbopma paboThl);

- 3amuTa pedeparon

- cobecemoBanue 1Mo
pe3ynbTaTam BBIIOJIHEHHOMN
paboTHI;

- HaOJII0/IeHUE 32 TIPOIIECCOM
BEINIOJTHEHUS 3aJaHUH,

- IEMOHCTpALMS BBITIOJHEHUS
BUJIOB pabOT MPAKTHKHY;

- BEIIIOJIHCHHE TUCHhMEHHOMN
paboTe! "OTueT no npaxkThke".

MexceccrodHas arrecTausa —
TECTUPOBAHUE.

[IpomesxyTouHas arrectanus
mo MJIK.02.01 , MJIK.02.02 B
dopme

b hepeHIIMPOBAaHHOTO
3aueTa.

IIpomexxkyTouHas arrecTanus
no YI1.02.01 B popme

b depeHIIMPOBAaHHOTO
3ayera. [IpomexyrouHas
aTTecTalus 1o

[111.02.01B dopme

QG epeHIIMPOBAHHOTO
3a4era.




aHAIM3 W HWHTEPIPETALUIO
uH(popManuu, HeoOX0IUMO
JUIS  BBIIOJHEHHS  3a7a4
npohecCHOHATBLHOM
JIEATEHHOCTH.

nHpopManuu, HEOOXOIUMBIX
WCTOYHHUKOB MH(POPMALIUH;

- IUIAaHUPOBAHUE mporecca
MOMCKa HEOOXO MO
nHpopManuu;

- OCYIIECTBIICHUE ITOKCKA
HH(POPMAITUUHEOO0X O TUMOM IS
BBIITOJIHEHUS 3a1a4
npodecCuoHAIbHON
JIEATEIIbHOCTH;

- IIPOBEICHUE aHajmM3a
nH(popManuy, HEOO0XOIUMOMH
JUTSt BBITTOJIHEHHS 3a1a4
npodeccrnoHabHOM
JEATEIbHOCTH;

- OCYIIECTBIICHUE
HHTEpIpEeTalMk  UH(POPMAIIUH,
HEOOXOAUMOM [IJI BBIIOJIHEHUS
3aga4 npodecCHOHATBLHON
JEATEIbHOCTH;

- CTPYKTYpUPOBAHHE
MoJTy4aeMoi nH(GOpMaIIHH;

- BBIJICTICHUE HauOouee
3HAYMMOM B nepeyHe
nH(pOpMAIIHH;

- OILICHKA
3HAYUMOCTH
ITOMCKA;

- ohopmienue
ITOMCKA.

MPAKTUYECKOMN
pe3yiabTaToOB

pe3ynbTaToB

OK 03.IInanupoBars u
peann30oBhIBaTh COOCTBEHHOE
npodeccuoHanbHOe U
JMYHOCTHOE Pa3BHUTHE.

- IJIAaHUPOBAaHUE COOCTBEHHOIO
Ppo¢eCCUOHAIIBHOTO Pa3BUTHS;

- I[IOCTpOEHHE TPaeKTOPUU
c0OCTBEHHOTO
npodeccrnoHaIbHOTO u
JTUYHOCTHOTO Pa3BUTHS;

- peamuzaiusi ~ COOCTBEHHOTO
npodeccrnoHanIbHOTO u
JUIHOCTHOTO PA3BUTHS;

- ompeAeneHUe aKTyalbHOCTH
HOPMaTUBHO-TIPABOBOU
JOKYMEHTAII! B
npodecCuoHATBHON
JIESITEIbHOCTH.

OK 04.Paboratn B
KOJIZIEKTHBE WM KOMAaHJIE,
3P PEeKTUBHO
B3aNMMOJIEHCTBOBATH C
KOJUJIETaMH, PYKOBOJICTBOM,
KJIIMEHTAMH.

- OpraHu3anus paboTHhI
KOJUICKTHBA U KOMaH/IbI;

- 5 peKTUBHOE B3aUMOCHCTBUE
C KOJUIETraMH, PyKOBOJICTBOM;

- 9 peKTUBHOE B3aUMOCHCTBUE

C KJIMCHTaMU.

OK 05.OcymiecTBasiTh

YCTHYIO W MUCBMEHHYIO
KOMMYHUKAIIHIO Ha
TOCYapCTBEHHOM S3BIKE C
y4eTOM 0co0eHHOCTEH

- IPaMOTHOE M3JI0KEHHE CBOMX
MBICIIEl Ha TOCYAapCTBEHHOM
A3BIKE C Y4ETOM OCOOEHHOCTEH
COLIMATIBHOTO U KYJIBTYPHOIO
KOHTEKCTa,

[IpomexxyTouHasi —aTTecTanus
no [IM.02 B ¢opme 3x3ameHa
KBaJIM(DUKALIMOHHOTO.




COLIMATILHOTO U KYJIBTYPHOIO
KOHTEKCTA.

- TIpaBUJIBLHOE oopmiieHre
AOKYMCHTOB 110
npoeCCHOHAILHON TeMaTHKe Ha
TOCY/IapCTBEHHOM SI3BIKE.

OK 06.I1IposBisTh

- IOHUMAaHHE 3HAYMMOCTb CBOCH

IpaXk1aHCKO- CHELUATBHOCTH;

NaTPUOTHYECKYIO TO3MIIHIO, | - OMHMCAHHWE 3HAYMMOCTH CBOEH

JI€MOHCTPHPOBATh CHEIHAIBHOCTH;

OCO3HAHHOE TIOBEJCHHWE Ha | -  MPE3eHTalus  CTPYKTYphI

OCHOBE TPaIULIUOHHBIX | MpodeccrnoHaIbHON

o011eUeI0BeuecKux JeSITeNIbHOCTH 1o

[IEHHOCTEH, MPUMEHSTH | CHEIUAIBHOCTH,

CTaHapThI - TOpOsIBICHHE  TPaxJaaHCKO-

AHTUKOPPYIMIUOHHOTO MaTPUOTHIECKON TTO3HIIHH;

MOBE/ICHUS. - JIEMOHCTpalus OCO3HAHHOTO
MTOBEICHUS Ha OCHOBE
TPaIUIUOHHBIX
00I1IeYeTIOBEYECKHX IICHHOCTEH;
- TMpUMEHEHHUE CTaHJIapPTOB
AHTHUKOPPYIIIHOHHOTO
MTOBEICHHUSI.

OK 07.CopnelicTBOBaTh - COJIEUCTBHE  COXPAHEHUIO

COXPAHEHHUIO  OKPY)KAIOIIEH | OKpYXKAIOIIeH cpebl;

cpenpl, pecypcocOepexeHuto, | - cojeicTBre

3¢ dexTUBHO AelcTBOBaTh B | pecypcocOepekeHuIo;

Ype3BBIYANHBIX CHTYAITHIX. - ocymiecTBiieHue 3P PEKTUBHBIX
JNEUCTBUA B UYPE3BBIYAMHBIX
CUTYaITUSX;
- coluro/ieHue HOpM

HKOJIOTUYECKOM Oe30MacHOCTH;
- OlpeleJieHHe HampaBICHHUH
pecypcocOepekeHns B paMKax

npodeccnoHanbHOM
JeSITeIbHOCTH 1o
CHEIMAIBHOCTH
OK 08.Hcnons3oBatb - HCIIOJIb30BaHNE
CpeacTBa ¢dusnyeckoil | pU3KyIBTYpHO-
KYJIBTYpBI JUIl COXPAHEHUS U | 030OPOBUTENILHOM 1€ TEIbHOCTH
YKpEIUIEHUsI  30pOBbS B | Il YKPEIUIEHHsS  3JI0pOBbBA,
nporecce JNOCTUXKEHHUSI  JKU3HEHHBIX WU
npodeccuoHaIbHON poeCCUOHATIBHBIX LIETeH;
JeSITEIIbHOCTH U | - TpPUMEHEHHE pPalMOHAIbHBIX
noJiep>KaHusl HeOOXOIMMOTO | IPUEMOB JIBUTATENbHBIX
YPOBHS duznueckoil | GpyHKIMI B mpodeccruoHaIbHON
MOJTOTOBJIEHHOCTH. NESATENBHOCTH;
- HCIOJIb30BaHUE CpEICTB
npopUIAKTUKA
MepEeHATPSKEHUS
XapakTepHbIMU  JUIS  JIaHHOU
CHEIHAIbHOCTH
OK 09.Hcnons3oBaTh - IIPUMEHEHHE CPEICTB
MH(pOpPMallMOHHbIE MH(OPMALIMOHHBIX TEXHOJIOTHH
TEXHOJIOTHH B | UL peleHus
npodeCcCHOHATbHON npo¢eCCHOHANIBHBIX 3a]1a4;
JESITEIBHOCTH. - MCIOJIb30BAaHUE COBPEMEHHOIO




MIPOTPaMMHOTO 00€CTICUEHUS

OK 10.IToap30BaThCcs - IOHHMaHHE OOIIEro CMEBICIA
npodeCcCHOHAIbHON YeTKO MPOU3HECEHHBIX
JIOKYMEHTalHUen Ha | BBICKa3bIBaHUW Ha M3BECTHHBIC
roCy1apCTBEHHOM U | Tembl (mpodeccCHOHATbHBIE W
WHOCTPAHHOM SI3bIKaX. OBITOBEIC);

- MIOHUMAaHUE TeKCcTa Ha Oa30BbIC
npodeccrnoHabHBIC TEMBI,
- yyacTMe B JMajorax Ha

3HAKOMEIC obmue u
poeCCUOHATBHBIC TEMBI;

- MOCTPOEHUE MPOCTHIX
BBICKa3bIBaHMI 0 cede U 0 cBOei
npodeccrnoHaIbHOM
JIEeITEIbHOCTH;

- KpaTkoe OOOCHOBaHUE u

OOBSICHEHUE CBOUX JICHUCTBHIA
(TeKylMX U IUIAHUPYEMBIX);

- HalMCaHUE TMPOCTHIX CBSI3HBIX
COOOIIIEHUI Ha 3HAKOMbIE WU
WHTEPECYIOIINE
podecCHOHATEHBIC TEMBI

OK.11 Hcnionp30BaTh 3HaHUS | - BRIABJICHUE JOCTOUHCTB U

(uHAHCOBOM T'PaMOTHOCTH, HEJIOCTATKOB KOMMEPYECKOM

IUIAHUPOBATh ujey;

peIIPUHUMATEIbCKYIO - IPE3EHTalUsl UJIEU OTKPBITUS

JESATEIIBHOCTD B COOCTBEHHOTO Jiefia B

npodeccuoHabHOU chepe npodecCuoHaNIbHON
JESTENBHOCTH;

- opopmienue OusHec-TUIaHA; -
pacder pa3mepa BBIIIAT MO
MPOIIEHTHBIM CTaBKaM
KpeAUTOBAHUS;

- OIIpeJieNIeHne
WHBECTUITMOHHOMN
MIPUBIIEKATETLHOCTH
KOMMEPUECKHUX Ul B paMKax
npogecCuoHaNbHOM
NeSITeNbHOCTH;

- Mpe3eHTaIusl Ou3HeC - UJIEH; -
oTpeJieIeHue MCTOYHHUKOB
(uHaHCUpPOBaHUS

4.2. ®oHJ OLIEHOYHBIX CPEACTB JIsl POBEIeHUS MPOMEKYTOUYHOM ATTECTAlNHU
o0y4yaromuxcs mo npogeccioHAJIbLHOMY MOIYJIIO

IMoka3aTenn U KPUTEPUU OLCHUBAHUS KOMIIETEHIIMH
[TokazaTtenn W KpUTEpPUM OILICHUBAHUS KOMIIETEHIIUM, OINHUCAHUE KA
OLICHUBAHMS COAEPKATCS B MPUIIOKEHUU 1.
KoHTpoJIbHBIE U TeCTOBbIE 3a1aAHMS
KonTposnbHble 3aganus coaepkaTcs B IPUITOKEHHUH 1.
MeToanyeckue MaTepuaIbl
Meroauueckue MaTepuaibl, ONpeaeISOIMe NPOLEIypPbl OLIEHUBAHUS 3HAHUU,



YMEHHM, XapakTepu3ymomux (OpMUPOBAHHE KOMIIETEHIIMM, CcoOAepKaTrcsi B
IPUIOKEHUH 1.



Ipuioxkenne 1

KoHTpoJIbHO-0LIeHOYHBIE Cpe/IcTBA

AJ1S1 IPOBe/IeHUs MPOMEKYTOUYHOI aTTecTAlMu M0 NPo(dhecCHOHATBLHOMY MOIYJII0
IIM.02 3amura uagopMauuu B ABTOMATH3UPOBAHHBIX CHCTEMAX MPOrPAMMHBIMHU 1

NMPOrpaMMHO-ANINAPATHBIMHU CPeICTBAMHU
1.1. dopma npoMe:KyTOUYHOM aTTecTaluu: DK3aMeH KBaTU(UKAITHOHHBIN (8 cemecTp).

1.2. Cucrema oueHMBAHNS Pe3yJIbTATOB BbINOJHEHUS 3aJaHUI

OneHuBaHue pe3yabTaTOB BBIIIOJIHEHUS 33JaHUN IPOMEKYTOYHON aTTECTALlMKM OCYILECTBIISIETCS Ha
OCHOBE CJIEYIOLIUX IPUHIUIIOB!

JOCTOBEPHOCTH OIICHKH — OIICHHWBAETCS YPOBEHb C(HOPMHPOBAHHOCTU 3HAHUH, YMEHHUH,
IPAaKTUYECKOI'O OMbITa, OOIIMX M MPO(ECCHOHAIBHBIX KOMIIETEHIIMH, MPOAEMOHCTPUPOBAHHBIX
00y4aroIUMUCS B XOJI€ BBIIIOJIHEHUS 3aJaHUS;

aJIeKBAaTHOCTH OLIGHKU — OLICHKA BBIIIOJHEHHUS 3a/laHUH J10JI’KHA POBOAUTHCS B OTHOIIEHUHU
TeX KOMIIETEHIIHIA, KOTOpbIe HEOOX0MUMBI 1151 3(p(PEKTUBHOTO BHITIOTHEHUS 3a/1aHUS;

Ha/IeKHOCTH OLIEHKM — CHCTE€Ma OLICHMBAHUS BBINOJIHEHUs 3aJaHuil JOJDKHA 00JanaTh
BBICOKOM CTENEHBIO YCTOWYMBOCTU INPU HEOJHOKPATHBIX OLIEHKAX YPOBHS C(POPMUPOBAHHOCTU
3HAHUM, YMEHMH, MPaKTHMYECKOrO OIbITa, OOMMUX M HPOPECCHOHANbHBIX KOMIIETEHLUH
00yJaromuxcs;

KOMIUIEKCHOCTH OLIEHKH — CHCTEMa OLIEHMBAHUS BBIIOJHEHMs 3aJaHUN JO0JKHA 1103BOJISATh
MHTETPAaTUBHO OLIEHUBATH O0IIHE U MPO(HEeCCHOHAIbHBIC KOMITIETEHIINY 00yJaroIInuXCs;

OOBEKTUBHOCTH OLICHKM — OLI€HKA BBIMOJHEHUS KOHKYPCHBIX 3a/JlaHUil JOJKHA ObITh
HE3aBUCHMOH OT OCOOCHHOCTEH MNpO(pECCHOHATBbHOW OpUEHTAUMU WJIM  [PEIINOYTCHUH
npernojiaBaTesei, OCyIeCTBIAIOUIMX KOHTPOJIb WIN aTTECTALHUIO.

[Ipy BBINOSHEHUM MPOLEAYpP OLEHKM 3aJaHU HCIOJIb3YIOTCS CIIEAYIOIINE OCHOBHBIE
METO/BI:

- METOJI KCIIEPTHOU OLICHKH;

- METOJ] pacueTa epBUYHBIX 0aJIJIOB;

- METOJ1 pacueTa CBOJHBIX 0aJUIOB;

- METOJI arperupoBaHusl.

Pe3ynbTaThl BBINOTHEHMS 3aJaHUIl OLIEHHWBAIOTCS B COOTBETCTBUU C pa3pabOTaHHBIMU
KPUTEPHUSIMU OLIEHKH.

Hcnonb3yercs cTo 6anpHas 1MIKajla OLIEHKUAJIS OLICHUBAHUS PE3yJIbTaTOB 00yUEHHUSI.

IlepeBon cTO GanbHOM MIKAIBI yueTa pe3yabTaToB B IATH OaJbHYIO OLEHOYHYIO IIKATy:

Ounenka Konu4yecTBo 0217108, HAOpaHHBIX 32 BHINOJIHECHHE
TEOPETHYECKOT0 U MPAKTHYECKOT0 3a1aHHUA

O1neHka 5 «OTIUYHOY 90-100

Orenka 4 «X0OpoIIo 76-89

Onenka 3 «yJ0BJIETBOPUTEIBHO» 50-75

OrneHka 2 «HEYIOBJIETBOPUTEIBLHO <49

1.3. KOHTpPOJILHO-0LIEHOYHBIE CPeICTBA
1.3.13apanue:

1. TectupoBanue

2. IlpakTnueckoe 3agaHue

IIpumepHoe 3ananue «TectupoBanue»
1. K aciektam HH(OPMAaIIMOHHON O€30MTACHOCTH HE OTHOCHUTCS:

a) JloctymHOCTB
0) LlemocTHOCTD




B) KoHuaeHnaipHOCTh

) 3anuIeHHOCTh

2. OuH U3 METOJIOB 3aIUTHl HH(POPMAIIUN HAa KOMITBIOTEPE

a) MOJIHOE OTKJIFOUEHUE CUCTEMHOro 0J0Ka

0) OTKJIFOUEHHE >KECTKOTO JIMCKa

B) 3allIMTa MapOJeM

') KONMPOBaHUE HH(POPMAIIH.

3. Kakoro meTojia pa3rpaHiudeHus JOCTYyIa He CYHIIECTBYET:

a) pa3rpaHUyeHHe JOCTyNa 10 CIIUCKaM

0) pasrpaHUYeHUE JOCTYIA [0 YPOBHAM CEKPETHOCTHU U KaTErOpUsiM

B) JIOKaJIbHOE pa3srpaHUYEHUE JOCTYIIa

T') MapoJbHOE pa3rpaHUYEHUE JOCTYIIa

4. ITponienypa MpoBEpKU COOTBETCTBHSI CYOBEKTa U TOTO, 32 KOT'O OH MBITAETCS ce0sl BBIAATS, C
MOMOIIbIO HEKOM YHUKaIbHOU HHGOpMaUU:

a) ABropu3zanus

6) O6e3nnunBanue

B) Jlenepconanuzanus

r) AyTeHTUDHUKAIIUSA

n) Unentudukanus

5. HecaHKIImoHUpPOBaHHBIN AOCTYI K HH(GOPMALIUHU 3TO:

a) loctyn xk nHGOpMAIUK, HE CBSI3aHHBIH C BBITOJHEHHEM (YHKIIMOHAJIBHBIX 005S3aHHOCTEH U HE
O0(OPMIICHHBII TOKYMEHTaJIbHO

0) PaboTa Ha 4y)0M KOMIIbIOTEpE 0€3 pa3pelieHus ero Biajenbiia

B) BX0/1 Ha KOMIIBIOTEP C UCTIONIB30BAHUEM JAHHBIX JIPYTOro MOJIb30BATENs
r) JlocTyn K ToKanbHO-UH(POPMAIIMOHHOHN CETH, CBA3aHHBIN C BBHITIOJTHEHHUEM (DYHKIIMOHAIBHBIX
o0s3aHHOCTEH

1) Hoctyn k CYB/I nop 3anpernieHHbIM UMEHEM TOJIb30BaTelIs

6. JlokymMeHTHpOBaHHas MH(OpMAaIUs, JOCTYH K KOTOPO OrpaHNYMBAET B COOTBETCTBUU C
3aKOHOAATENbCTBOM PdD:

a) Mudopmanus cocrapismoas rocy1apcTBEHHYIO TailHy

6) Nndopmanus coctapisionias KOMMEPUYECKYIO TalHy

B) [lepconanbHas

r) Kondunennuansuas uapopmanus

1) JlokyMeHTUpOBaHHAass HHPOpMaLus

7. Bnanenbsiiem uHQpOpMaIui BTOPOH KaTErOPUH SIBJISETCH. . .

a) [Ipocteie moau

6) l'ocynapcTBo

B) KoMmepueckast opranuzanus

r) MyHHIIMTTATIBHOE YUPEXKIEHUE

1) HexommMepueckast opraHu3arnus

8. J171s1 3aIMTHI OT 37I0YMBILIUIEHHUKOB HEOOXO0IMMO HCIOJIb30BATh:

a) CucreMHOE NporpaMMHOe oOecriedeHne

0) [IpuknanHoe nporpaMMHOe oOecrieueHne

B) AHTHBHUPYCHBIE IPOIPAMMBI

r) KoMmnbrotepHbie urpsl

1) My3bIKy, BUI€O(DUIbMBI

9. CBOICTBO BUpYCA, TO3BOJISIONIEE HA3BIBATHCS €MY 3arpy309HBIM — CIIOCOOHOCTS ...
a) 3apakaTh 3arpy304HbIe CEKTOPA KECTKUX JTUCKOB

0) 3apaxaTh 3arpy304HbIC JUCKETHI U KOMIIAKT-IUCKH

B) BBI3BIBATh NIEpe3arpy3Ky KOMIbIOTepa->KepTBbI

I) nojcBeunBaTh KHONKY [lyck Ha cucTeMHOM OJOKe.

10. Kakwue (haitnnbl 3apaxkatoT MaKpo-BUPYChI?

a) UCIIOJIHUTENbHBIE;

0) daiiner nokymenToB Word u smekT. Tabnun Excel;

B) Tpapuueckue 1 3ByKOBBIC;



r) html mToKymMeHTEI.

11. Pyrkut — 370!

a) [Iporpamma as1st CKpBITOTO B3ATHS 1101 KOHTPOJIb B3JIOMAaHHOM CUCTEMBI

0) Bpenonocnast mporpamMmma, MacKUpYIOIIAscs MOl MAaKPOKOMAaHTy

B) Pa3HOBUAHOCTH MEKCETEBOIO SKpaHa

r) [Iporpamma, BeINOIHSIONIAs HECAHKIIMOHUPOBAHHBIE TEHCTBUS 11O

nepegade ynpapieHUs] KOMIBIOTEPOM YAAJIEHHOMY I10JIb30BaTENIO.

12. OcHOBHBIE MepHI 1O 3aIIKUTe HHPOPMAIIUHU OT MOBPEXKICHUS BUPYCAMHU:

a) MpOBEpPKa JUCKOB Ha BUPYC

0) co3aBaTh apXMBHBIC KOITUU [IEHHOW WH(MOpMAIUn

B) HE TIOJIH30BATHCS "MUPATCKUMH" COOPHUKAMH ITPOrPAMMHOTO 00eCTieueHuUs

r) nepenaBath (haiibl TOJIBKO MO CETH.

13. Yto 13 nepeyrcIeHHOro He BXOAUT B COCTaB MIPOrPAaMMHOT0 KOMIUIEKCAa aHTUBUPYCHON
3aLUTHIL:

a) [logcucrema ckaHUpPOBAHUS

0) [loacucrema yrpaBieHHs

B) [logcucrema oOHapy KeHHsI BUPYCHOW aKTHBHOCTH

r) [loacucrema yctpaneHust BUPYCHON aKTUBHOCTHU

14. I'te Hy>)KHO yCTaHOBUTH BCE HEOOXOAMMBIE IMapaMeTphl ISl 3aaHusl apoJis rpu 3arpyzke OC?
a) B Hacrpoiikax yuéTHOM 3anucHu.

0) B Bios.

B) Henb3s yctanoBuTh naposis npu 3arpyske OC.

r) B HacTpoiikax o0miero 1ocryna K JIUCKY.

15. buomerpuueckue CUCTEMBI 3aIUTHI - 3TO...

a) CUCTEMBI ayTeHTH(HUKAIINY, HCIIOJB3YIOIIUE [Tl YIOCTOBEPEHUS IMIHOCTH JIFOJICH UX
OnoMeTpHuuecKue JaHHbIE.

0) hu3mdeckne u OMOIOTHYECKUE CUCTEMBI 3aIUTHI.

B) CUCTEMbI ayTEHTU(UKAIMH, UCTIONB3YIOIINE s YAOCTOBEPEHUS JINYHOCTH JIIO/IeH Mapoib Ha
OCHOBE (haMWIINY, IMEHU HJTH JTATHl POKICHUS.

I') IpOrpaMMBbl [T B3JIOMa MapoJjisi HA OCHOBE OMOMETPUYECKUN TaHHBIX.

16. Kak mpoucxoauT uieHTUGUKaLUs 0 paayKHOH 000JI0uKe riia3a?

a) M300paskeHne caMoro riasa BblAEIAETCA U3 U300paKeHU JIM1IA, T0CIIE Yero Ha Hero
HaKJIa/IbIBAeTCs ClIelMaibHas Macka ITPUX-KoA0B. B pe3ynpraTe Oyner nojayyeHa MaTpuiia,
KOTOpasi MHAWBUYaJIbHA /ISl KXK0T0 YeIoBeKa.

0) M3o0paxkxeHne caMoro riia3a BeIIEISETCS U3 N300pax)eHUs JIUIA, TIOCTIE Yero MOoTydeHHas
uHpopManus npeodpasyercs B HUPPOBON KO U CPAaBHUBAETCS C TOW, KOTOpask HAXOIUTCS B
NaMsITH KOMITBIOTEPA.

B) M300pakeHne caMoro riasa BbIINSETCS U3 U300pakeHUs JIUIa, OCIe YeTO YU THIBACTCS
IpOCTasi TeOMETPUSL: pa3MepPbl U (popma, YroJIKH ri1a3, pacroj0KEHUE PECHUIl U T. 1.

17. MexceteBoii akpaH (bpannmayap, firewall) — 3to0...

a) Kommekc annapaTHbIX CpeaCTB

6) Kommiiekc nporpaMMHBIX CPEJCTB

B) KoMrutekc anmapaTHBIX WM IPOTPAMMHBIX CPENICTB

r) KoMrekc anmapaTHBIX ¥ IPOTPAMMHBIX CPEJICTB

18. Kakoii n3 MpoTOKOJI0B HE OTHOCUTCA K TPOTOKOJIAM 3AIUILEHHON Nepeaadyn TaHHBIX B CETH
NurepHer:

a) SSL

6) SET

B) HTTP

r) [PSec

19. KakoBbI npenmMymiecTBa YaCTHBIX ceTen?

a) nHpopMaIMs COXPaHAETCS B CEKpETe

0) yaaJIeHHbIE CalThl MOTYT OCYIIIECTBIIATH OOMEH MH(pOpMaIuel He3aMe T TEIbHO

B) Y/IaJICHHbIE MTOJIb30BATEIM HE OLIYIIAIOT Ce0sl H30JUPOBAHHBIMH OT CUCTEMBI, K KOTOPOI OHH
OCYIIECTBIISIOT JOCTYII



') HU3Kasi CTOUMOCTh

20. B ueM oco6enHocTh paboTer VPN?

a) mmdpoBanuu Tpadpuka

0) ayreHTH(HUKAIIUN CUCTEM

B) CO3/IaHUU KaHaja CBS3bIBAIOIIETO JIBE CUCTEMBbI

21. V3 xakuxX CTPYKTYPHBIX €MHULl COCTOUT MIUPPOIPOLIECCOP

a) BBIUMCIIUTENh

0) OJI0K yrpaBiIeHUS

B) Oy(dep BBOJa-BBIBOJA

22. KpunrocToMKoCTh — 3TO...

a) XapaKTepUCTHKa MpU(Ta, OMPEASISIONIAs €r0 CTOUKOCTD K JeIU(ppOBaHHUIO 0€3 3HaHUS KIItoYa
0) CBOMCTBO raMMBbI

B) BCE OTBEThI BEPHBI

23. OCHOBHBIE COBPEMEHHBIC METObI MTU(POBAHUS:

a) aJropuT™Ma raMMHpPOBaHUS

0) arOpUTMBI CJIOKHBIX MATEMAaTUYECKUX MTPEOOPA30BAHUIA

B) QJITOPUTM TEPECTAHOBKHU

24. B yeM cyTh METOJ1a IEPECTAHOBKU

a) CUMBOJIBI IN(PYEMOT0 TEKCTA MEPECTABISIOTCS 110 OMPEIeICHHBIM IPaBHIaM BHYTPH
mdpyemMoro 6J10Kka CUMBOJIOB

0) 3amena andasura

B) BCE MpaBUJIbHBIC

25. ns gero ucnons3oBaiics DES-anroputM u3-3a HEOOIBIIOr0 pa3mep Kiroda
a) 3aKPBITUSL KOMMEPUYECKON HHPOpMAITIH

0) mmppoBaHUs CEKPETHOM MH(OPMAITIH

B) HET MPaBUJILHOTO OTBETA

26. ILirochl MporpaMMHBIX IIH(PATOPOB:

a) IeHa

0) ruOKOCTh

B) ObICTpO/EHCTBHE

27. Yto TpeOyercs /Ui BOCCTAaHOBIIEHUS 3allIM(PPOBAHHOTO TEKCTa
a) K04

0) marpuia

B) BEKTOD

28. Korna nosiBuiioch mugpoBaHme

a) YeThIpe THICSYHU JIeT Ha3all

0) J1BE THICSYM JIET Ha3a/l

B) MATH THICSY JIET Ha3a]l

29. IlepBbIM U3BECTHBIM IPUMEHEHHEM I PA CUUTAETCS

a) ETUMNETCKUI TeKCT

0) pycckuii

B) HET MPaBUJIHLHOTO OTBETA

30. Kakyro cexpetnyro undopmarmto xpaaut Windows

a) mapoJIv JJIs IOCTYIIa K CETEBBIM pecypcam

0) maposu JiJIsl AOCTyTa B UHTEPHET

B) cepTU(UKATHI JIJIS IOCTYIA K CETEBBIM pecypcaM U 3ainpoBaHHBIM JaHHBIM HA CAMOM
KOMIThIOTEPE

IIpumepHoOe NpakTHUYeCKOe 3a/IaHKE:

Curyauus 1

Cotpynuuku komnanuu AO «CHurHai» UMEIOT BO3MOKHOCTh BO BHEpabouee BpeMsi MOJIb30BaThCs
NIEPCOHATBHBIMA KOMITBIOTEpaMUA. MHOTHE W3 HHUX TPUBOIAT CIOJla CBOHMX JIETEH IIKOJIBHOTO
BO3pacTa Juid paboThl Ha KOMIIBIOTEPAx, T€ MOJIb3YIOTCS MPUHECEHHBIMU C 000 (reni-kapTamu.



CucremMa aHTUBHUPYCHOTO KOHTPOJISI MMEETCS, HO Ha MPOTSHKCHHH Oojiee 4eM TOoNyroja oHa He
OOHOBJIAIACE.

3amanue.

1. ITepeuncnure HapyIIEeHUs periaMeHTa HHPOPMAIIMOHHON 0€301MacCHOCTH, KOTOPBIC JOIMYIICHBI B
koMmnanuu AO «Curnany.

2. OnumuTre TMOCIEACTBHS OT BBISBICHHBIX HapylmIeHWH WH(POpPMAlMOHHONW OE€30MacHOCTH B
koMmna"uu AO «Curnany.

3. Kakme mepbl 1o 3amure WHPOPMAIMH CICAYEeT MPEANPUHATh PYKOBOACTBY Kommanun AQO
«Curnan»?

4. PazpaboTaiiTe nmpe/yIoKeHUsI 10 3alIuTe HHPOPMAIIMK C UCTIOJIb30BaHUEM ITPOTrPAMMHBIX U (HJIH)
IPOrPaMMHO-AIAPATHEIMU CPEACTB, B TOM YUCIIEC U CPEJICTB KPUNTOrPahUIECKOM 3aIIUTHI.

1.3.2. Kpurepuu oueHkn

Kpurepun onenku 3ananus «TectupoBanue»
MaxkcuManbHOE KOJIMYECTBO OAJIJIOB 32 BBIMIOJIHEHHUE 3aaHusl «TecTupoBanue» — 30 6aJLI0B.

Omnenka 3a 3amganue «TecTupoBaHUE» OMPEAEISIETCS MPOCTHIM CYMMHpPOBAaHHEM OajlyioB 3a
MpaBUJIbHBIE OTBETHI HA Bompockl. OJIUH BEpHBI OTBET paBeH 1 Oay.

OTBeT cuuTaercs NnpaBUIbHBIM, €CIIU:

- IPU OTBETE Ha BOIIPOC 3aKPHITON (hOPMBI ¢ BHIOOPOM OTBETa BBIOpAH MPaBUILHBINA OTBET;

- IIpY OTBETE Ha BOIIPOC OTKPBITOM (POPMBI J1aH MPaBUIIbHBINA OTBET;

-py OTBETE Ha BOMPOC HA YCTAaHOBIEHUE MPAaBUIBHON MOCIEI0BATEILHOCTH YCTaHOBIIECHA
IIPaBUJIbHAS [IOCIIEA0BATENbHOCTD;

-pM  OTBET€ Ha BONPOC  HA YCTAHOBIEHHE COOTBETCTBUSA, €CIIM COIOCTABJICHUE
IIPOM3BEIEHO BEPHO JJIsl BCEX Map.

KpnTepnn OLHCHKH NMPAKTHYIECCKOI'0 3aJaHUs

banubl 3a kputepun

Ne Kpurepun onenkn
OLICHKH
3aganue 1
IepeunciuTh HAPYLIEHHUS perjaMeHTa HHGOPMaNMOHHOI MaxkcuMasbHBIN
0e30MmacHOCTH, KOTOPbIE JONMYIIEeHbI HA MPeINPUITHH 0aJua — 10 6a10B
Kputepun onenku:
1 [TpoBenen ananus unpopmaironHoit 6e3onactoctu (B) 2
CUTYalluu
Bepno onpenenensl HapyuieHus perinamenta Ub
3 BepHo ykazaHsl CTpYKTYpHBIE 3JIEMEHTHI periamenTa Ub, B 2
KOTOPBIX 00OHAPY)KEHBI HAPYIIIEHUS
4 BepHo onpenenensl cBoiicTBa HHGOPMAUU U 2

nH(pOpMaMOHHON UHPPACTPYKTYPHI, HA KOTOPBIE OBLIO
0Ka3aHO BO3JICHCTBHE

5 [IepeuriciieHbl HOPMATUBHBIE AKTHI PETYIUPYIOIINE ACITEKTHI 2
Wb npennpusitus

3aganue 2
Onucath Noc/1eICTBUSA OT BbISIBJIEHHBIX HAPYIIEHU MaxkcuMaabHBIN
UHG(pOpMALMOHHOI 0€30MACHOCTH HA NPeINPUITHN oay1 — 12 6as10B
Kputepun onenku:
1 OrnrcaHbl BO3MOXKHBIE BHYTPEHHUE MTOCIIENCTBHS, KOTOPBIE 4
HecyT Hapymenus b npennpustus
2 Onucanbl BO3MOKHbIE BHEILIHUE TIOCTIEICTBUS, KOTOPbIE HECYT 4
HapyweHus Wb npennpustus
3 YKa3zaHbl METOJUKH U CUCTEMbI MOHUTOPHHIA ITOCJIEICTBUM OT 4

BBISIBJIEHHBIX HapyuieHuit 1b




3ananue 3
Yxka3aTs Mepsl 110 3a11UTe HHPOPMALNMH cileayeT NPeANPHHATH MakcuMajibHbIH
PYKOBOJCTBY MpPeANPHATHS 0as1 — 14 6as10B
Kputepuu onenku:
1 Jlnst kaxxnoro Buaa Hapymenus b npeanpusitis npeioKeHbl 4
1-2 mepsl 3amMTH HHGOPMALIUN
2 Meps 3amuThl 000CHOBAHBI KCXOS U3 POJIa AESTEIHHOCTH 2
TIPEATPUSATHS
3 Omnucanbl npaBuita Vb Ha pabodem MecTe «HAPYIIUTEIS) 4
4 VYka3aH ypOBEHb JIOCTYIA «HAPYIIUTEN» K HHOPMAITHOHHON 4
CUCTEME
3aganue 4
Pa3patoraTh npeajiosKeHus 1o 3aiuTe HHPOPMALMHU C MakcumMaabHbIH
HCMO0JIb30BAHUEM MPOTrPAMMHBIX U (MJIH) MPOTrPAMMHO- 0aJL1 — 34 6aJL10B
annapaTHbIMH CPe/ICTB
Kpurepum ounenku:
1 YkazaHbl METOJIbI 3aIIUTHI 000PYIOBAHUS 2
2 VYkazano anmnaparHoe obecrnieuenue b 4
3 Ykazano nporpammuoe obecrieuenre b 4
4 Pa3paboransl npaBuIia 1MoJIb30BaHMSI AJICKTPOHHON MTOYTOM 4
5 Pa3paboranbl npaBuia ynpaBieHUs: CEThIO 4
6 PazpaboTanbl mpaBwmiia XpaHEHUS U TIEPEIavl JTaHHBIX 4
7 Pa3paborana cxema KOMIUIEKCHOHN 3alIAThI 6
8 Omnrcan 00U MPUHIIUI PAOOTHI CXEMBI 3alTUThHI 6
NUTOrO 70

1.4. MartepuajibHO-TEXHMYECKOE o0ecrieyeHre /1Jisi NPOBeAeHUS TNPOMEKYTOYHOM
arrecTaumnu

ATTecTauusi TpOBOAMTCA B J1AOOpPATOpUM MPOrPaMMHBIX M IMPOrpaMMHO-aNMapaTHBIX
CPEJICTB 3alIUThl HHGOPMAITUU

1.5. YueOHo-mMeToauueckoe U uHGpopMaANMOHHOE oOecneyeHue IJsi TPOBedECHUsI
NMPOMEKYTOYHOM aTTeCTAlUN

HopmaTuBHO-IpaBOBBIEC AKTHI

1. ®enepanbubiii 3akoH ot 27 wurongs 2006 1. Ne 149-®3 «O6 wunHdpopmanumy,
WHQOPMAIIMOHHBIX  TEXHOJIOTHSIX W O 3amuTe uHopmamum». - Pexum  mgocryma:
http://www.consultant.ru/

2. ®enepanpublii 3akoH OT 27 wronst 2006 . No 152-@3 «O mepcoHATBHBIX JTaHHBIX». -
Pexxum nmoctyna: http://www.consultant.ru/

3. ®enepanpHblii 3akoH OT 27 jgekabps 2002 1. Ne 184-®3 «O TexHUYECKOM
perynupoBaHumn». - Pexxum nocryma: http://www.consultant.ru/

4. @enepanbHblii 3akoH oT 4 Mmas 2011 r. Ne 99-®3 «O nuueH3UpOBaHUM OTIEIbHBIX
BUJIOB JICATEILHOCTIY. - Pexxum noctyna: http://www.consultant.ru/

5. @epepanpubiii 3akoH oT 30 gexadbpst 2001 r. No 195-@3 «Komekc Poccwuiickoit
®denepauyu 00 aJIMMHHCTPATUBHBIX IIPaBOHAPYLICHUSIX ). - Pexum JIOCTyTIA:
http://www.consultant.ru/

6. Vxka3 Ilpesunenra Poccuiickoit @eneparuu ot 16 aBrycra 2004 r. Ne 1085 «Bompocsr
®enepalibHON CITy’KOBI 110 TEXHHYECKOMY M O3KCIOPTHOMY KOHTpOJIO». - Pexum npocryma:
http://www.consultant.ru/

7. VYxa3 Ilpesunmenra Poccmiickoit ®enepammu or 6 wmapra 1997 1. Ne 188 «O0
YTBEP)KJCHUM TIepeuHs CBEIEHUH KOH(HUIEHIMAIbHOIO Xapakrepa». - Pexum nocryma:
http://www.consultant.ru/

8.Yka3 Ilpesunenta Poccuiickoit ®@enepanuu ot 17 mapra 2008 1. Ne 351 «O mepax 1o
obecrnieueHno uHGpOpPMAIMOHHON Oe3omacHocTH Poccuiickort ®exepanyii MpU  UCTIOIB30BAaHUHU



UH(POPMAITOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CeTell MEXIyHapOAHOr0 MH(POPMAIIMOHHOTO OOMEHay. -
Pexxum mocryma: http://www.consultant.ru/

9. Tlonmoxenme o cepTUUKAIMK CPEACTB 3alUTHl HHPOpPMAIUH. Y TBEPKIECHO
nocranoBiieHueM [IpaBurenbctBa Poccuiickoit @enepanun ot 26 uroHa 1995 1. Ne 608. - Pexum
nocryna: http://www.consultant.ru/

10. ITpukaz ®CTIK Poccum ot 17.07.2017 N 134 (pen. ot 17.12.2019) "O06 yrBepxaeHun
AJMHUHUCTpAaTUBHOTO periiameHTa @DenepanbHO CIyXKObl MO TEXHHMYECKOMY M JKCHOPTHOMY
KOHTPOJIIO MO MPEIOCTABICHUIO TOCYIapCTBEHHON YCIyTy MO JTUIEH3UPOBAHUIO JEATEIBHOCTH 10
TEXHHYECKOH 3amuTe KoHpuaeHmanpHoi nadopmanuu" (3apeructpupoBaHo B Muntocre Poccun
09.08.2017 N 47722) - Pexxum poctyma: http://www.consultant.ru/

11. Tpukaz ®CTOK Poccuu ot 12.07.2012 N 84 (pex. ot 20.05.2015) "OO6 yTBepxkaeHUN
AnmuHucTpaTuBHOrO periamenta denepanbHOil CiykObl MO TEXHUYECKOMY M HSKCIIOPTHOMY
KOHTPOJIIO 110 MPEAOCTABICHUIO TOCYJAPCTBEHHON YCIYTH MO JIMLIEH3UPOBAHUIO JIEATEILHOCTH T10
pazpaboTKe ¥  TPOU3BOACTBY  CPEICTB  3alllUThl  KOH(UIEHIHMaIbHONH  HHpopMaruu"
(BapeructpupoBano B Munioctre Poccun 20.08.2012 N  25220) - Pexum gocrymna:
http://www.consultant.ru/

12. TIpukaz ®AIICHU ot 13 utons 2001 r.Ne 152 «O0 yTBEp)KIACHHH WHCTPYKIIUU OO0
OpraHu3aIyy 1 obecredyeHn: 0€30MacHOCTH XpaHeHus, 00paboTKU U mepeaayu Mo KaHajaaM CBSI3U C
UCTIOJIB30BAaHUEM CPENICTB KPUITOTpauyecKoi 3auThl HHPOPMAIMU C OTPAaHUYEHHBIM JIOCTYIIOM,
HE CoJep)Kalllel CBeJEHUM, COCTaBISIONIMX TOCYIapCTBEHHYIO TalHy». - Pexum poctyma:
http://www.consultant.ru/

13. IIpukaz @Cb Poccuu ot 9 deBpans 2005 r. Ne 66 «O6 yrBepxaenuu llomoxenus o
pa3paboTKe, MPOM3BOICTBE, PEATH3AINN M KCIUTyaTallud IMUPPOBATBHBIX (KPUNITOrpadUIeCKUX )
CpencTB 3aumThl HHGOpManuuy. - Pexxum gocryma: http://www.consultant.ru/

14. TOCT P HCO/M3K 13335-1-2006 WudbopManmoHHass TEXHOJOTHS. MeTonsl W
cpenctBa oOecnedenus Oe3omacHoctd. Yacte 1. Konuemmuss u  Mojend MeHEIKMEHTa
0e30macHOCTH WH(GOPMAIMOHHBIX M TEJICKOMMYHHMKAIIMOHHBIX TEXHOJOTHHA. — Pexxum mocryma:
http://docs.cntd.ru/

15. TOCT P UCO/MDBK 27005-2010 UudopmanroHHass TeXHOIOTHsA. METOABI U CpPelCTBa
oOecrieyeHus 0Oe30MacHOCTH. MeHeDKMEHT pHcka WH(pOpMalMOHHON Oe3omacHocTH — Pexum
noctyma: http://docs.cntd.ru/

16. TOCT P UCO/M3BK 27005-2010 NudopmarrionHasi TeXHOIOTHA. MeTOAbI U CPeNCTBa
obecrieuenuss OezomacHoctu. Yacte 4. BriGop 3amuTHbRIX Mep — Pexum  gocrtyma:
http://docs.cntd.ru/

17. TOCT P UCO/M3BK TO 13335-5-2006 MudopmamnronHas TeXHOJOTUs. MeTONbl U
cpeactBa obecrieyeHus: OezomacHocTH. YacTh 5. PyKOBOJICTBO MO MEHEIKMEHTY 0€30MacHOCTH
cetu. — Pesxxum pocryma: http://docs.cntd.ru/

18. TOCT P HMCO/MDBK 27002-2012 Wndopmannonnas texHonorus. IIpakrnyeckue
IpaBuJia yrpasieHus HHQOpMallMOHHON 6e30omacHoCThI0. — PexxuM noctyna: http://docs.cntd.ru/

19. TOCT P HCO/M3K 15408-1-2012 WudbopMaimoHHass TEXHOJOTHS. MeToasl U
cpenctBa obOecnedyeHus: Oe3omacHocTH. Kpurepun oreHKH 0€30macHOCTH HMH(POPMAIMOHHBIX
texHojoruil. Yacte 1. Beenenue u obmas monaens. — Pexum mocryna: http://docs.cntd.ru/

20. TOCT P HMCO/MDK 15408-2-2013 HWubopmarnmoHHast TexXHOJOTHsI. MeTonsl |
cpeacTtBa obecrieueHus: Oe3omacHocTH. Kpurepun OLEHKH 0e30MacHOCTH HH(POPMALMOHHBIX
texHojoruil. Yactp 2. @DyHKUMOHaANbHBbIE TpeboBaHusl Oe3omacHocTH. — Pexum gocryma:
http://docs.cntd.ru/

21. TOCT P HMCO/MDK 15408-3-2013 HWubopmarnmoHHass TexXHOJOTHS. MeTomsl |
cpeacTtBa obecrieueHus Oe3omacHocTH. Kpurepun OLEHKH 0e30MacHOCTH HH(POPMALMOHHBIX
texHojoruil. Yacte 3. TpeboBanuss noBepus K Oe3zomacHocTH. — Pexum gocryma:
http://docs.cntd.ru/

22. TOCT P 34.10-2012 "WudopmarnuonHas TexHonorus. Kpumrorpadpudeckas 3ammra
unpopmanuu. Ilporeccsl popmupoBaHUS W TPOBEPKH ANIEKTPOHHOU IuppoBoi moxamucu". —
Pexxum moctyma: http://docs.cntd.ru/



23. TOCT 34.311-95 Nudopmanmonnas texnonorus (MUT). Kpunrorpaduueckas 3ammura
unpopmanuu. Pynknus xommposanus (ayreutuueHn ['OCT P 34.11-94). — Pexum mpocryma:
http://docs.cntd.ru/

24. TOCT P 50922-2006 3amurta wHbopmanuu. OCHOBHBIE TEPMHHBI M OMPEICICHUSI.
Pocrexperynuposanue, 2006. — Pexxum nocryna: http://docs.cntd.ru/

25. TOCT P 52069.0-2013 3ammra wuapopmaruu. Cucrema cranmaaptoB. OCHOBHbBIC
nonoxxkenus. Poccranmapr, 2013. — Pexxum nocryna: http://docs.cntd.ru/

26. TOCT P 51583-2014 3amura uadopmaruu. [Topsgok co3manusi aBTOMaTU3UPOBAHHBIX
CUCTEM B 3allUIIEHHOM ucnonHeHuu. O0mue nonoxenus. Poccranmapr, 2014. — Pexxum gocryma:
http://docs.cntd.ru/

27. TOCT P 51624-2000 3amuta uHpOpManuu. ABTOMATH3HUPOBAHHBIE CHCTEMBI B
3amuIeHHoM ucnoiaHeHuu. Oommme tpeboBanms. I'occtangapt Poccun, 2000. — Pexxum nmocryma:
http://docs.cntd.ru/

28. TOCT P 51275-2006 3amurta wHpopmanuu. OO0bekT uHbopMaTH3anuu. DaxTopsl,
BO3eHcTBytoNMe Ha nHPopmMaruio. O0mue nonoxenus. Pocrexperynuposanue, 2006. — Pexum
noctyna: http://docs.cntd.ru/

29. TOCT P 52447-2005 3ammra wuHpopMmanuu. TexXHHWKa 3amUTBl WHPOPMALUH.
Homenkiatypa mnoka3arenedi kaudectBa. Pocrexperynuposanue, 2005. — Pexum pocrymna:
http://docs.cntd.ru/

30. TOCT P 56103-2014 3ammuta uHbopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIeHHOM HcnoHeHnn. OpraHu3anus ¥ cojepikanue padoT Mo 3amfuTe OT MpeIHaMEPEHHBIX
CHJIOBBIX JJICKTPOMAarHUTHBIX BozaehcTBuid. OOmme monoxkenus. Poccranmapr, 2014. — Pexum
nocryna: http://docs.cntd.ru/

31. TOCT P 56115-2014 3ammta uHbopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIeHHOM HcnoinHeHnd. CpencTBa 3aliuThl OT NPeJHAMEPEHHBIX CUJIOBBIX 3JIEKTPOMArHUTHBIX
BozeiicTBuil. O0mume TpedoBanus. Poccranmapt, 2014. — Pesxum gocrymna: http://docs.cntd.ru/

32. TOCT P HMCO/MDK 15408-1-2012 HWudbopmanuoHHass TexXHOJOTHs. MeTonsl u
cpeacTtBa obecreueHus Oe3omacHocTH. Kpurepuu OLEHKH 0e30MacHOCTH HH(POPMALMOHHBIX
texnosioruii. Yacts 1. BBemenue m oOmias moxens. Poccranmapr, 2012. — Pexxum nocryma:
http://docs.cntd.ru/

33. TOCT P HMCO/MDK 15408-2-2013 HWubopmanmoHHast TexXHOJOTHs. MeTonsl |
cpeacTtBa obecreueHus Oe3omacHocTH. Kpurepuum OLEHKH 0€30MacHOCTH HH(POPMALMOHHBIX
texHojoruil. Yacte 2. DyHKUMOHAIbHbIE TpeOoBaHMs O0€30MacCHOCTH (MpsSMOe HpPUMEHEHHE
ISO/IEC 15408-2:2008). Poccrannmapt, 2013. — Pexxum moctymna: http://docs.cntd.ru/

34. TOCT P 50922-2006 3ammra uHpopmanmu. OCHOBHBIE TEPMHHBI W OIPENEICHUSI.
PocrexperynupoBanue, 2006. — Pexxum nocrtyna: http://docs.cntd.ru/

35. TOCT P 51275-2006 3ammra unnHpopmarmmu. OO0bekT mHpopMaTH3anuu. DakTOpEI,
BO3/eHcTBYIoIMEe HAa nHpopmManuio. O0mue nonoxenus. Pocrexperynuposanue, 2006. — Pexum
noctymna: http://docs.cntd.ru/

OcHOBHbIE Y4eOHbIe H3IAHUA

36. Unpua M.E. Kpunrorpaduueckas 3amura HHPOpMauu B 00beKTax WHPOPMAITMOHHOM
UHPPACTPYKTYPHI : YUEOHUK ISl CTYA. yupexaeHui cpel. npod. oopazosanus / M.E. Uneun, T.M.
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