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1. TACIIOPT PABOYEN ITPOI'PAMMBbBI ITIPO®ECCHOHAJIBHOI'O

MOJYJIS
M.03 IKCILTYATALIUS OBBLEKTOB CETEBOI1
NUH®PACTPYKTYPBI

1.1. Ob6aacTb npuMeHeHus1 padoyeil MPOrpaMmbl
Pabouas mporpamma mpoQecCHOHAIBLHOTO MOIYJS SIBJSIETCS YacTbiO MPOTPaMMbI
MOJATOTOBKM CHELHAINCTOB cpenHero 3BeHa B coorBercTBuM ¢ @I'OC CIIO mo
cnequanbHocT  09.02.06 CeTeBoe M CHCTEMHOE aJIMHUHHUCTPUPOBAHHE B YaCTH
OCBOGHHUS OCHOBHOTO BHAa TMpo(ecCHOHANBHON NeATeNbHOCTH JKCIUTyaTalus
O00BEKTOB CETEBON MHPPACTPYKTYPHI.

1.2. Mecto npodeccuoHaabHOro moayJsi B crpykrype IICC3:
[TpodeccrnonanbHbI MOYIL BXOAUT B ipodeccruonanbubiit uki [IICC3.

1.3. Heau u TpeGoBaHUs K pe3yJibTaTaM OCBOeHHsI MPOodecCHOHATBHOTO
MOIYJIst

N3yuyenue npodecCHOHAIBHOTO MOYJISl HAIPaBJIECHO Ha OCBOECHHWE OCHOBHOTO
BUsa aestenbHocTH 3.4.3. DKCIutyaTalus OOBEKTOB CETEBOM MHQGPACTPYKTYphl U
COOTBETCTBYIOIIUX €My OOIIMX KOMIIETEHIIUN U MTPOPECCUOHATILHBIX KOMITETCHIIHM.

1.3.1. IlepedyeHnb 0OMMUX KOMIETEHIIUMA

Kona HaumeHnoBaHue pe3yJibTaTa 00yUeHHUs
OK 01. | BeiOupare  crnocoObl  pemieHMss  3a7ad  Npo(ecCHOHAIBHOW  JesTEeIbHOCTH,
MPUMEHUTEIHHO K Pa3JIMYHBIM KOHTEKCTaM.
OK 02. | OcymiecTBiTh MOUCK, aHATU3 M HHTEPIpPETalu0 WH(POpMAlMU, HEOOXOAUMOM s
BBINIOJTHEHUS 33/1a4 NPOoECCHOHATBHON JESITEIbHOCTH.
OK 03. | [ImanupoBaThb M peaaM30BHIBaTh COOCTBEHHOE MNPO(EeCcCHOHANBbHOE U JHMYHOCTHOE
pa3BHUTHE.
OK 04. | PaGoTaTth B KOJUIEKTMBE M KOMaHJe, 3pPEKTUBHO B3aMMOJAEHCTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.
OK 05. | OcymiecTBisTh YCTHYIO M TUCbMEHHYI0 KOMMYHHUKAIMIO Ha TOCY/IapCTBEHHOM SI3BIKE C
y4€TOM 0COOEHHOCTEN COIMAIBHOTO U KYJIbTYPHOI'O KOHTEKCTA.
OK 06. | [TposiBiATh TpaskJaHCKO-MATPUOTHUECKYIO MO3MIIMIO, JEMOHCTPUPOBATh OCO3HAHHOE
MOBE/ICHHE HAa OCHOBE TPAJULMOHHBIX OOIIEYETOBEUECKUX IEHHOCTEH, MPUMEHATH
CTaHJApPThl aHTUKOPPYIIIHOHHOTO MOBEJICHHUS.
OK 07. | CopeiicTBOBaTh  COXPaHEHHUIO  OKpYXKawIIed  cpelbl, pecypcocOepereHuIo,
7 dEKTUBHO IEHCTBOBAThH B UPE3BBIYANHBIX CHTYAIUSX.
OK 08. | Mcnonb3oBaTh cpeacTBa (U3MYECKOM KyJIbTYPHI JIi COXPAHEHUS U YKpEIUICHUS
3I0pOBbS B Mpolecce MNpoPecCHOHAIbHON  JESATeNbHOCTH M TMOAJEp KaHUS
HE00X0AMMOT0 YPOBHS (PU3UYECKON MOATOTOBIEHHOCTH.
OK 09. | Mcnonp3oBars MHGOPMAITMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHON NESTEITHHOCTH.
OK 10. | [Tonmp3oBaTbess MpodecCHOHATBHOM  JOKyMEHTallMell Ha ToCylapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.
OK 11. | Ucnonr3oBarh 3HaHUSA o ¢uHaHCOBOM IPaMOTHOCTH, IIJIaHUPOBATH
MPEANPUHIMATEIIBCKYIO ACSITEIHHOCTD B MPOoheCcCHOHATBHOM cdepe.




1.3.2. Ilepedens npodecCHOHATHHBIX KOMIIETEHITUN
Kon HaumenoBanue pe3yabTara 00yueHust

[IK 3.1 | YcranaBnuBarh, HacTpamBaTh, OSKCIUIyaTHPOBaThb M OOCITYXUBaTh TEXHUYECKHE U
IIPOrpaMMHO-AIIAPATHBIE CPEACTBA KOMIIBIOTEPHBIX CETEM.

IIK 3.2 | [IpoBoauTh npoduiakTUYecKre padOoThl Ha OOBEKTaX CETeBOW HHQPPACTPYKTYpHl U
paboYmX CTaHIIHSIX.

IIK 3.3 | YcranaBnuBath, HacTpaumBaTh, OKCIUIyaTUpPOBaThb W  OOCIYXHBaThb  CETEBbIC
KOH(UTYpaIIH.

I[IK 3.4 | YyactBoBaTh B  pa3pabOTKE  CXEMBl  TIOCICABAPUMHOTO  BOCCTAHOBJICHHUS
paboTOCIIOCOOHOCTH KOMIBIOTEPHON CETH, BHIIOJIHATH BOCCTAHOBJICHUE U PE3EPBHOE
KOMMPOBaHNE NH(HOPMAITUH.

[IK 3.5 | Opranu3oBbIBaTh MHBEHTAPU3ALUIO TEXHUUYECKUX CPEICTB CETEBOM MH(PPACTPYKTYpHI,
OCYIIECTBISITH KOHTPOJIb 000PYJIOBAHUS TIOCIIE €T0 PEMOHTA.

[IK 3.6 | BoimonHATh 3aMeHY pacXOJHBIX MaTepUAOB U MENKUH PEMOHT mepuepHitHOro
000pyIOBaHUs, ONPEICIATh yCTapeBliee O0OpPYIOBaHHWE M TMPOTPAMMHBIE CPEICTBA
ceTeBor HHMPACTPYKTYPBHIL.

1.3.3. B pesynbrare ocBoeHus1 IpoheCCHOHATFHOTO MOAYIISI 00YUAIOIIHIACS TOJKEH:

Hmets — 00cCIIy’>KMBaHUU CETEBOU UHPPACTPYKTYPBI, BOCCTaHOBJICHUH
NPAKTUYECKUH | pabOTOCIIOCOOHOCTH CETH mociie c6os;
OIIBIT B — YAaJCHHOM aJMHUHHUCTPUPOBAHUU U BOCCTAaHOBJIEHHH PabOTOCHOCOOHOCTH

CeTeBOi HHPPACTPYKTYPHI;
— NOAJEpXKKE  IOJb30BaTeNe  CeTH, HACTPOWKE  amnmapaTHOr0 U
IPOrpaMMHOT0 o0ecTieYeH sl CeTeBOH MHPPACTPYKTYPHI.

YMETh — BBINOJIHAT MOHUTOPUHT U aHAJIU3 pabOThl JOKAJIBLHOM CETH C MOMOIIBIO
IIPOTrPaMMHO-ANNapaTHBIX CPEJICTB;

— OCYLIECTBJIATH IUArHOCTUKY U MOUCK HEUCIIPABHOCTEN BCEX KOMIIOHEHTOB
CeTH;

— BBIIOJIHATH JICUCTBUS 110 YCTPAHEHUIO HEUCIIPABHOCTEN.

3HATh — apXUTEKTYpy U (PYHKIIMM CUCTEM YIIpaBJIEHHs CETSIMHU, CTAaHJIApThl CUCTEM
YIIPaBJICHMUS;

— CpeAcTBa MOHUTOPHHIA U aHAJIM3a JOKAJIbHBIX CETEeH;

— METO/Ibl YCTPAHEHHS HEUCIIPABHOCTEN B TEXHUYECKHUX CPEJCTBAX.

1.4. Koau4ecTBO 4acOB HA OCBOEHHME NMPOrpamMMbl NMPo¢ecCHOHAIBLHOIO
MOJYJIS:

MaxkcruManbHON yueOHOU Harpy3ku oOydaromierocs — 552 yaca, B TOM YHUCIIE:

00s13aTEBHON ayAUTOPHOM y4eOHOM HArpy3KH obydarorerocs — 256 4acos,

CaMOCTOSITENIbHOM paboThl 00y4aromerocs — 28 4acos,

KOHCYJIbTallMK — 4 yaca;

yaeOHol npaktuku — 108 gacos;

IPOU3BOJICTBEHHOM npakTuku — 144 yaca;

AK3aMEH KBAIM(PUKALUOHHBIN -12 yacos.




2. CTPYKTYPA U COAEP)KAHUE NPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.03 SKCIVIYATALUSA OBPBEKTOB CETEBOU UH®PACTPYKTYPbI

2.1. CTpykTypa npoecCHOHAJIBLHOI0 MOLYJIsI
Kons1 HaumenoBanne | Cymmap O0beM BpeMeHH, 0TBe/IeHHbIN Ha ocBoeHHe MK IIpakruka JK3aMeH
npodecc | pasgenos HBII Oos3aTenbHast ayIMTOPHAS Y4eOHAas Harpy3ka o0y4alonierocs CamocrositenbHass | Kone KBaJupu
HOHAJIBH | mpodecCHOHAIL | 00beM padora YIABT KalMOHH
BIX M | HOTO MOTYJISI Harpysk o0yuaromerocs anuu 1807
oomux H, 4ac. | Bcero B T.4. B T.4. B T.4., B T.4. Bcero B T.4., Yueonas | [Iponsson
KoMImere (maxcum 4acoB Jladopar. NPaKTHY. KypcoBasi ceMUHAp. | YacoB | Kypcomasi (ecnu CTBeHHasI
HIUi anvbHas 3aHATHUA 3aHATHUA padora 3aHATHUA padora npedycm | (mo
yuebHas (ecu (ecu (mpoekT) (ecnu (mpoexT) ompeno) | npoduiio
Hazpyska npedycmomp | npedycmomp (ecau npeoycmo (ecnu 4acoB crenuaib
u eHo) eHo) npeoycmomp mpeHo) npeoycmo HOCTH)
nPpakmux 4acoB 4acoB eHo) 4acoB mpeHo) 4acoB
u) 94acoB 4acoB
1 2 3 4 5 6 7 8 9 10 11 12 13 14
OK 01-11,| M/JIK.03.01. 170 152 - 90 - - 16 - 2
IIK 3.1- OkcmyaTanus
3.6 00BEKTOB CETeBOI
HHQPACTPYKTYPHI
MJIK.03.02. 118 104 - 30 - - 12 - 2
be3zonacHocTh
KOMITBIOTEPHBIX
cereit
VYI103.01 108 108
YueOHas
MpaKTHKa
[1IT 03.01 144 144
IIpou3BoaCTBEHH
ast MpaKkTHKa
Ok3aMeH 12 12
KBaJTH(pHUKAINOHH
bIl
Bcero: 552 256 - 120 - - 28 - 4 108 144 12




2.2. TemaTuyeckmii IUVIaH U cojiepkaHue NPOdecCHOHATBLHOT0 MOIYJIsI

Haumenosanue Konanl
pas3aenoB KOMIIeTEeHIIMIA,
HpodeccHORATLHOTO Copep:xaHue yueOHOr0 MaTepuasa, 1ad0paTopHble U NPAKTHYECKUe 3aHATHUS, Yposens | opmupoBanu
Moyast (LIM), camMocCTosITe/IbHasi padora oﬁyqammeruocn, KypcoBasi padora (IpoeKT) (eciu Oo0bem OCBOCHISI 10 KOTOPBIX
MeKIHCIHILTHHADH MIPEyCMOTPEHBI ), HHbI€ BH/bI Y4eOHOH paGoThl B COOTBETCTBUH € y4eOHbIM 4acoB crocoBeTByeT
bIX KypcoB (MIK) n fLiatom 3JIEMEHT
TeM NporpamMm
1 2 3 4 5
Pa3ned 1. Dkcnuyaranus 00beKTOB ceTeBOil HHPPACTPYKTYPbI 170 OK 01-11;
MJK 03.01 Jxcnayaranus 00beKTOB ceTeBOii HHPPACTPYKTYPbI 170 [1K 3.1-3.6
5 cemecTp 64
Tema Coaep:xanue y4eOHOIro MaTepHuaJia 64
1.1.9kcnuyaranus du3nuecKue acneKThl dKCIuTyaTanui. Ou3nueckoe BMEmaTeIbCTBO B HHPPACTPYKTYPY 2
TeXHUYEeCKHX CETH.
CpeJICTB ceTeBoil AKTHUBHOE ceTeBoe 000pyI0BaHUE. 2
HH(PPACTPYKTYPHI [TaccuBHOE ceTeBoe 000pyI0BaHKE: KaOeIbHBIC KaHAIIbI, Ka0esb, MaT4-MaHeu, PO3ETKH. 2
ITonoca nponyckaHus, Hapa3uTHasi Harpy3Ka. 2
PacmmpsiemocTs cetn. MacmtabupyeMocTh cet. [{o0aBiieHHe OTAEIbHBIX 3JIEMEHTOB 2
ceTu (1moJsib30BaTelneil, KOMIbIOTEPOB, NPUIIOKEHUH, CITYXKO).
HapamuBanue 1MHbBI CETMEHTOB CETH; 3aMEeHa CYIIECTBYIOUIEH anmapaTypsbl. 2
VYBe/nn4yeHne KOJMYECTBAa Y3JIOB CETH; YBEIMUYEHHE HPOTSHDKEHHOCTH CBS3EH MEXIY 5 1
00BEKTaMU CETH.
TexHuueckas ¥ mpoekTHas JokyMeHTalus. [lacnopT TeXHHYeCKUX YCTPOHCTB. 2
dusnyeckas KapTa BCEH CETH; JOTUYECKas TONOJIOTHS] KOMIIBIOTEPHON CETH. 2
Knaccuukamuss periiaMeHTOB TEXHHYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPHI 9
00BEKTOB CETEBOM HHPPACTPYKTYPHI.
IIpoBepka 00BEKTOB ceTeBOl MHPACTPYKTYPHI U NpoduIakTHIECKHe paboTh 2
ITpoBeieHne peryasipHOTrO pe3epBUPOBAHUSI. 2
Ob6cnyxuBaHue (U3NUECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSIHUS —aIlllapaTHOIo 5
o0ecreyeHus; OpraHu3alisl y1aJeHHOr0 OMOBEIICHHUS O HEeToJIaKaXx.
IIpakTuyeckoe 3anaTue Ne 1. OkoHIIOBKa Kabesst BUTasI mapa 4 9
IIpakTnyeckoe 3ansaTue Ne 2. 3anenka kaOens BUTasl 1apa B pO3€TKY 4




IIpakTuyeckoe 3ansatue Ne 3. KpoccupoBaHue W MOHTaX MaT4y-MaHETUd B
KOMMYTAIIMOHHBIN MIKad, HA CTEHY

IpakTuyeckoe 3ansaTue Ne 4, TectupoBanue kabens

IIpakTuyeckoe 3ansaTue Ne S. [Tognepxka 1oiap3oBarenen CeTH

IIpakTuyeckoe 3ansaTue Ne 6. [lognep)xka nmojap3oBaresieil CETH

IIpakTnyeckoe 3ansatue Ne 7.  DOkciulyaralus TEXHUYECKHX CPEACTB CETEBOU
HHPPACTPYKTYPHI (KOMIIBIOTEPHI, CEPBEPHI)

AN b

IIpakTuyeckoe 3ansiTue Ne 8.  DKcrulyaranus TEXHMYECKHUX CPEACTB CETEBOM
nH(pacTpyKTypsl (MPUHTEPHI, CKaHEpbl, MDY)

IIpakTuyeckoe 3anaTue Ne 9. DBrimonHenue [AeWCTBUH 1O  YCTPAHEHUIO
HEHCIIPABHOCTEN

CamocrosiTesibHas padora o0yuaromuxcs Ne 1.
[ToaroroBka cooOieHN HA TEMBI:

1. BupTyanbHble 4acTHbIE CETU

2. Anpecamusa B IP —ceTsax

3. BzaumogeiicTBre MeX Ay pa3HOPOIHBIMU CETIMU
4. Cetu Ha ocHOBe cepBepa. Knactepuzanus cepsepa
5. Omnepanuonnas cucrema UNIX

6. Omnepanunonnas cucrema AppleTalk

7. OnepannonHas cucreMa Banyan VINES

IIpomexxyTounasi arrecranmusi — jApyrue ¢opMbl KOHTPOJsl (cpeaHMid 0ajj MO TeKYIIMM OIleHKaM

yCIeBaeMOCTH)

6 cemecTp

40

Tema 1.1.
IKemiyaTanus
TeXHUYECKHX
CpPelCTB ceTeBO

HH(pPACTPYKTYpbI

Conep:xaHue yueOHOro MaTepuaJia

40

[IporpamMmMHOe oOecrieyeHME MOHHUTOPHHIAa KOMIBIOTEPHBIX CETe U  CeTeBbIX
YCTPOMCTB.

ITpotokosn SNMP, ero xapakrepuctuku, popmMar cooOIeHu, HabOp yCIyT.

33,213‘-11/1 YIpaBJICHUA: aHAJIN3 TPOU3BOJUTCIIBHOCTH U HAACKHOCTH CCTH.

O6opynoBanue Ajisi JAMATHOCTUKH U cepTHUdUKAMU KabenbHBIX cucteM. CeTeBble
MOHUTOPBI, TPUOOPHI ISl CepTUPUKAINKN KaOeTbHBIX CHCTEM, KaOelbHbIE CKaHEphl U
TECTEPBI.

IIpakTnueckoe 3ansaTue Ne 10. BrinmosHeHWe MOHUTOPUMHIA M aHalIM3a PadOTHI
JIOKAJILHOM CETH C IIOMOIIBIO IPOTPAMMHBIX CPEJCTB.

IIpakTuyeckoe 3ansaTue Ne 11. IIporokon ympaBienuss SNMP. OcHoBHBIE

OK 01-11; IIK
3.1-3.6




xapaktepucTuku nporokoina SNMP. Hab6op ycmyr (PDU) nporokona SNMP. ®dopmar
coobmuiennit SNMP.

IIpakTuyeckoe 3ansatue Ne 12. 3agauum ynpaBiieHHS: aHAJIU3 IPOU3BOJAUTEIHLHOCTH
CeTH

IIpakTuyeckoe 3ansaTre Ne 13. 3agaun ynpaBjieHus: aHAIU3 HAJICKHOCTH CETH

IIpakTnyeckoe 3ansiTue Ne 14. Ypapnenue 6€30MaCHOCTBIO B CETH

IIpakTuyeckoe 3ansitue Ne 15. AHanu3 ceTH C TMOMOIIBKD KOMaHJ CETEBOM
ONEPalMOHHON CHCTEMBI

A OIS b~

IpakTnuyeckoe 3ansatue Ne 16. OdopmiieHne TEXHUYECKON JOKYMEHTAIMH, TIPaBUIIa
o OopMIICHUS TOKYMEHTOB.

CamocrosiTesibHast padoTa o0yuaromuxcs Ne 2.

[ToaroroBka cooOIIeHNI HA TEMBI:

1. Tononorust KOMMYyTallMK MaKeTOB U perpancisaius kaapa(FrameRelay)
2. CoBpemenHble ipobsieMsl ynpasnenust UT- undpactpykrypoit

3. Cpencta npoaykToB Unicenter st ynpasienust MUT- uadpacrpykrypoit
4. Ipunimn paboThl HOBBIX KOHTPOJIbHO-U3MEPUTEIHHBIX alIapaToB

IIpomexxyTounasi arrecranmusi — Apyrue ¢opMbl KOHTPOJsl (cpeaHMid 0ajj MO TeKYIIMM OIleHKaM

yCIeBaeMOCTH)

7 cemecTp

38

Tema 1.2.
IKCIUTyaTanus
cucrem IP-
TeJie(pOHUM

Coaep:xaHue yueOHOro MaTepuaJia

38

Onucanne H.323 u obmue pexomeHnauuu. QPyHKIMOHAIbHbIE KOMIOHEHTHI H.323.
Hacrpoiika H.323.

VYcranoBka u noanepkka coenunenus H.323. CoeauHeHust 6€3 U ¢ HUCMOIB30BAHHEM
GateKeeper. Coenunenus ¢ ucmnoib3oBaHueM  Heckonbkux  GateKeeper.
MHoromnonbs3oBarensckre KoHbepeHmu. OdecneueHrne 0TKa30yCTONIMBOCTH.

Texnonorus SIP u cBs3aHHBIE ¢ Hel cTaHmapThl. Onucanue u 00IIMe PEKOMEHIAIIHH.
OynkuuroHanbHbie KomMnoHeHThl SIP. Hactpoiika SIP. CooOmenust SIP. Anpecanus SIP.
Mopenb yctaHoBieHHs coeiuHeHus. [lnannpoBanne 0TKa30yCTOMYUBOCTH.

YcraHOBKAa M MHCTAIUIALUSA IPOrPaMMHOIO KOMMYyTaTopa. MOHTa)XHbIE IIPOLIEIYPBI.
[Iponienyps! HHCTAIUISIUN.

VYnpasieHue anmnapatHbIMU cpenctBaMu M nopramu. IIporoxosnsl ynpasinenuss MGCP,
H.248. Co3nanue ananoroBslx aODOHEHTOB. BHyTprcTaHIIMOHHAs MaplIpyTHU3alys.

IIpakTunyeckoe 3ansitue Ne 17. Hactpoiika annapaTtasix [P-tenedonon

SN

IpakTuyeckoe 3ansaTue Ne 18. Hactpoiika nporpammasix [P-tenedonos, dakcos.

S

OK 01-11; IIK
3.1-3.6




IIpakTuyeckoe 3ansitue Ne 19. PaspeprbiBanue cetu ¢ ucnosib3oBanueM VLAN s

IP-teneonnn 2
IIpakTnyeckoe 3ansaiTue Ne 20. Hactpoiika nuiro3a 2
IIpakTnyeckoe 3ansaTme Ne 21. VYcraHOBKa, NOJKIIOUEHHUE U IE€PBOHAYaJIbHBIE 5
HACTPOMKHU I'0JI0COBOI0 MapIIPyTU3aTOPa
IIpakTuuyeckoe 3ansitue Ne 22. Hactpoiika TaOmuIpl MOJIb30BATENEd B TOJIOCOBOM 5
MapLIpyTU3aTope
IpakTuyeckoe 3anaTue Ne 23. Hactpoiika rpynn B roJJ0COBOM MapIIpyTHU3aTOpe 2
IIpakTnueckoe 3ansitue Ne 24. Hacrtpoiika TaOmuibl MapLIpyTH3alUd BbI30BOB B 2
r0JIOCOBOM MapLIpyTHU3aTOpe
IIpakTHyeckoe 3anaTue Ne 25, HacTpoiika rojocoBbIX COOOIIEHHI B MapIIpyTU3aTOPE 2
CamocrosiTesibHas padora o0yuaromuxcst Ne 3.
[ToaroroBka cooO1IeHU HA TEMBI:
1. MynbtucepBucHas cetb IPTV 5
2. MCC apxuTeKkTypa MyJbTHCEPBUCHBIX CETEH CBS3H
3. Knnaccudukanus ycayr MyJIbTUCEPBUCHON CETH
4. Inatpopmer IPTV
IIpomexyTounasa arrecranusa — Apyrue GopmMbl KOHTPOJA (CPpeAHHMH 0all MO TEKYIIMM OLECHKaM
yCIeBaeMOCTH)
8 cemecTp 28 OK 01-11; IIK
Tema 1.2. Copep:xaHue yueOHOI0 MaTepuaja 28 3.1-3.6
JKCIIyaTanus VYnpasienue IIPOrPaMMHBIM KOMMYTaTOPOM. Mapupyruzanus. ['pyminbr 2
cucrem IP- COCTMHUTEIbHBIX JIMHUH.
TeJIe(pOHUM [Moaxmouenue cranmuii ¢ TDM (abonentckuit noctyn TDM). Curnanuzanust SIP, SIP-
T, H.323 u SIGTRAN. IP-aGonentsl. I'pynmbsl aOoHEHTOB. JlOMOJHUTENIbHBIE 2
a0OHEHTCKHUE YCITYTH.
Opranuzanus >xcrryataiuu cucreM [P-tenedonnn. Texuuyeckoe 00CTyKUBaHHE. 2
[1naHOBBIN TEKYIIMII PEMOHT, IJIAHOBBIM KallUTAJIbHBI PEMOHT, BHEIUIAHOBBIA PEMOHT 5
cucreM [P-tenedonumn.
BoccranoBnenue pabotel cetm mocine  aBapuu. Cxembl  IOCJI€aBapHitHOrO 9
BOCCTAaHOBJICHHS pa0OTOCIIOCOOHOCTH CETH, TEXHHUUECKAsi U MPOEKTHAsI JOKYMEHTAIHsI.
CriocoObl pe3epBHOT0 KONMMPOBAHUS JAHHBIX, IPUHIIMIIBI paOOThl XPaHUJIHUIL JAHHBIX 2
IIpakTnyeckoe 3ansaTHe Ne 26. YcraHoBka U HacTpoiika nporpammuoi IP-ATC 2
IIpakTuyeckoe 3ansaTue Ne 27. TectupoBaHue kKojaekoB. MccienoBanue napameTpoB 2




KadecTBa O6CJ'Iy>KI/IBaHI/IH

IIpakTnyeckoe 3ansitue Ne 28. MOHUTOPUHI M aHAIM3 COEAMHEHUH IO Pa3IMYHBIM

IPOTOKOJIaM. MOHUTOPHHI BBI30BOB B IPOIPaMMHOM KOMMYTATOPE. 2

IIpakTuyeckoe 3ansaTue Ne 29. Coznanue pe3epBHBIX KONl 0a3 TaHHBIX. 2

IIpakTuyeckoe 3ansaTe Ne 30. JluarHocTuka M YCTpaHEHUE HEHCIPABHOCTEH B 2

cucremax IP-renedonnn.

CamocrosiTesbHasi padora o0yuarommxcs Ne 4,

[ToaroroBka cooOIIEHNU HA TEMBI:

1. Tpu ocHOBHBIX cuieHapus [P-tenedonun 2

2. KauecTBo oOciyxuBanus B cetsix [P-renedonun

3. BupryanbHas TenedoHHas JIUHUS
Koncyabranumn 2
IIpome:xxyToyHasi arrecranus — 1u¢depeHIUPOBAHHBIN 32a4eT 2
Paznen 2. be3onacHOCThL KOMIILIOTEPHBIX ceTell 118 OK 01-11; IIK
M/K.03.02. Be3onacHOCTh KOMIIbIOTEPHBIX ceTel 118 3.1-3.6

5 cemecTp 32

Tema 2.1 Copep:xanue y4e6GHOro MaTepuaJja 6
®ynxamenTalibHble | COBpeMEHHBIE YIPO3bI CETEBOI 0€301MaCHOCTH 2
NPUHIHUIIBI Bupycsl, uepBu U TpOSHCKHE KOHU. MeTo/b! aTak. 2
0ezomacHoii ceTn IIpakTnueckoe 3ansaTue Nel. ConpasibHas HHXEHEpUs 2
Tema 2.2 Coaepxanue yueOHOro MaTepuaa 10
BesonacHocTh be3onacHsli 10CTyn K ycTpolictBaM. HazHaueHne afMUHUCTPATUBHBIX POJIEH. 2
CeTEeBBIX YCTPOMCTB | MOHUTOPUHT U YIIPABICHUE YCTPONCTBAMH. 2
OsSl Vcnonp3oBaHue GyHKIIMM aBTOMAaTU3UPOBAHHON HACTPOMKHN 0€301acCHOCTH. 2

IpakTuyeckoe 3anaTue Ne2 [Ipaktudeckas padora Nel VccrnenoBanue ceTeBbIX aTak u 2

WHCTPYMEHTOB ITPOBEPKH 3aILUTHI CETU

IIpakTnueckoe 3anaTme Ne3 I[lpaxtuueckas padbora Ne2 Hacrtpoiika Oe3omacHOro 2

JOCTyIa K MapIIpyTU3aTOPy
Tema 2.3 Iloautuka | Coxep:kanue yuedOHOr0 MaTepuajia 6
0e3omacHoOCTH OCHOBHbBIE MOHSATHSI TOJUTUKH O€30MACHOCTH. 2

CtpykTypa MOJUTUKH O€30MacHOCTH OpraHu3anvu. bazoBas moauTHka 0€30MaCHOCTH. 2

Crenanu3upoBaHHbIe MOTUTHKH Oe3omnacHocTH. [Iporenypsl 6€30nacHOCTH.

IIpakTnyeckoe 3ansitue Ne4 Pa3paboTka moIuTUKY 6€30MaCHOCTH OpPTaHU3aINH 2




Tema 2.4 Coaep:xaHue yueOHOro MaTepuaja 10
Cranpaprsl Posb crangapToB HHGOPMALIMOHHOM O€30MaCHOCTH. 2
HH}opMaAIMOHHOI MexayHapoanble cTaHaapThl wHGopMaruonHond Oe3omacHoctH. Ctanmaptel ISO/IEC 2
0e3onmacHocTH 17799:2002 (BS 7799:2000). I'epmanckmii cranmapt BSI. MexayHapoaHblid cTaHIapT
ISO 15408 "OOmme xpuTepuu O€30MaCHOCTH HH(GOPMAIIMOHHBIX TEXHOJOTHH".
Cranpaptel 11t OecipoBoAHBIX ceTeil. CTaHaapThl HHPOPMALMOHHONW 0€30MacHOCTH B
WuTepHere. OTeyecTBEHHbIE CTaHAAPTHI 0€30M1aCHOCTH MH()OPMAIIMOHHBIX TEXHOJIOTUH.
IIpakTuuyeckoe 3anaTue NeS Ananuz oOecrniedeHus MHPOPMALMOHHONW 0€30MaCHOCTH 4
KOMIIBIOTEPHBIX CETeH B BEAYIIUX 3apyOeKHbIX cTpaHax U B Poccun
CamocrosiTesibHast paboTa odyuarommxcs Ne 1. 2
ITonroroBka cooOIIeHNI HA TEMBI:
1. 3amaun nHGOPMAIMOHHOW 6€30ITaCHOCTH 00IIeCcTBAa
2. HopmaTuBHO-IIpaBOBbIE OCHOBHI HH(OpMAIIMOHHOH Oe3onacHocTy B PO
3. OTBETCTBEHHOCTH 3a HapyIIeHUs B chepe HHPOPMAIIMOHHOW O0€30TTaCHOCTH
4. CepBuchl 6€3011aCHOCTH B BBIYMCIIUTEIIBHBIX CETSIX
IIpome:xkyTounasi arrecrauusi - Apyrue ¢GopmMbl KOHTPoasA (CpeAHHil 0a/1 MO TeKyUIMM OLEHKaM
yCIeBaeMOCTH)
6 cemecTp 34 OK 01-11; IIK
Tema 2.5 ConepxaHue y4eGHOro MaTepuaJjia 6 3.1-3.6
ABTOpH3anu, CroiictBa AAA. JlokanbHas AAA ayTreHTH(UKaLUS. 2
ayrenTudukauust m | Server-based AAA 2
yuer gocryna (AAA) | [pakruyeckoe 3amsatme Ne6 Ilpaktuueckas pabora Ne3  OOecrieuenue 2
aaMuHHCTpaTuBHOTO foctyna AAA u cepsepa Radius
Tema 2.6 Coaepxanue yueOHOIro MaTepuaa 8
Peanuzauus ACL. TexHonorust OpanaMayapa. 2
TeXHOJIOTHH Konrekctasiii koaTpoas noctyna (CBAC). 2
Opanamayspa [TomuTuku GpanaMayspa, OCHOBaHHbIE HA 30HAX. 2
IIpakTnueckoe 3anaTtue Ne 7 Ilpaktuueckas pabGota Ned Hacrtpoiika MNOIUTHUKH 2
0e301acHOCTH OpaH/IMaydpOB
Tema 2.7 Copep:kanue y4e0OHOro marepuasa 8
Peasmm3zauus IPS texnonorun. IPS curnarypsl. 2
TEXHOJIOTHH Peanmusarus IPS. 2
NpeaoTBPAICHHUS IIpoBepka u moHuTopuHr IPS 2




BTOP KEHUS IIpakTnueckoe 3ansitue Ne8 Ilpaktuueckas pabora Ne5 Hactpoiika cucremMsl 2
npenoTBpaiieHus BropskeHui (IPS)
Tema 2.8 Coaep:xkaHue yueOHOro MaTepuaJia 12
Be3onacHocTh Obecneuenne 6€30MaCHOCTH MOJIb30BATEILCKUX KOMITBIOTEPOB. 2
JIOKAJIbHOM CeTH CoobOpaxxenuss mo ©Oe3omacHoctu BToporo ypoBHs (Layer-2). Koudurypamms 2
0€30IaCHOCTH BTOPOTO YPOBHSI.
be3onacHocth 6ecripoBoanbIX ceTeil, VoIP u SAN 2
IIpakTuyeckoe 3ansaTue Ne9 IIpaktuueckas pabora Ne6 Hacrpoiika Ge3omacHOCTH Ha 2
BTOPOM YPOBHE Ha KOMMYTaTOpax
CamocrosiTesibHas padoTa o0yuaromuxcst Ne 2. 4
[ToaroroBka cooOIIEHN HA TEMBI:
1.KaHamnbl HECaHKIIMOHUPOBAHHOTO JOCTYIA K UH(pOpMauu
2. Knaccudukanus yaleHHBIX YTPO3 B BBIYUCIUTEIBHBIX CETAX
3. IlpuyuHbI yCIeUTHON peann3aluy yIaIeHHBIX YTPO3 B BBIYUCIUTEIbHBIX CETAX
4. RAID u BoccTaHOBIJIEHHE HHPOPMAITUU
IIpome:xxyTouHnasi arrectaumsi - Apyrue GopMbl KOHTPOJs (CpeAHHMH 0aJ1 MO TEKYyIIHMM OIEHKaM
yCIeBaeMOCTH)
7 cemecTp 36 OK 01-11; IIK
Tema 2. 9. Conep:kaHue y4eGHOr0 MaTepuaja 8 3.1-3.6
Kpunrorpadpuueckn | Kpunrorpaduueckue cepBuchl. 2
€ CHCTEeMBI bazoBast 11€710CTHOCT 1 ayTeHTHYHOCTh. KOHPUACHITNAIBHOCTD. 2
KpunTorpadust OTKpbITEIX KIHOYEH. 2
IIpakTuueckoe 3ansaTue Ne9.lccienoBanre MeTo10B MIHMPPOBAHUS 2
Tema 2.10 ConeprxaHue y4e0HOro Mmatepuasa 14
Peasmm3zauus Texnomorust VPN. GRE VPN. 2
TexHosoruii VPN Komnonents! u pynkumonnponanue IPSec VPN. 2
Peanm3anus Site-to-sitelPSec VPN ¢ ucnonszoBanuem CLI. 2
Peanuzanus Site-to-site]lPSec VPN c ucnonszoBanuem CCP. 2
Peamusammmsa Remote-access VPN. 2
IMpakTuueckoe 3anaTue Nel(.IIpaktuueckas padora Ne7.Hactpoiika Site-to-SiteVPN 4
MCIOJIB3YS HHTEep(eNc KOMaHIHON CTPOKHU
Tema 2.11 Copnepxanue y4eOHOIo MaTepuasa 10
YupasJiienue [TpuHTIMIIEI 6€30MaCHOCTH CETEBOT0 Mu3aiiHa. be3onacHas apXxuTekTypa. 2
0€e30IaCHOIi ceThIO YrpasieHue nporeccamu U 0e30MacHOCTb. 2




TectupoBaHue ceTH Ha YS3BUMOCTH. 2
HenpepsiBHOCTH OM3HECA, TUIAHUPOBAHHE BOCCTAHOBJICHHS aBAPUUHBIX CUTYAIUH. 2
KuzHeHHbI 1MKJI ceTM M IaHupoBaHue. Pa3paboTka periaMeHTOB KOMIIAHUU U 2
HOJUTHK O€30MaCHOCTH.
CamocrosiTesbHasi padora o0yuyarmmxcs Ne 3. 4
[ToaroToBka cooOLUICHNI HA TEMBI:
1. Kpunrorpadudeckue CUCTEMBI
2. Kpunrorpapuiecknue IpoTOKOJIBI
3. Kpunrorpaguueckue MeTop! 3alluThl UHGOPMAIMM B KOMIBIOTEPHBIX CHCTEMax U
CeTsIX
IIpome:xxyTouHnasi arrectaumsi - Apyrue (GopMbl KOHTPOJsL (CpeAHMH 0aJ1 MO TEKYyIIHMM OIEHKaM
yCIIeBaeMOCTH)
8 cemecTp 16 OK 01-11; IIK
Tema 2.12 Cisco Conep:kaHue y4eOHOT0 MaTepHaja 10 3.1-3.6
ASA BBenenne B AanTiuBHOE YCTpOiCcTBO Oe3omacHOCTH ASA. 2
Koungurypauus daupsona Ha 6aze ASA ¢ ucnonp3oBaHueM rpadguueckoro uarepdeiica 2
ASDM.
Kondurypauus VPN nHa Gaze ASA ¢ ucnosnb3oBaHueMm rpaduueckoro uHTepdeiica 2
ASDM.
IIpakTnuyeckoe 3ansaTue Nell.llpaktudeckas pabora Ne8.ba3oBas HacTpoiika muiro3a 2
6e3omacHocT ASA M HacTpoilka OpaHAMay’pOB HUCHOJB3YS HHTEep(eic KOMaHIHOMN
CTPOKH U ucnoib3yss ASDM
IIpakTuyeckoe 3ansaTue Nel2.Ilpakruueckas padora Ne9.Hacrpoiika Site-to-SiteVPN ¢ 2
OJTHOW CTOPOHBI Ha MapUIPyTHU3aTOpPE HCIOJIb3Ys MHTepdeiic KOMaHIHOW CTPOKU U C
JPYTrOM CTOPOHBI HCTIONB3Y4 1UTI03 6e3omacHocTi ASA nocpeactsoM ASDM
CamocrositesibHass padora odyuawmmxcsi Ne 4 [loarotoBka cooOmieHUs HA TeMy 2
MeskcereBbie Skpanbl HOBoro nokosenus Cisco ASA cepun 5500-X.
Koncyabranumn 2
IIpome:kyTouHas arrecTanus - 1M depeHuaIbHbIN 324€T 2




Y4yeOHasi npakTUKA

IIpumepHbIii IepeyeHb padoT:

Hacrpoiika annapaTHoro u nporpaMMHOro 00ecreueHus! CeTH.

Hacrpoiika mpaB qoctyna u KOHTPOJIb UCIIOJIb30BaHUs CETEBBIX PECYPCOB.

AnmnapaTHas U IporpaMMHasi JUarHOCTUKA HEUCIPABHOCTEH 0OBbEKTOB CETEBOW MHPPACTPYKTYPhI

Opranu3anys MHBEHTapU3alMH TEXHUYECKUX CPEACTB CETEBOW HH(PACTPYKTYpHI, OCYLIECTBICHHE KOHTPOJIA
000pyI0BaHUS MOCIIE €T0 PEMOHTA.

Boccranonenue u pesepBHOE KONMPOBaHHE WH(POPMAIIHH.

BeinonHenue neiicTBUM N0 yCTpaHEHUIO HEUCIPABHOCTEH 0OBEKTOB CeTeBON MH(PPACTPYKTYPHI

108

IIpousBoacTBeHHAs MPAKTHKA pa3jiesia

IIpumepHBbIi epeyeHb padoT:

OcymecTBiieHHe KOHOUTYPHPOBAHUS IPOTPAMMHOT0 00ECIIEUCHHS Ha CepBepax U pabodnx CTAHIIUAX.
[Tonnepxka B pabOTOCIIOCOOHOM COCTOSIHMH MPOrPaMMHOE 00€CIICUCHHE CEPBEPOB M pabOUMX CTAHIIUM
[IpuHsATHE MEp 110 BOCCTAHOBJICHHUIO pa0OTOCTIOCOOHOCTH JIOKAILHOM CETH.

[IpuHsTHE MEp MO UCIPABICHUIO OITMOOK MOJIL30BaTeIeH U TPOrPAMMHOTO 00ECIICUCHUSI.
[IpoBeneHrEe MOHUTOPUHTA CETH.

Perucrpanus nonas3oBarenei J0KaJIbHOU CETH.

Opranu3zanus paboTsl HIOYTOBOTO CEpBEpa.

Ocy1ecTBiieHHE KOHTPOJISE 000PYIOBaHUS IO U TIOCTIE €T0 PEMOHTA.

Oo0ecrieueHue ceTeBOM OE30IaCHOCTH.

Ocy1iecTBiIeHNE AHTUBUPYCHOM 3aILIUATHI JIOKAJIbHOW BBIYMCIUTEILHON CETH

ObecnieueHre CBOCBPEMEHHOTO KOITMPOBAHUS, apXUBUPOBAHUS U PE3EPBUPOBAHNS TAHHBIX.

144

Bcero:

IIpome:xxyTOo4yHasi aTTecTanus (BCero):

IIpomesxkyrounasi arrectanusi no MJIK.03.01 u MJIK.03.02 — nu¢depeHunpoBaHHblii 3a4ueT

ITpome:kyrounas arrecrauus mo IIM - sx3ameHn KBaJanguKanuOHHbIN

552




3. YCJI0OBUA PEAJIM3ALINN IHPOI'PAMMMBbI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TpeboBanussi K MHHMMAJIBLHOMY MAaTEePHAJIbHO-TEXHUYECKOMY
o0ecrie4eHNI0 MPO(ecCHOHATBLHOT0 MOIYJIsI

Peanmuzanus mporpamMMbl  podeCCHOHATBHOTO MOAYJIS TpeOyeT HaIUdus
7a00paTOpUU OpraHu3als U MPUHIUIIBI TOCTPOCHHSI KOMIBIOTEPHBIX CUCTEM, CTYAUU
MPOCKTUPOBAHUSI W JW3alfiHa CETEBBIX APXUTEKTYp W WHXKCHEPHOW Tpaduku mis
MPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIMA, MPAKTHYECKUX 3aHATHI, B TOM YHCIIE
IPYIIOBBIX, WHAWUBUIYAJIbHBIX, NUCbMEHHBIX, YCTHBIX  KOHCYJIbTAllUi, TEKYIIETO
KOHTPOJISI ¥ TPOMEKYTOYHOM aTTECTALUH.

O6opynoBaHue:

- pabouee MecTo MpernoaaBaTes;

- CIIeNMATIM3UPOBAHHAA MEOEIh (CTOJIBI, CTYJIbS 10 KOJMYECTBY 00YUaIOIUXCs);

- IOCKa YYEHUYECKasl.

TexHuyeckue cpencTBa 00ydeHus:

- KOMIIbIOTEP (HOYTOYK);

- MYJBTUMEAUNHBIN IPOEKTOP, IKPAH.

YueOHo-HarNIsSIIHBIE  MMOCOOMS:  IUIaKaThl,  y4eOHO-HArjsgHbIE  TocoOus,
o0ecrnieunBaroNIMe TEMAaTUUECKUE WITIOCTPAIIMKU 10 pabouel mporpaMme JUCHUILUIMHBL,
B TOM YHCJIE, BUJICO-ayIMO MaTepHUAIIbl, KOMITbIOTEPHBIE MTPE3CHTAIUH.

KommbproTep uMeeT AOCTyN K AJEKTPOHHO-OMOIMOTEYHBIM CUCTEMaM, BBIXOJ B
rio6abHyI0 ceTh HTepHET, OCHAIIIEH JTUIIEH3UOHHBIM MPOTPAMMHBIM 00€CTICUEHUEM.

3.2. Y4eOHO-MeTOqUYecKOe ¥ HH(POPMANMOHHOe o0ecreyeHHe Ppean3anuu
Nnpo¢ecCHOHATBHOI0 MOAYJIA

HopmaTuBHO-npaBoBbie aKThI

1.TOCT P HUCO 7498-3-97 «UupopmaimoHHbie TEXHOJIOTHUU. B3auMoCBs3b
OTKPBITBIX cHUCTEM. ba3oBas srtamoHHas moxenb. Yacte 3. IIpucBoeHue uMeH u
aapecarus. — Pexxum noctyna: http://docs.cntd.ru/

2. ISO/MBOK 11801:2002 «HHpOpMaMOHHBIE TEXHOJOTHH. Y HUBEpCAIbHAS
ka0enpHas CHUCTeMa Ha TEPPUTOPUM  TOJIb3oBaTels». — Pexum  gocryna:
http://docs.cntd.ru/

3. TOCT P 53245-2008 «Mudbopmannonnbie TexHoygoruu. Cucrembl KaOelbHbIC
CTPYKTYpUpOBaHHbIE. MOHTaX OCHOBHBIX Y3JI0OB CHUCTEMBbI. METOJIbI HCHBITAaHUS» —
Pexwum nocryna: http://docs.cntd.ru/

4. TOCT P MDBK 62657-2-2016 Cetu mUpOMBINUICHHOW KOMMYHHUKAIIHH.
becnipoBosiouHbie KOMMYHHKAIMOHHBIE ceTH. YacTh 2. ObecrneueHne cOBMECTUMOCTH—
Pexwum noctyna: http://docs.cntd.ru/

16
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5. TOCT P MDOK 62443-3-3-2016 Cetu mNpOMBINIJICHHOW KOMMYHHKAIUH.
besonacHocth ceteit u cucteM. Yacte 3-3. TpeGoBaHus K CHCTEMHOM O€301IaCHOCTH M
ypoBHH Oe3omacHocTh— PexkxuM goctyma: http://docs.cntd.ru/

6.TOCT P HCO/M3BK 30100-1-2017 WudbopmalmoHHble TEXHOJOTHUH.
MeHnemxkMeHT pecypcoB ngomamtHux cetedd. Yacte 1. TpebGoBanus— Pexum moctyma:
http://docs.cntd.ru/

7.TOCT P UCO/M3K 10038-99 «Hupopmanmonnsie texHosoruu. Ilepegaua
JAaHHBIX M 00MeH wuHpopmarmeldn Mexay cucreMamu. JIOKaJbHBIE BBIYHCIUTEIIHHBIC
cetd. MocTbl Ha NOAYPOBHE YNPABJIECHUS NOCTYIIOM K cpene». — Pexum pocryma:
http://docs.cntd.ru/

8.TOCT P UCO/MBK 10028-96 «Nupopmarmonnsie TexHomorun. [lepegada
JAHHBIX U 00MeH uHpopManue Mexy cucteMamu. OnpeeneHue PeTPAHCISIIIMOHHBIX
(yHKUMIA CETEeBOrO YpOBHS MPOMEXKYTOUYHOM cHUCTeMbl». — Pexum pocryna:
http://docs.cntd.ru/

9. T'OCT P UCO 9542-93 «MudopmaimonHbie TexXHoJaoruu. Ilepenaya qaHHBIX U
oOMeH wuHpopManue Mexay cucreMamu. [IpoTokon oOMeHa MapHIpyTHOM
uHpopMaIuen Mexay OKOHEYHOM CHCTEeMOW W TMPOMEXKYTOUHOM CHUCTEMON TpH €ro
UCIIOJIb30BAaHUU B COYETAHUU C MPOTOKOJIOM, OOCCHEUYHBAIOIIUM YCIYTH CETEBOTO
YpOBHS B pexXuMe O3 YyCTaHOBIGHUSI COEAUHEHUs». — Pexum gocryna:
http://docs.cntd.ru/

10. TOCT P HMCO/MBK TO 10178-98 «MudbopmarmioHHbIE TEXHOJIOTHH.
[lepenaua paHHBIX M 00MeH HHpopMauuenr Mexay cuctemMamu. CTpykTypa U
KOJIMPOBAHUE  QJpPECOB  YINPABJICHUS  JIOTUYECKUM  3BEHOM B  JIOKQJIbHBIX
BBIYUCIUTEIBHBIX CeTsX». — Pesxxum nocryna: http://docs.cntd.ru/

11. TOCT P NCO/MBK TO 10735-2000 «MuHpopmaIimoHHbIE TEXHOJIOTHHU.
[lepenaua paHHbIX W 0OMeH wuHpoOpmanuer wmexnay cucremamu. CTaHgapTHBIC
IPYIIOBBIE aJpeca Ha MOAYPOBHE YNPABJIEHUS JOCTYNOM K cpene». — Pexum goctymna:
http://docs.cntd.ru/

12. TOCT P HUCO/MBK TO 10172-99 «udbopmaiioHHbIe TEXHOJIOTHUHU.
[lepenaua nanHbIX W OOMeH wuH(popmaiuenn Mexay cucreMamu. Crernudukaims
B3aUMOJECUCTBUS MEXKIY IPOTOKOJIAMH CETEBOIO U TPAHCIOPTHOTO YPOBHENW». — Pexum
noctyma: http://docs.cntd.ru/

OcHoBHbIE yUeOHbIe U3TaHUSA

13. DOkcmnyaramusi 0ObEKTOB CETEeBOM HHEAPACTPYKTYpPhI: YUEOHUK IS CTYIL.
yupexaeHuil cpen. npod. oOpazosanus /A.B. Hazapos, B.Il. MensHukos, A.W.
Kynpsanos, A.H. Exranerues; nox pen. A.B. Hazaposa.- MockBa: M3narenbckuid HEHTP
"Axkagemus", 2018.- 368c. ISBN 978-5-4468-6458-4

14.  Octpoyx A.B. OcHoBbl MH(MOPMAIMOHHBIX TEXHOJOTUWA : Y4EOHHK JIs
CTyI. yupexaeHuit cpen. npod. oopazoanusi / A.B. Octpoyx. - 4-e usz., crep. - M. :
W3 narensckmii ieHTp «Akagemus», 2020. — 208 c. B ep. ISBN 978-5-4468-9337-9
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15.  Octpoyx A.B. Boinonuenue paboT mo MOHTaxy, HaJlaJKe, SKCIUTyaTallui U
0OCITy’)KMBaHHUIO JIOKAJIbHBIX KOMITBIOTEPHBIX CETEH: yU4EeOHMK ISl CTYZ. YUPEKICHHUN

cpen. mpod. odpazoBanus /A.B. Octpoyx.- MockBa: M3natenbckuit nentp "Axagemus",
2018.- 160c. ISBN 978-5-4468-3964-3

JlonoJiHUTEIbHBIE YUeOHbIe U3IaHUs

16. JIubpos, M. B. KomnberoTepHbie  ceTM W TEJICKOMMYHHUKAIUU.
Mapuipytuzanust B [P-cetsax B 2 4. Yacth | : yueOHUK U MPAaKTUKYM JUIsl CPEHETO
npodeccruoHanbHOro oopasoanus / M. B. JIlu6poB. — Mocksa : U3gatenscTBo FOpaiir,
2020. — 333 ¢c. — (IIpodeccnonanpHoe obOpazoBanue). — ISBN 978-5-534-04638-0.
— Texcr : anmextponnslii / DBC IOpaiit [caiit]. — URL: https://urait.ru/bcode/452574

17. JIubpos, M. B. Kommbrorepabsie ceTH W TEIEKOMMYHHKAIUU.
Mapumpyruzanusa B [P-cetsix B 2 4. YacTh 2 : y4eOHUK M TPAKTUKYM JJISl CPEIHETO
npodeccruoHanbHoro odpazopanus / M. B. Ilu6poB. — Mocksa : MznarensctBo FOpaiir,
2020. — 351 c. — (IIpodeccuonanbuoe obpazoanue). — ISBN 978-5-534-04635-9.
— Tekcrt : anexkrponnsiii // DBC FOpaiir [caiit]. — URL.: https://urait.ru/bcode/453065

18. UHudopmanmonHasi 6€30MacHOCTh KOMITBIOTEPHBIX CHUCTEM U CeTel: yueO.
[Tocobue misa crya.yupexaeHuit cpearo npod. Obpaz./ M.:1Jl "dopym"; UHDOPA - M,
2021, - 416 c.

HNHuTepHer — pecypcsl

19. Kypunanst  Chip/Yum: KypHam 0  KOMIBIOTEPHOW  TEXHHUKE IS
podheCCHOHAJIOB 1 ONBITHBIX IMOJIb30BaTeNeH - Pexxum moctyna: https://ichip.ru/

20. bezomacHoCTh UH(OPMAITMOHHBIX TEXHOJIOTHM. [Tepuoauueckuii
pelueH3upyembii  HayuyHbld kypHan HUAY MUOU. - Pexum  gocryna:
http://bit.mephi.ru/

21. KXypuan Hard’n’Soft.  exxeMmecsuHbIil )XKypHaT 0  HUGPOBONM  TEXHHUKE
¥ KOMITBIOTEPHBIX TEXHOJIOTHSIX - Pexum J0CTyTIA:
https://www.studmed.ru/prikladnaya-literatura/kompyuternaya-
literatura/kompyuternaya-periodika/hard-n-soft

22. ®enepanpHbiii  mopTan. Poccwiickoe oOpa3zoBanume. - Pexum moctyma:
http://www.edu.ru

MeToanueckue YKa3aHus ISt o0y4aromuxcs no OCBOEHMHIO
npodeccuoHaTBLHOIr0 MOIYJISI

23. Metoauueckue yKa3aHus JJi1 00yYarolIUXCsl 1O BBIMOJHEHUIO MPAKTUYECKUX
pabor.

24. Metoauueckue yKazaHusl JUIsi OOYYaroIIMXCS IO BBINMOJHEHUIO 3aJaHui
CaMOCTOSATENbHON padOTHI.

25. Metoauyeckue yKa3aHus 10 BBITIOJTHEHUIO 3aJJaHUM MPAKTUKH.

3.3. O0mue TpedGOBaAHMS K OPraHU3alMU 00Pa30BaTEeJILHOI0 NMpPollecca
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[Ipu peanuzanyuu KOMIIETEHTHOCTHOTO MOJX0/a MporpaMma npopecCuoHAIbHOTO
MOJYJISl MPEAyCMAaTPUBAET UCIOJIb30BAaHUE B 00pPa30BATEILHOM IPOIECCE AKTUBHBIX U
WHTEPAKTUBHBIX  (OpM  MPOBEACHUS  3aHATHM  (MPUMEHEHHE  DJIEKTPOHHBIX
o0pa3oBaTeNbHBIX PECYpCOB, JEJIOBBIX Wrp, pa3dopa KOHKPETHBIX CHUTYaIlHi,
MICUXOJIOTUYECKUX TPEHUHTOB, IPYIIOBBIX JIUCKYCCHUI) B COYETAaHUU C BHEAYAUTOPHOM
pabotoit st GopMUPOBAaHUS M Pa3BUTHs OOIIUX U MPOQPECCHOHATBHBIX KOMIETEHIUN
O0yJarOITIXCsl.

Peaym3zanust nmpakTUYECKUX 3aHATHNA OCYIIECTBIsAETCS HenocpeacTseHHo B [IITK
CI'TY umenu ["arapuna 10.A.

OOpazoBarenbHast  JEATENBHOCTH B (OpMe MPAKTHYECKOW  MOJITOTOBKU
opranm3oBana mnpu peamm3aruun  MJIK.03.01. DOkcruryatamus OOBEKTOB CETEBOM
unppactpyktypsl, MJIK.03.02. be3onacHOCTh KOMITBIOTEPHBIX CE€TeH, Yy4eOHOIl
IPAKTUKH, [POU3BOJCTBEHHOW TNPAKTHKH, MPEIyCMOTPEHHBIX YYEOHBIM ILJIAHOM
CJIEYIOIUM 00pa3oM:

— npu  peammzauuu  MJIK.03.01.  DOkcmiyatamusi ~ 00bEKTOB  CETEBOM
unppactpyktypsl, MJIK.03.02. be3onacHOCTh KOMMBIOTEPHBIX CETEH, MpakTHYECKas
MOJTOTOBKA  OpPTraHM3yeTcss  MyTeM  MNpPOBEACHUS  MPaKTUYECKUX  3aHATHUM,
peIyCMAaTPUBAIONINX YYacTHE OOYYArOIIMXCS B BBIMIOJIHEHUU OTJEIBHBIX DJIEMEHTOB
paboT, CBsI3aHHBIX ¢ Oyayliel npodhecCUOHAIBHOM IeSITENbHOCTBIO;

— MPHU TPOBEICHUHM MPAKTHUKU IMPaKTHYECKas MOJATOTOBKA OPTaHU3YeTCs MyTeM
HEINOCPEICTBEHHOTO BBINOJIHEHUsI OOY4YaloIMMUCS OINpEAENeHHbIX BUIOB padoT,
CBSI3aHHBIX C Oyy1Iel MpodecCHOHATBHOMN JAESITEIbHOCTHIO.

VYyebnas npaktuka npoogutcs Ha 6aze [IIIK CI'TY umenn IMarapuna HO.A.

[Ipou3BoacTBEHHAass MpakTUKa  MPOBOJWUTCA B OpraHMU3alUsaX, HalpaBlieHUE
JESTEIbBHOCTH  KOTOPBIX COOTBETCTBYET MPO(UIIO0 MOATOTOBKH  OOYYaroIIMXCsl.
[TpousBoacTBEHHass MpakTUKa  MPOBOJUTCS KOHIIEHTPUPOBAHO 110 3aBEpIICHUU

OCBOEHUS MJIK.03.01. DOxcruryaranus OOBEKTOB CETEBOM HH(PPACTPYKTYpHI,
MJIK.03.02. be3omacHOCTh KOMITBIOTEPHBIX CETEH.
@®opmBl  TIPOBEACHUSA KOHCYJIbTAlMA 11 OOYYAlOMIMXCS: TPYIIIOBBIE,

WHJMBUAYaJIbHbIC, TUChbMEHHBIE, YCTHBIE.

[IporpamMma mpodecCHOHATBFHOTO MOAYNS peanusyercss B 5-8 cemectpax 3-4
Kypca o0yudeHus. OCBOCHHIO NMPO(HECCHOHATBHOTO MOAYJS JOJDKHO TPEAIIeCTBOBATH
n3yuenne yudeOHbIx gucuumuinH: EH.01 Onementsl Bbicuiedt matematuku, EH.02
Huckpetnast matematuka, EH.03 Teopus BeposiTHOCTEN U MaTeMaTU4eCKasi CTaTUCTUKA,
OI1.01 Omnepauuonnsie cucremsl u cpeabl, OI1.02 ApxuTekTypa annapaTHBIX CpPEICTB,
OIl.03 Hudopmarmonusie TexHojoruu, OI1.04 OcHOBBI aNTOPUTMH3ALKMH U
nporpammupoBanus, OI1.08 OcuoBbl mpoekTupoBanus 6a3 maHHbIX, OI1.10 OcHOBBI
anektporexuuku, OIl.11 HWmxenepnas xommbroTepHas rpaduka, OIL.12 OcHOBBI
teopun uHpopmaruu, OIL.13 TexHnonormm (Gpu3nUecKOro ypoBHS Tepeaadd JaHHBIX,
OII.15 MaTeMaTtrueckuii anmapar Jijisi IOCTPOCHUSI KOMIIBIOTEPHBIX CETEH.

3.4. KaapoBoe o0ecneueHne 00pa3oBaTeibHOIO MpoLecca
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TpeboBanust K KBaTM(PHUKAMU TMEAArOTUYECKUX KaJpoB, 00eCIeYrBAIONINX
oOydeHue 0 MEeXIUCIUIUIMHAPHBIM KypcaM, Y4eOHOH MpakTHKe, MPOU3BOJCTBEHHON
NIPAKTHKE:

- HaJIU4#he BBICHICTO TPOGECCHOHATHPHOIO 00pa3oBaHUs, COOTBETCTBYIOIIECTO
pOo(hUITIO TIPETI01aBaeMOT0 MOTYJIS;

- HAJIMYUE OTbBITa JEATCIBHOCTH B OPraHU3alUAX COOTBETCTBYIOIICH
npodecCUOHAIBHOU Cephl;

- TOJlyuY€HUE JIOMOJHUTEIBHOTO MpO(ecCHOHANIBHOTO  00pa3oBaHUs IO
nporpaMMaM TMOBBIIIEHUS KBaMU(PHUKAIMK, B TOM YHUCIE B (QOpME CTaXUPOBKU B
npoUIBHBIX OpraHu3anusix He pexxe 1 pasza B 3 rona.

20



4. KOHTPOJIb

N  OIEHKA

IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Kputepuu oueHKH, (POPMbI M1 METOAbl KOHTPOJISI U OLIEHKH Pe3yJbTaTOB

00y4eHus

PE3YJBbBTATOB

Koa, HammMeHOBaHHe

DopMbI U METOAbI

npogeccHOHATbHBIX Kpurepun ouenku KOHTPOJISAA M OLleHKH
KOMIIeTeHIM i pe3yJbTaToB 00yYeHust
IIK 3.1 VYcranaBnuBath, | — 00CIIy:KUBAHUE cereBoil | TeKyluii KOHTPOJIb
HacTpanuBarth, HH(]PpaCTPyKTyphl, BOCCTAHOBJICHUE | YCIICBACMOCTH:
SKCILTyaTUpOBaTh U | pabOTOCIIOCOOHOCTH CETH  IOCJIE | - ONPOC YCTHBIN
00CIyKUBaTh TEXHUYECKHUE | cOOS; (ppoHTaNBHBI);

H IIporpaMMHO-alllIapaTHbIC

— ylaJeHHOE aJMUHUCTPUPOBAHUE

CpeACTBa  KOMIIBIOTEPHBIX | p BOCCTaHOBJICHHE
CeTeid. paboTocrnocoOHOCTH CETeBOM
UH(QPaCTPYKTYPBbI;
— MOJAJIePIKKA MOJIb30BaTeNe
CeTH, HACTpOWKa amnmapaTHOro H
MIPOTrPaMMHOTO obecrnieueHus
ceTeBoi HHAPACTPYKTYPBHI.
IIK 32 ITpoBoauTh | — moamepsKKa IOJIb30BaTEICH
NpOQUIAKTHIECKUE PAOOTHI | ceTH, HACTPOWKA AallapaTHOro M
Ha  00BEKTaX  CETEBOH | MPOrPaMMHOIO obecrieueHus
UHPPACTPYKTYPHI U | ceTeBOi HHMPACTPYKTYPHI.

pabouux CTaHIUSX.

— MOHUTOPUHT U aHaJIU3 paboThI

JIOKAJIbHOM CETH C TIOMOIIBLIO
MIPOrpaMMHO-aNMNapaTHBIX
CPEICTB;

— OCYILECTBIECHUE JUArHOCTUKHU U
IIOMCK  HEHWCHPaBHOCTEH  BCEX
KOMITOHEHTOB CETH,

— BBIMIOJIHEHHE  ASCHCTBHMU  TIO

YCTPpaHCHHIO HCI/ICHpaBHOCTeﬁ.

IIK 3.3 VYcranaBauBaTh,

— MOJJEpPKKa IIOJIb30BaTENEN

- BBIMIOJIHEHUE MPAKTUYECKOM
paboThl (MHAWBUYAIbHAS U
rpynnosas Gopma paboTsl);

- 3a1uTa peepaTon

- cobecenoBaHue 10
pe3yJibTaTaM BBIITOJHEHHOMN
paboTHI;

- HaOJII0JIEHHE 3a MPOIECCOM
BBITIOJTHEHUS 33/1aHUI;

- IGMOHCTPAIHS BHITTOJHEHHS
BUJIOB pa0OT MPAKTHUKHY;

- BBITIOJIHEHUE TUChMEHHOM
pabotsl "OT1uer 1o npaxkTuke".

MexceccuoHHas aTTecTalus
— TECTUPOBAHUC.

[IpomexxkyTouHas arrectanus
no MJIK.03.01, MIK.03.02
B (hopme

Qg QepeHIPOBaHHOTO
3ayera.

ITpomesxyTouHas arTecTanus

HacTpauBaTh, CeTH, HACTpOWKa ammapaTHOro H o VIL.03.01 B hopme

OKCILTYyaTUPOBAThH 171 MPOrpaMMHOT0 o0ecrnieueHus b bepeHIHpoBAHHOro

ES;J&)};IX;EEZIT; N CETEBBIE | ceTeBON HWH(PPACTPYKTYPHL. sauera. [IpOMExyTOUHAs
aTTeCTaIM 10

IIK 3.4 YuacTBOBaTh B | — 00CITy)KMBaHHUE CeTeBoH | IT11.03.01 B bopwme

pa3paboTke CXEMEI | ”HPPACTPYKTYPHI, BOCCTAHOBJIICHHE T bepeHIMPOBAHHOTO

MOCJIEaBApUIHOTO paboTOCIIOCOOHOCTH  CETH  TOCTIE | 3ayera.

BOCCTAHOBJICHHUSI cbosi; TpoMeskyTouHas

paboTocnocoObHOCTH — YAaJleHHOE aIMHHHUCTPUPOBAHME | grrecTanus no [IM.03 B

KOMIIBIOTCPHOU CCTHU, | n BOCCTAHOBJICHUE (1)OpMe IK3aMEHA

BBITIOTTHATh paboTocrnoco6HOCTH CETEBOH | ypaidUKALHOHHOTO.

BOCCTaHOBJICHUEC u HH(bpaCprKTypH;

PE3EPBHOC  KOIMPOBAHUE | — moyepikka T0JIb30BaTENEN
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nHpopmanuu.

CCTH, HACTPOWKa almapaTHOrO u
obecnieueHus

MIPOrPAMMHOI0
ceTeBON MHOPACTPYKTYPHI.
BBIIIOJIHEHUE  JeHCTBHUU
YCTPAHECHHMIO HEUCITPABHOCTEM.

1o

I[IK 3.5 Opranu3oBbBaTh
MHBEHTAPHU3AIHIO
TEXHUYECKUX CpenCTB
CeTeBOl MH(PACTPYKTYPHI,
OCYIIECTBIISITh  KOHTPOJIb
000pyI0OBaHUs TIOCIIE €ro
pPEMOHTA.

MMOMCK  HEWUCIPABHOCTEH  BCexX
KOMIIOHEHTOB CETH;
— BBIIIOJIHEHHE  JOEWCTBUA 1O

YCTPAHEHHIO HEUCITPABHOCTEM.

OCYHIECTBJICHUEC JUArHOCTUKH M

[1K 3.6 BpinonHsaTe 3aMeHy
pPacXoAHBIX MaTepHUajoB U
MEJIKAN PEMOHT
nepudepuiHOTO
000pyI0BaHUs, ONPEIETSATh
ycrapeBiiee 000pyAOBaHUE
U TPOrpaMMHBIE CpEICTBa
ceTeBoi HHMPACTPYKTYPBHIL.

IOUCK HEUCTIPaBHOCTEH BCEX
KOMITOHEHTOB CETH,
— BBIINOJHEHUE NEeUCTBUN 1o

YCTpaHCHHUIO HCI/ICHpaBHOCTeﬁ.

OCYHICCTBJICHUC JUAIrHOCTUKU U

Koa, HamMeHoOBaHHe 00IIAX
KOMIIETEHIIN A

Kpurepun oueHku

@ opMbI 1 METOIbI KOHTPOJISI
U OIIEHKHU Pe3yJibTaToB
o0yueHust

OK 01. BriGupats criocoObl

peleHus 3a1a4y
npodeCcCuOHAIbHON
NEeSITENIbHOCTH,
MMPUMCHHUTCIIBHO K

Pa3JINIHbIM KOHTCKCTAM.

- pacro3HaBaHWE
npoeccroHaTbHOM
COIMATLHOM KOHTEKCTE;
- pacmo3HaBaHuMe TpoOleM B
npoeccuoHaTbHOM 197050011
COIMAILHOM KOHTEKCTE;

- aHAJIM3 3aa41 W/UII IIPpOOJIEMBI,

- BBIICICHHE COCTaBHBIX 4YacTei
3a71a4uM W/WITH TIPOOJIEMBI,

- OMpeesieHHe JTaroB PEIICHUS
3a/1a4u;

- BBISIBJICHUE uHpopMarum,
HEOOXOIMMOM TSI PEIICHUS 3a1aul
W/WH IPOOTIEMBI;

- ocymiecTtsieHne 3hdexTuBHOrO
TIOMCKa uH(OPMAIIUH,
HEOOXOIMMOM TSl PEIICHUS 339l
W/WIH IPOOTIEMBI;

- pa3paboTka IUTaHA  JICHCTBUS
peLIeHUs 3a/1a4 W/WIH TIPOOJIEMBI;
- ompenaeseHue HEOOXOIUMBIX
peCcypcoB IS peIleHUs 3aiadd

3a1a4 B
150050015t

Texymuii KOHTPOJIb
yCIIEBAEMOCTH:

- OIIPOC YCTHBIN
(ppoHTaNBHBIH);

- BBITIOJTHEHUE MTPAKTHYECKON
paboThl (MHIWBUTya IbHAS U
rpynnosas ¢opma paboThl);

- 3auTa pedeparon

- cobeceoBaHue 10
pe3ysbTaTaM BHIIOJTHEHHON
paboTHI;

- HabJII0/IeHHE 32 MPOLIECCOM
BBITOTHEHUS 3aIaHUM;

- IEMOHCTpAIIHs BBITOJIHEHUS
BUJIOB pabOT MPAKTHUKHY;

- BBITMIOJIHEHUE MUCbMEHHOM
pabote! "OTueT no npaxkTHke".

MeskceccOHHAs aTTECTAIAST —
TECTUPOBAHUE.

HpOMe)KYTOqHaH aTTeCTanusa
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W/WITH TIPOOIIEMBI,

- BJIaJICHUC AKTyaJIbHbIMHA
METOaMU padoTHI B
npoecCHOHATPHOM U CMEKHBIX

cepax;

- peanuzanus COCTAaBJICHHOT'O
IJIaHa;

- OlEHKa pe3ynbraTa "
HOCIEICTBUAN CBOUX JIEWCTBUN

(caMOCTOSITENTLHO WJIM C TIOMOIIIBIO
HACTaBHHKA).

OK  02. OcCymecTBIISITh
ITOMCK, aHaIu3 u
HWHTEPIIPETAIHIO
uH(popmaIuu, HEOOXO0IUMOI
JUIS  BBIIOJHEHHS  3a7a4
npodeCcCHOHAIbHON

IEATEILHOCTH.

- ompeAelieHUE 3anad IOWCKa
nH(popManuu, HEeO0OXOUMBIX
HMCTOYHUKOB MH(POPMAITUH;

- IJIJaHUPOBaAHUE npoiecca
IOMCKa HEO0XO0IMMOi
nH(popMaIuu,

- OCYIIIECTBIICHUE ITOKCKA
nHpOpMauu HEOOXOAUMOM IS
BBITTOJHEHUS 3a7a4
npodecCuoHAIBHON
JIEATEIIbHOCTH;

- MIPOBE/ICHHE aHanu3a
nHpOpMaIY, HEOOXOIUMON IS
BBIIIOJIHEHHS 3a1a4
npodecCuoHaIbHON
JIeSATEIIbHOCTH;

- OCYIIECTBIICHUE UHTEPIIPETAIIH
nHpopManuy, HeoOXOTUMON NS
BBITTOJHEHUS 3a7a4
npodeccnoHanbHOM
JIEATENHHOCTH;

- CTPYKTYpPUpPOBaHUE MOTy4aeMO
nH(popManuu;

- BBIJIeJICHHE HanOoJjee 3HAYNMOM
B IepeyHe HHPOpMaIny;

- OILICHKa MIPAKTHUYECKON
3HAYUMOCTH pE3yNbTaTOB
ITOMCKA;

- odopmiieHHe
ITOMCKA.

pe3ynbTaTOB

OK 03. [IlmanupoBaTe W
pean30BbIBaTh COOCTBEHHOE
npodeccuoHaIbHOE "
JUYHOCTHOE Pa3BHUTHE.

- IJITAHUPOBAHUE COOCTBEHHOTO
npohecCHOHATLHOTO Pa3BUTHS,
- IOCTPOCHHUE TPACKTOPUHU
COOCTBEHHOTO
poeCCUOHAIBHOTO U
JTUYHOCTHOTO PA3BUTHUS;

- peanu3anusi COOCTBEHHOTO
pohecCHOHATBEHOTO U

mo MJIK.03.01, MIK.03.02 B
dhopme
mudepeHITMPOBaHHOTO
3ayera.

[IpomesxyTodHas arTecTanus
o YI1.03.01 B dhopme
mudepeHITMPOBaHHOTO
3audera. [Ipomexxyrounas
aTTecTalus 1o

I11.03.01 B dhopme
mudepeHITMpPOBaHHOTO
3ayera.

[IpomexxyTouHasi — aTTecTarus
no [IM.03 B ¢opme 3Kx3ameHa
KBaJTH(PHUKAIIMOHHOTO.
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JIMYHOCTHOTO Pa3BUTHUSA U
caMmo00pa3oBaHus;

- IPUMEHEHHUE COBPEMEHHOMN
Hay4HOU TEPMUHOJIOTUH;

- OIpPEIEICHHE aKTYyaJbHOCTH
HOPMAaTUBHO-IIPABOBOU
JOKYMEHTalu1 B
npodeccrnoHabHOI
JESTEIIBHOCTH.

- opranu3anusi paboTbl

OK 04. Paborats B | KOJIJIEKTUBA U KOMAaH/IbI;
KOJUICKTHBE H  KOMaHje, | - 3p(EeKTUBHOE B3aUMOJICHCTBIE
3P PEeKTHBHO C KOJIUIETaMH, pyKOBOJCTBOM B
B3aMMO/IEVICTBOBATh c | Xxozae npodeccruoHaIbHOM
KOJUIETaMH, PYKOBOJCTBOM, | I€ATEIbHOCTH;

KIIMEHTaMH. - 3 dexTrBHOE B3auMoJECTBHE
c KIIMEHTaMH B xone
npodeccnoHaTbHOM
JESITEIbHOCTH.

- TPaMOTHOE H3JIO)KEHUE CBOMUX

OK  05. OcymecTBisTh |[MBICIEHM Ha TIOCYJapCTBEHHOM

YCTHYIO W INHCBMEHHYIO |A3BIKE;

KOMMYHHUKAIIIO Ha (- IPaBHJIBHOE oopmienue

rOCyJapCTBEHHOM SI3bIKE€ C | JOKYMEHTOB 1o

y4eToM ocobeHHOCTEH |IpodeccHoHanbHON TeMaTHKe Ha

CONHUAIBHOI'O U KYJIBTYPHOI'O
KOHTCKCTA.

rOCy/IapCTBEHHOM SI3BIKE;
- TIPOSIBIIEHUE TOJICPAHTHOCTH B
paboueM KOJUICKTHBE

OK 06. [IposBasaTs
IpaXKAaHCKO-
NaTPUOTHYECKYIO  TO3MIINIO,
JEMOHCTPUPOBATh
OCO3HAHHOE IIOBEJIEHHWE Ha
OCHOBE TpaAULIMOHHBIX
00I11eYeI0BEUECKUX
LIEHHOCTEM, [IPUMEHSATH
CTaH/IapThl
AHTUKOPPYIMLHUOHHOTO
MOBE/ICHUS.

- IIOHMMaHHE 3HAa4YMMOCTh CBOEH
CIICHUAJIbHOCTH,
- ONHCAaHHE 3HAYUMOCTH CBOEH
CIICHUAJIbHOCTH,

- MPE3CHTALIMS CTPYKTYpBI
npodecCuoHaTbHON
JIeSITeIbHOCTH o
CIIEIUAIbHOCTH;

- TpOSABIEHHE  TPaXKIAAHCKO-
MaTPUOTUYECKON TTO3UIINH;

- JIEMOHCTpalus  OCO3HAHHOTO
MOBEJICHUS Ha OCHOBE
TpaAUIIMOHHBIX
00I1eYeIOBEYECKUX IIEHHOCTEM;

- [PUMEHEHHUE CTaHAapTOB
AHTHUKOPPYIIIUOHHOTO
IIOBEJCHUS.
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OK 07. ConeiicTBOBaThL
COXPaHCHHIO  OKpYXarolei
CpeJibl, PecypcocOepeKeHuIO,
3¢ (heKTHBHO NEHCTBOBATH B
YpE3BBIYANHBIX CUTYAIUSX.

- cozeiicTBHE COXPAHEHUIO
OKpY>Karollen Cpeibl;

- COJZIEHICTBUE
pecypcocOepekeHHIO;

- ocymecTtBieHne 3¢ (HEKTUBHBIX
JIeUCTBUH B Ype3BbIYANHBIX
CUTYaIUsIX;

- coOnroieHe HOpM
9KOJIOTHUYECKOM 0€30MacHOCTH;

- OIpEAcIICHWE HaIpaBJICHUI
pecypcocOepexxkeHuss B paMKax
npodeccrnoHaIbHOM
JIESITENIbHOCTH 110 CIIeUaTIbHOCTH

OK 08. HUcnonp3oBats
cpeicTBa buznIecKoi
KYJIBTYpHI JUIsI COXpAHEHUS U

- HCTIOJIb30BaHUE (PU3KYIBTYPHO-
03JIOPOBUTEIIBHON JICATEIILHOCTH
JUIs YKpEIUICHUs  310pOBb,
JOCTYDKEHUS  JKU3HEHHBIX U

VKPEIUICHUsI  3JI0POBbsS B |IPO(ECCHOHATBHBIX LIEeH;
nporecce - TNPUMEHEHHE palOHAIbHBIX
npoeCCUOHATHLHON IPUEMOB JIBUTATEITHHBIX
JIeSTeTbHOCTH u |pyHkuuii B mnpodeccruoHaNbHON
HOJICP)KaHUST HEOOXOJMMOTO |IESATEIbHOCTH;
YPOBHS (du3HYECKO#l (-  HCHOJB30BaHUE CpeicTB
MIOJITOTOBJICHHOCTH. MPOQUIIAKTUKH TIepEHATPSIKESHUS

XapaKkTepHbIMU  JJI  JIaHHOW

CTEUATBHOCTH

- MIpUMEHEHUE CpeACTB
OK 09. Hcnonp3oBath |MHOOPMAIMOHHBIX — TEXHOJIOTHMA
uH(OPMaIMOHHBIE TUTST pelieHus
TEXHOJIOTHH B | Mpo(heCCHOHAFHBIX 3a/1a4;
npodeccuoHaIBHON - HUCMOJb30BAHUE COBPEMEHHOI'O
JIESITEIbHOCTH. MPOrPaAaMMHOTO 00eCTIeUeHUs

- TIOHMMaHue oOmIero cmbIcia
OK 10. [Tosnb30BaTbes |4ETKO MIPOU3HECEHHBIX
npodeccuoHaIBLHON BBICKA3bIBAaHUN HAa W3BECTHHIE
JIOKyMEeHTaIuei Ha |[TeMbl  (mpod)ecCHOHANBHBIE U
rOCyJapCTBEHHOM 1 |OBITOBBIC);

HHOCTPAaHHOM A3bIKaX.

- MIOHMMAaHHUE TEKCTa Ha 0a30BbIC
po¢eCCuOHATBHBIC TEMBI;

- yyacTtue B JMajiorax Ha
3HAKOMEIE oomue "
npodeccroHanbHbBIE TEMBI,

- MOCTPOEHNE MPOCTHIX
BBICKA3bIBaHUM O ceOe M O CBOEH
npodecCuoHATBHON
JIeSITeIIbHOCTH;

- KpaTrkoe OOOCHOBaHHE u
OOBSICHEHHE CBOHUX JICHCTBUM
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(TeKyImHMX U TUIAaHUPYEMBIX );

- HamMCaHWe TPOCTBIX CBA3HBIX
COOOIICHUH Ha 3HAKOMBIC WITU
MHTEpECYIOIINe
po(heCCHOHATLHBIC TEMBI

- BBIBIIGHHE JOCTOMHCTB U
OK 1. Hcnonb30BaTh | HEAOCTATKOB KOMMEPYECKOU
3HaHUA 1O  (DUHAHCOBOW | UIEH;

rPAaMOTHOCTH, IUIAHUPOBATH | - IPE3CHTAUUA HAEH OTKPBITHS

IPEINPUHIMATEIBCKYIO COOCTBEHHOTO nena B
JESTEIIbHOCTD B | mpoeccroHaNbHOM
npodeccuoHabHOM cdepe. JeSATEeIbHOCTH;

- oopmieHue OW3HEC-TIaHA; -
pacuer pasMepa  BBIIIAT IO

MPOILEHTHBIM CTaBKaM
KpEIUTOBAHUS;

- omnpeaeieHue
MHBECTHIIMOHHOM
MPUBJIEKATEIIBHOCTH
KOMMEPYECKUX HJIEd B paMKax
npodecCuoHAIBHON
JIeATEIILHOCTH,

- TIpe3eHTaNus OW3HEC - UJCH; -
onpeAescHue WCTOYHHUKOB
(hMHAHCHPOBAHUS

4.2. ®oHJ OLCHOYHBIX CPEACTB IJIs NPOBEJICHUS MPOMEKYTOYHOM ATTECTALMHU
o0yyarwiuxcs no npogecCuoHAILHOMY MOYJIH0

IToka3aTesm U KPUTEPUHU OLICHUBAHMSI KOMIIETEHIIU I
[Tokazatenmn © KpPUTEpUM OILICHUBAHUS KOMIETCHIIMM, OINWCAHUE IIKaJ
OIICHUBAHUS COJIepkKaTCs B pmioxkeHuu 1.

KoHTpoJIbHBIE U TECTOBbIE 32/1aHHUS
KonTponbHble 3a1aHus coAepkarcs B MPUIOKeHUU 1.

MeToauveckue MaTepHuaJibl
Meroauueckue MaTtepualibl, ONPEAEISIIONINE MPOLEAYpPhl OIICHUBAHUSI 3HAHUM,
YMEHHUM, XapakTepu3ywIux (HOpMUpPOBAHHE KOMIETEHIINM, colepkarcsi B
npuioxenuu 1.
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IIpuaoxenne 1
KoHTpoJ/IbHO-01IeHOYHBIE CPe/ICTBA

JJIS1 IPOBe/IeHUs POMEKYTOYHOI aTTecTAlMH 10 NPOo(hecCHOHAIBLHOMY MOAYJII0
IIM.03 DxcmiryaTanusi 00beKTOB ceTeBOH HH(PPACTPYKTYPHI
1.1. ®opma npomMexKyTOYHON aTTecTalMu: JK3aMeH KBanu(ukannoHHbli (8 cemectp).

1.2. Cucrema OLCHUBAHUSA PE3YyJbTATOB BBINNOJIHECHUSA 3aJaHuH

OneHuBaHue  pe3yIbTaTOB  BBIIOJIHEHUS  33JaHUM  INPOMEKYTOYHOM  aTTECTallUH
OCYILIECTBIISIETCS HA OCHOBE CIIEAYIOLIMX TPUHIINAIIOB!

JOCTOBEPHOCTH OIIEHKHM — OLEHUBAETCS YpPOBEHb C(OPMHUPOBAHHOCTH 3HAHHWH, YMEHHUH,
IPAaKTUYECKOIO OIbITa, OOWMX M MNPO(EeCcCHOHATBHBIX KOMIETEHIMH, MNPOJEMOHCTPUPOBAHHBIX
00y4arolUMUCS B XOJI€ BBIIIOJIHEHUS 3aJaHUS;

a/ICKBaTHOCTH OLICHKHM — OLICHKA BBINIOJHEHMS 3aJaHUH JOJDKHA IPOBOJUTHCS B OTHOIIEHHUH TEX
KOMITETEHIIH, KOTOPbIe HEOOXO0AUMBI 1151 3P PEKTUBHOTO BBHITIOTHEHUS 33/1aHUS;

Ha/IeXHOCTH OLICHKH — CUCTeMa OLIEHUBAHUS BBIMOJIHEHUS 33JaHUH 10JKHA 0071a/1aTh BBICOKOM
CTETIEHBIO YCTOMYMBOCTH IPU HEOJHOKPATHBIX OIIEHKAX YPOBHS C(HOPMHPOBAHHOCTH 3HAHUH, YMEHHUH,
IPAaKTUYECKOI'0 OIBITA, OOLIMX U MPO(PECCHOHATBHBIX KOMIIETEHIIMH 00yyaromuxcs;

KOMIUIEKCHOCTU OLIEHKM — CHCTEMa OLICHMBAHMS BBIIIOJIHEHUS 3aJaHUIl JIOJKHA I03BOJISATh
MHTETPaTUBHO OLIEHUBATh 00IIME U MPO(HeCCHOHAIbHbBIE KOMIIETCHIIMN 00YYatOIUXCs;

OOBEKTHBHOCTH OIICHKH — OIICHKa BBIOJHEHUS KOHKYPCHBIX 3aJaHUN JIOJDKHA OBITh
HE3aBUCHUMOIl  OT  OCOOCHHOCTEH  NpPO(ECCHOHANIBHOM  OpUEHTAUUMU MM [peINOoYTeHUH
npenojgaBaresnieil, OCyIECTBISIFOIINX KOHTPOJIb WIN aTTECTALIUIO.

IIpu BBINIOJIHEHUY TPOLIEYP OLIEHKH 3aJaHUN UCIIOJIB3YIOTCS CIEAYIOIINE OCHOBHBIE METO/IBIL:

- METOJ1 KCIIEPTHOU OLICHKH;

- METOJ] pacueTa MepBUYHBIX 0aJIJIOB;

- METOJ1 pacueTa CBOJHBIX 0aJUIOB;

- METOJI arperupoBaHusl.

Pe3ynbTaTthl BBINOSHEHWS 3a/JaHUM OLEHUBAIOTCS B COOTBETCTBUU C pa3padOTaHHBIMU
KPUTEPUAMHU OLICHKHU.

Ncnonb3yercs cto 6anpHas IIKajla OLIEHKH J1JIsl OLIEHUBAHUS PE3YJIbTaTOB 00YUEHHUS.

IlepeBon cTO OaNbHOM MIKANBI yueTa pe3yJabTaToB B MATH OAJIbHYIO OLEHOYHYIO IKAJY:

Ounenka Kosnn4yecTBo 0a/1710B, HAOpaHHBIX 32 BBIIOJIHEHHE
TEOPETHYECKOI0 U MPAKTHYECKOTr0 3a/1aHHA

O1neHkKa 5 «OTIUYHOY 90-100

Orenka 4 «XOpOIIo» 76-89

Onenka 3 «yJOBJIETBOPUTEIBHOY» 50-75

OrneHka 2 «HEYIOBJIETBOPUTEIBLHOY <49

1.3. KOHTpPOJILHO-0LIEHOYHBIE CPeCTBA
1.3.1 3apanmne:

1. TectupoBanue

2. IlpakTnueckoe 3agaHue

IIpumepHoe 3ananue «TectupoBanue»

27



1. Kakme 1Be TEXHOJOTMH YIY4YLIalOT CHOCOOHOCTh YHAJNCHHBIX COTPYAHUKOB O€30macHO
MOJIKJIIOUAThCS K BHYTPEHHUM pecypcam komnanuu? (Beibepute n1Ba BapraHra.)

a) SSH
6) Telnet
B) HTTP
r) VPN
m) FTP

2. Kax nassiBaetcs nmpotokon SLIP (Serial Line Internet Protocol)?

a) TPOTOKOJ Mepeaadu JaHHBIX MO TeICPOHHBIM JINHUSIM

0) TpUBHAIBHBIN MPOTOKOJ Iepeaaun (aition

B) TIPOTOKOJ YIPABIICHUS yIATCHHBIMH MPOIIECCAMU
3. KaxxtoMy M3 yKa3aHHBIX CPEJICTB MOHHTOPUHTA KaOEIbHBIX CUCTEM MOCTAaBUTh B COOTBETCTBUE MX
OCHOBHBIC XapaKTCPUCTHUKHU.

1. KaGenbHbIE TECTEPHI a) W3MepstoT  ANEKTpUYECKUE TapaMeTphl
KaOeneil 1 0OHAPYKUBAIOT MECTO TMOBPEKICHUS
Kabes.

2. PednexromeTpsl 0) [IpennazHauenbr s OoOHapyKEeHUS

HGI/ICHpaBHOCTef/i B JJICKTPUUYCCKUX U BOJIOKOHHO-
OIITHYECKHUX KaOemsix.

3. KaGenbHble cKaHEPbI B) [IpenocraBnsoT CBEJICHUS 0
CONPOTUBIICHUH, 3aTyXaHUH KaOens, ypOBHE
CHUT'HAJIOB, KOJIMYECTBEC OIIMOOYHBIX KaIpoOB.

4. IIpaBUIIBHO 3aKOHYHTD CIICAYIONICE TOHSATHUE:

((HaI/I6OJIe€ Ba)XXHEBEIM AacCHEKT XpaHWwiviga MJaHHBIX COCTOUT B TOM, 4YTO OJAHHBIC, HAXOAAIIUCCSI B
XpaHWIUIIE, ...».

5. Kaxxmomy 3 ykazaHHBIX CpeACTB oOecrieueHuss 0€30MacCHOCTH U 3alUIIEHHOCTH KOMIBIOTEPHOMN
CETH MOCTaBUTh B COOTBETCTBHE MPABUIIHLHOE ONPE/ICTICHHE.

1. Cucrema RAID a) O0beTMHEHNE HECKOJIBKUX CEPBEPOB B IPYIIITY.

2. bpanamayap 0) OOberHeHNe HECKOIbKUX (U3NYECKUX KECTKUX JMCKOB B
0TKa30yCTOWYUBBIN HaObOp.

3. Knactepuzanus B) CpencTBo GMIBTpAllMU BXOASIIMX U UCXOASAIINX ITAKETOB.

6. B uem 3akirouaroTCcsi OCHOBHBIE (DYHKIIMHU CETH aocTyna?

a) TpHeMe U pa3feliCHHH arperupOBAaHHOTO IMTOTOKA

0) MyJBTUILIEKCUPOBAaHUU U 0ObEAMHEHUH

B) OOBEIMHEHUU U IEMYJIbTUILIEKCUPOBAHUHI
7. Ilpm BHenpeHuu cetu ¢ mnoxajaepkkoil IP-tenedoHum kakoil KOMIOHEHT TakXke HeoOXOIUMO
BHEJIPUTH?
8. CeteBoii uTIO3 3TO:

a) BCTPOCHHBII MEXKCETEBOU IKPaH;

0) yYCTpOHCTBO MOAKITIOYEHUSI KOMITBIOTEPA K TEICPOHHOU CeTH

B) YCTPOWCTBO BHEIIHEH MaMATH

I) anmapaTHed MapUIPyTH3aTOp WM MNPOTPAaMMHOE O0eCredeHUe Ml COMPSDKEHHS
KOMITBIOTEPHBIX CETEH, UCIOIB3YIOIIUX Pa3Hble MPOTOKOJIBI.
9. YmpasiieHueM J0CTyma K cpeie Ha3bIBaIoT:

a) B3auMojeWcTBHEe cTaHIMU (y37a CeTH) CO CpeJod mepeiadd JaHHbIX Ui oOMeHa
uHpOpManuei ¢ APYruMH CTAHIHSIMU;

0) B3aMMOJAEHCTBUE CTAHIIMU CO CPEJION Mepesaun JaHHBIX Al oOMeHa nHpopManuei ¢ Ipyr ¢

JIPyrom;
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B) OTO YCTAQHOBJICHHE IMOCIEIOBATEIHHOCTH, B KOTOPOH CTAHIIMH IOJYYalOT JOCTYN K Cpene
nepeaayy JaHHbIX;
I) 3TO YCTaHOBJIEHME I1OCJIEOBATEIbHOCTH, B KOTOPOIl CEpBEPHI IOJIY4alOT AOCTYIl K Cpeie
nepeaayn JaHHbIX.
10. Kakoii Tun koMMyTauu ucnoib3yet IP-renedonns s GpyHKIHOHUPOBAHUS?
a) KOMMYTAIMIO KaHAJIOB
0) KOMMYTalHIO TAKETOB
B) KOMMYTAIUIO CBSI3€il
11. IP-tenedonus nepeaaercs 1mo TeM ke KaHajlaM uTo U
a) 3JEKTPUYECTBO
0) J1aHHBIC
B) FM-paguo
12. Apxurekrypa VolP sBnsercs
a) OTKPBITOH
0) 3akphITOi
B) IpoOIpHUETapHON
13. O6mmme mporokoitkl [P-Tenedonnu (ykaxure HanboJee MOTHBINA OTBET).
a) SIP, MGCP, H.323, H.421
6) SIP, H.323
B) H.323, SIP, MGCP
14. [Ipu nepenaue, ro10COBOM CUTHANI:
a) CXKUMaeTcs, ouM(poBbIBAacTCA U ynakoBbiBaeTcs B [P-nakeTsl
0) onuQpoBBIBAaETCS, CKUMAETCS U YIaKoBbIBaeTcs B IP-makeTsr
B) ymakoBbiBaeTcs B IP-nakeTsl, oudpoBbIBaETCS U CKUMAETCS
15. OuundpoBka ronocoBoro curHajga NPOUCXOAUT BHYTPU
a) OKOHEYHOIO yCTpoicTBa
0) nuIro3a
B) KOMMYyTaTopa
16. OmH U3 METOIOB 3aIIUTHI HHPOPMAILIUU Ha KOMITBIOTEPE
a) MOJTHOE OTKJIOYEHHE CUCTEMHOT0 OJI0Ka
0) OTKJIFOUEHHE >KECTKOTO JINCKa
B) 3alllUTa MapoJieM
I') KOIIMPOBaHKUE UH(POPMAIUH.
17. Kakoro mMerojia pa3rpaHUu€HHs JOCTYIa HE CYLIECTBYET:
a) pasrpaHUyYEHUE JOCTYIa MO0 CIUCKaM
0) pasrpaHuueHHe JOCTYIa 10 YPOBHSIM CEKPETHOCTH U KaTerOpUsIM
B) JIOKaJbHOE pa3rpaHUYEHHUE JOCTYIa
I) MapojbHOE pa3rpaHUueHHE AOCTyMa
18. TIporeaypa TPOBEPKH COOTBETCTBUS CYOBEKTa W TOTO, 3a KOI'O OH TBITaeTcs ce0s BBIIATh, C
MOMOIIBIO0 HEKOW YHUKAIbHON UH(OpMAIIIH:
a) ABTopuzauus
0) OOe3nMUuuBaHHE
B) Jlenmepconanuzamus
r) AyTeHTUpHUKAIUSI
n) Wnentuduxanms
19. HecanKIIMOHMPOBAHHBIN 1OCTYI K HH(GOPMAILIUHU 3TO:
a) Jocryn x mHbOpMAINH, HE CBA3aHHBIN C BHIMOJHEHHEM (YHKIIMOHATIBHBIX 00S3aHHOCTEH U
He 0(OpMIICHHBIH TOKYMEHTAJIBHO
6) Paborta Ha uy:xoM KOMIIBIOTEpE O€3 pa3pelICHHs €ro BIaaelbIiia
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B) Bxox Ha KOMIBIOTEP C UCHOIB30BAHUEM JIAHHBIX JPYrOro MOJIb30BaTENs
r) JlocTym K JIOKadbHO-UH(OPMALIMOHHON CETH, CBSI3aHHBIN C BHINOJHEHUEM (PYHKIIMOHAIBHBIX
o0s3aHHOCTEHN
n) Hoctyn k CYB]I mox 3anpeieHHpIM HMEHEM I10J1b30BaTeIs
20. JoxkyMmeHTupOoBaHHas HWHQOpMAIHA, IOCTYyl K KOTOPOW OrpaHUYMBAET B COOTBETCTBUU C
3aKoHaIeIbLCcTBOM Pd:
a) HMudopmanus cocrapisiomas rocyIapCTBEHHYIO TaltHy
06) Wudopmanus cocTapisronas KOMMEPUECKYIO TaltHY
B) llepconanbHas
r) Kondunenmumansuas nadopmarus
n) JoxymeHnTupoBaHHas HH(poOpMaIus
21. BnagenbueM nHpoOpMaluy BTOPOI KaTeropuu SBISETCS. ..
a) IIpoctsie moan
6) TocynapctBo
B) Kommepueckas opranusanus
r) MyHununaibHOE yUpeKICHHEe
n) Hexommepueckas opranuzanus
22. JInst 3aIIUTHI OT 3710YMBIIIEHHUKOB HEOOXO0JMMO UCIIOIB30BATh:
a) CucreMHOE MPOrpaMMHOE 00ECTICUCHHE
06) IIpukiagHoe mporpaMMHOE 0OECIICUCHHE
B) AHTHBUPYCHBIE IPOIPAMMBI
r) KomnerorepHsie Urpsl
) Mys3bIKy, BHICO(DUIBMBI
23. CBOIICTBO BUpYCa, MMO3BOJISIONIEE HA3BIBATHCSA €My 3arpy304HBIM — CIIOCOOHOCTb ...
a) 3apakaTh 3arpy304HbIE CEKTOPA KECTKHUX JTUCKOB
0) 3apaXkaTbh 3arpy304YHbIE TUCKETHl 1 KOMIAKT-IUCKH
B) BBI3BIBATh NIEpe3arpy3Ky KOMIIbIOTepa->KEPTBEI
I') noJcBeunBaTh KHONKY [lyck Ha cucreMHOM OJIOKe.
24. Kaxue ¢aiiipl 3apakaroT MaKpO-BHPYCHI?
a) UCTIOJTHUTEINbHBIE;
0) daitnel nokymenToB Word u snekt. Tabnun Excel;
B) rpayuyeckue U 3ByKOBBIE;
r) html 1oKymeHTBbI.
25. Pytkur — 370!
a) [Iporpamma as1st CKpBITOTO B3ATHS IO KOHTPOJIb B3JIOMAaHHON CHCTEMBI
6) BpenoHnocHast mporpamMma, MacKMpyoIIasicst ol MaKpOKOMAaHy
B) Pa3HOBUAHOCTH MEKCETEBOT0 3KpaHa
r) IIporpamma, BBINONHSIONIAS HECAHKIMOHUWPOBAHHbIE ACUCTBUSA MO MepeAaye yNpaBlIeHUS
KOMITBIOTEPOM yJIaJIEHHOMY I0JIb30BaTEIIIO.
26. OCHOBHBIE MEpHI IO 3alUTe HHPOPMALIUU OT MOBPEXKAECHUS BUPYCaAMU:
a) MpoBepKa JUCKOB Ha BUPYC
0) co3aBaTh apXMBHBIE KOMU LIEHHOM HH(pOopManuu
B) HE MOJIb30BaThCs "MUPATCKUMHU" COOpPHUKAMH MPOTPAMMHOI0 00eCIIeUeHUs
I') nepeAaBath (ailsibl TOIBKO MO CETH.
27. YTo 13 mepevnCcICHHOTO HE BXOUT B COCTAB MTPOrPAMMHOTO KOMIUIEKCAa aHTUBUPYCHOH 3aIIUTHI:
a) Iloxcucrema ckaHMpOBaHUS
6) Iloacucrtema ynpaBineHus
B) Iloacucrema oOHapy>KeHHsI BUPYCHON aKTUBHOCTH
r) Iloxcucrema ycTpaHeHUs BUPYCHOM aKTUBHOCTHU
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28. I'ie Hy>)KHO YCTaHOBHTb BCE HEOOXOJMMBIE MapaMeTphl Ui 3aaHus napoiis npu 3arpyzke OC?

a) B Hactpolikax y4y€THOM 3aIuCH.

6) B Bios.

8) Henb3s ycranoButh napodis npu 3arpyske OC.

r) B HacTpoiikax o0miero qoctymna K IUCKY.

29. buoMeTrpuueckue CUCTEMBI 3alIUTHI - 3TO...

a) CHUCTEMbl ayTeHTHU(UKAIMH, HCHOJB3YIOUME s YJOCTOBEPEHHS JIMYHOCTU JIIOACH UX
OroMeTpuuecKue JaHHbIE.

6) usmdeckre U OMOJOTUIESCKHE CUCTEMBI 3aIUTHI.

B) CHUCTEMbI ayTCHTH(PUKAIUHU, UCTIOIb3YIOIINE ISl YIOCTOBEPEHUS JTMYHOCTH JIIOJIeH Mapoiib Ha
OCHOBe (DaMUIIMY, UIMEHU UJIH IAThl POKICHUS.

r) IPOrpaMMBbI JUIsl B3JI0Ma MapoJisi Ha OCHOBE OMOMETPUYECKUI TaHHBIX.

30. Kak mpoucxoauT uaeHTUGUKALNS TT0 paayKHOK 000JI09Ke riia3a?

a) M3o00pakeHue camoro ria3a BbIAENSETCA M3 H300pakKeHUs JIMIA, TOCIEe Yero Ha Hero
HAKJIa/IbIBAETCs ClielMaibHasl Macka IITPUX-KOA0B. B pesynbrare Oyaer mosiyueHa mMaTpula, KoTopas
WHAUBUAYyalIbHA JJIs KaXKI0r0 YellOBeKa.

6) M300paxeHue camoro rijasza BbIAEISAETCS U3 U300pa)KEHUS JIMLA, I1OCJIE YEro IMOJIydeHHas
uH(popMalus npeodpasyercss B IU(PPOBOM KOJ U CPAaBHUBAETCA C TOH, KOTOpasi HAXOAUTCS B MaMATU
KOMIIBIOTEpA.

B) 300paxkeHne caMoro riasza BBIACISECTCA U3 U300paKeHMs JIMIA, MOCe Yero YYUThIBaeTCs
IpOCTasi TEOMETPHS: pa3Mephl U POpPMa, YTOJIKH IJ1a3, PACHOJIOKEHUE PECHUIL U T. 1.

IIpumepHOe NpakTHUYeCKOe 3a/JaHKE:

Curyauus. Kommepueckuii 6ank 3A0 «berra» cnennanuzupyercss Ha MpeJoCTaBICHUH 0aHKOBCKHX
YCIIYT IOPUINYECKUM U pu3ndeckuM aunaM. OXpaHa U 3aliuTa KOMMEPUECKUX CEKPETOB, CBSI3aHHBIX C
OKa3aHHWEM YCIIYT, HaxoJATCA B IICHTpE BHHUMaHHUs CHy>KObl OezomacHocTu OaHka. baHk umeer
HeHTpaJdbHbId opuc u ¢unuan. KomnbroTepHas ceTh 0aHka IpeacTaBieHa Ha pucyHke. bank 3A0
«beTTay uMeeT MUPOKUN KPyr MapTHEPOB M KJIMEHTOB. B cdepe nesTenbHOCTH OaHKa BO3HUKAIOT
KOH(JIMKTHBIE CUTYalluU C KOHKYPEHTaMHU, U HeI0OPOCOBECTHBIMU KIIMEHTaMH OaHKa.
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1. Onwummure CTPYKTYPHYIO CXEMY CETH U CETeBOE 000pYyJOBAHUE.

2. TlepeuncnuTe KaTeropwH JAaHHBIX, MOMJICKANINX pe3epBUPOBaHUI0. ONUIIUTE MPUMEHSEMBbIC
THUIIBI PE3EPBHOTO KOMMPOBAHUS M AITOPUTM CO3JaHUS PE3EPBHBIX KOMUH C MX MOMOIIBIO B
kommepueckoMm Oanke 3A0 «berray.

3. OueHHTE U COCTaBbTE MEPEYEHb BO3ZMOXKHBIX YIpo3 YA3BHUMOCTEH MH(POPMALMOHHBIX aKTHBOB
komMmepueckoro 6anka 3A0 «berray.

4. PaspabotaiiTe makeT MNPEeNIOKEHUH IO 3allUTe YI3BUMBIX MECT KOPIOPAaTHUBHON ceTu
komMmepueckoro 6anka 3A0 «berrtay.

1.3.2. Kpurepuu oueHkun

Kpurepun onenku 3ananus «TectupoBanue»
MakcuManabHOe KOJIMYECTBO OalsIoB 3a BHIMOJIHEHHUE 3a/laHusl «TecTUpoBaHue» — 30 6aJ110B.

Onenka 3a 3aganue «TecTupoBaHHe» ONpENENAETCS MPOCTHIM CYMMHPOBaHHEM OajlIoB 3a
IpaBUJIbHBIE OTBETHI HA BONpockl. OJIMH BepHBIN OTBET paBeH | Oamty.

OTBeT cunTaercs NpaBUIbHBIM, €CITH:

- IIpU OTBETE Ha BOMPOC 3aKPBITON (POPMBI C BHIOOPOM OTBETa BBHIOPAH NMPaBUIILHBINA OTBET;

- IPU OTBETE Ha BOIIPOC OTKPBITON (POPMBI J1aH MPaBUIIbHBINA OTBET;

-IpU OTBETE HA BOINPOC HA YCTAHOBJIEHHME IPABUIBHON IOCIEAOBATEIBHOCTH YCTAaHOBJIEHA
IpaBUJIbHAS MOCIEA0BATEIbHOCTD;

-IpU OTBETE HA BOIPOC Ha YCTAaHOBJIEHUE COOTBETCTBHS, €CIU COIOCTABJIECHUE IIPOU3BENEHO
BEPHO JJIs BCeX Map.

Kpurepun onieHKkM NpakTH4YecKOro 3aaHusi

Baaasl 3a

Ne Kpurepun ouenku
KPUTEPHUH OLCHKH

3aganue 1
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Onucarpb CTPYKTYPHYIO CXeMY CETH M CETeBOe
o0opynoBaHmne

MakcuMaJdbHBII
0aJi1 — 28 0ajL10B

Kpurepun onenkn:

1 BepHo ykazana Tomosnorus cetu 3
2 BepHo npou3BeieH MoicYeT CerMeHTOB CETH 3
3 BepHo ykazan croco6 Beixomaa B Internet 3
4 BepHo nepeunciieHo KoMMyTaTUBHOE 000PYI0BaHHE 2
5 BepHo nepeuunciieHo akTUBHOE CETeBOE 000pyI0BaHHE 2
6 BepHo nepeunciieno cepBepHoe 000pyaoBaHue 2
7 BepHo nepeuncneno nepudepuitnoe 060py10BaHue 2
8 BepHo niepeuncieno crenuantu3upoBaHHOE 000pyI0BaHUE 2
9 BepHo ykazaHbl OCHOBHBIEC XapaKTEPUCTUKH KOMMYTaTUBHOE 3
00opy0BaHuE
10 BepHo ykazaHbl OCHOBHBIE XapaKTEPUCTUKH aKTUBHOE CETEBOE 3
00opy0BaHuE
11 BepHo yka3aHbl OCHOBHBIC XapaKTEPUCTHKU CEPBEPHOL 3
o0opynoBaHue
3aganme 2
IlepeuynciinTe KaTeropuu JaHHBIX, MOJJIEKAMUX MakcumMaJbHBIH
pe3epBupoBaHnI0. ONMIINTE MPUMEHsIEMbIe THIIbI 0asa — 14 6aioB
pe3epBHOI0 KOMMPOBAHNS U AJITOPUTM CO3aAHUSA
pe3epBHBIX KOMUi ¢ HX MOMOIIbIO
Kputepuu onenkmu:
1 BepHo onpenenenbl kKaTeropuu JaHHBIX, MOATIEKAITUX 4
pe3epBUPOBAHUIO
9 JlaHa xapaKTepuCTHKa KaXJI0H KaTeropuu JTaHHBIX, 3
TTOJIIKAIUX PE3EPBUPOBAHUIO
BepHo onpeneneHbl TUITBI pe3epBHOTO KOTMPOBAHUS
OnucaHbpl aNTOPUTM CO3/IaHUS PE3EPBHBIX KOMUN 3
3aganue 3
OueHuTe U COCTABbTE NepedeHb BO3MOKHBIX YIPO3 MakcumajbHBbI
yA3BUMOCTeH HH(POPMAIHOHHBIX AKTHBOB 0asa — 10 6a/10B
Kputepun onenku:
1 [TpoBeaen ananm3 nHGOPMAITMOHHON O€30TTACHOCTH CUTYaIlUH 4
2 OmnpeneneHsl «ciadbie» MECTa CUCTEMBI 0€30MaCHOCTH 2
3 [TepeunciieHbI BO3MOXKHBIC YTPO3BI YSI3BUMOCTEH 2
MH(OPMAIIMOHHBIX AKTHBOB
4 Onucanbl BO3MOXKHBIE ITOCIICJICTBHS, KOTOPBIE HECYT YTIPO3BI 2
3ananue 4
Pa3zpa0oraiiTe naker npeajoKeHHil 10 3a1UTe YA3BUMBbIX MaxkcumanbHBII
MeCT KOPIIOPATHBHOM CeTH 0as1 — 18 6ay10B
Kputepun onenku:
1 JInst KaXaoro TMNa ys3BUMBIX MECT MPEIOKEHHI 1-2 meTona 5
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3aIUTHI

2 MeTo 000CHOBaH UCXOMS U3 pOJA AESITEIHOCTH IIPEIPUATHS 2

3 JItst KaXa0ro MeTojia pa3paboTaHbl MPEI0KEHUS 110 3
BHEPEHHIO B CUCTEMY 0€301acCHOCTH

4 Pa3paborana cxeMa KOMIUIEKCHOM 3alMThl KOPIIOPATHBHON 5
ceTu

5 Omnrcan 00U MPUHIIKIT PAOOTHI CXEMBI 3aIUTHI 3

HUTOIO | 70

1.4. MarepuajibHO-TeXHUYECKOEe oO0ecriedyeHHe [Jis TNPOBeeHHs] TPOMEKYTOYHOM
arrecTaumnu

ATTectanuss TpOBOAMTCA B Ja0OpaTOpUM OpraHu3alMs W NPUHIUIBL  TOCTPOCHUS
KOMITBIOTCPHBIX CUCTEM

1.5. VYuyeOHo-MeTOonuyeckoe HW HHPOPMANMOHHOE o0ecrneyeHHe JIA INPOBeJeHUs
NMPOMEKYTOYHOM aTTecTAlluN

HopMaTuBHO-TIpaBOBbIE AKThI

1. TOCT P UCO 7498-3-97 «MudpopmaliOHHbIE TEXHOJIOTUU. B3auMOCBS3b OTKPBITHIX
cucteM. bazoBas stanmonnas mozaens. Yacte 3. IlpucBoenue umeH u aapecanus. — Pexum mocryna:
http://docs.cntd.ru/

2. ISO/MDK 11801:2002 «MupopMallMOHHbIE TEXHOJOTHH. YHHBEpCalibHas KaOenbHas
cHCTEeMa Ha TEPPUTOPHUH TOJIb30BaTeNs». — Pexkum poctyna: http://docs.cntd.ru/

3. TOCT P 53245-2008 «UMudopmannonusie texHomoruu. CucreMpl KaOeIbHBIE
CTPYKTYpUpOBaHHBIE. MOHTa)X OCHOBHBIX Y3JIOB CHCTEMBI. MeTOMbI HCIIBITaHU» — PexumM nocryma:
http://docs.cntd.ru/

4. TOCT P MDK 62657-2-2016 CeTn mpOMBINIIICHHOH KOMMYHHKAIIUH. becrpoBoIOvYHbBIE
KOMMYHHMKallMoHHble ceTH. Yacte 2. OOecrieyeHHe COBMECTMMOCTH— Pexum  jocryma:
http://docs.cntd.ru/

5. TOCT P MDK 62443-3-3-2016 CeTn npOMBIIIICHHOM KOMMYHHKalUU. be3omacHocTh
cereit u cucrem. Yactp 3-3. TpeGoBaHMs K CUCTEMHON OE€30MMACHOCTH U YPOBHU Oe30macHOCTH— Pexum
noctyna: http://docs.cntd.ru/

6. TOCT P HMCO/MDBK 30100-1-2017 HWudopmamuoHHBIE TEXHOJOTHH. MEHEIKMEHT
pecypcoB nomamiHux cereil. Yacts 1. TpeboBanusi— Pexum goctyna: http://docs.cntd.ru/

7. TOCT P UCO/MBK 10038-99 «Uupopmarnmonnsie TexHonoruu. llepenaya maHHBIX U
oOMeH nH(popMmarmend Mexxay cucremMamu. JIoKaiabHbIE BHIYMCIUTENbHBIE CeTH. MOCTBI Ha MOJypOBHE
yIpaBieHHs TOCTYIIOM K cpeze». — Pexxum noctyna: http://docs.cntd.ru/

8. TOCT P UCO/MDBK 10028-96 «Mudopmarmonnsie TexHojoruu. Ilepenada maHHBIX |
oOMeH uH(popmManuendn Mexay cucreMamu. OnpeneneHue PeTPaHCISIIUOHHBIX (YHKUIUNA CETEeBOro
YPOBHSI TPOMEKYTOUHOM cucteMbl». — Pexxum noctymna: http://docs.cntd.ru/

9. TOCT P HUCO 9542-93 «MudopmaroHHbIe TeXHOIOTHH. llepenada JaHHBIX U OOMEH
uHpopmanueit Mmexay cuctemamu. [IpoTokon odMeHa MapuIpyTHOi HHGOpMaLeil MeXy OKOHEUHON
CUCTEMOM W MPOMEXKYTOYHOM CHCTEMOM IIPH €ro HCIIOJIb30BAHWH B COYETAHHH C IIPOTOKOJIOM,
00ecreynBaroIUM yCIYT'H CETEeBOIO YPOBHS B peXHMe 0e3 yCTaHOBJICHUS COCTUHEHHUs». — Pexum
noctyna: http://docs.cntd.ru/

10. TOCT P UCO/MDBK TO 10178-98 «Mudopmarmonnsie TexHonoruu. [lepegada naHHbIX U
oOMeH wuHopmaret wMexay cuctemamu. CTpyKTypa W KOJUPOBaHUE aJpecoB YIIPaBJICHUS
JIOTUYECKUM 3BEHOM B JIOKAJIbHBIX BEIYUCIUTENBHBIX CETsIX». — Pexkum poctyna: http://docs.cntd.ru/
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https://internet-law.ru/gosts/gost/65265/
https://internet-law.ru/gosts/gost/65265/
https://internet-law.ru/gosts/gost/65265/

11. TOCT P UCO/M3BK TO 10735-2000 «Mudopmarmonnsie Texnonoruu. [lepenaya qaHHbIX
u oOmeH uHpopmanuend Mexay cuctemamu. CTaHAapTHbIE TPYIIOBBIE ajpeca Ha IMOJYpPOBHE
yIpaBJIEHUS TOCTYIIOM K cpeney». — Pexum nocryna: http://docs.cntd.ru/

12. TOCT P UCO/MDBK TO 10172-99 «Mudopmanronnbsie TexHoysoruu. Ilepenada 1aHHbIX |
obMeHn wuHpopmanmerr Mexay cucremamu. Crnenudukanys B3aUMOJCHCTBHS MEXIY MTPOTOKOJIAMHU
CETEBOT0 U TPAHCIIOPTHOTO ypoBHEW». — Pexkxum noctyma: http://docs.cntd.ru/

OcHoBHbIE YUeOHbIe W3IaHUS

13. Dkcruryatanus OOBEKTOB CETEBOM HMH(PPACTPYKTYPHI: YUECOHUK IS CTYHd. YUYPEKICHUN
cpen. npod. oopazoanus /A.B. Hazapos, B.Il. MensnukoB, A.. KynpsinoB, A.H. Enransrues; mou
pen. A.B. HazapoBa.- MockBa: WM3natenbckuii nieHTp "Akagemus", 2018.- 368c. ISBN 978-5-4468-
6458-4

14. Octpoyx A.B. OcHOBBI HHGOPMAIIMOHHBIX TEXHOJIOTHH | YYEOHUK JJIs1 CTY/. YUPEKICHUM
cpen. mpod. oopazoBanus / A.B. Octpoyx. - 4-¢ usg., crep. - M. : M3garenbCkuii HEHTP «AKaJIeMHUs»,
2020. — 208 c. B mep. ISBN 978-5-4468-9337-9

15. Octpoyx A.B. BemomHenue paboT 10 MOHTaXy, Halagke, OJKCIUTyaTallid H
00CITYXKMBAHUIO JIOKAJTBHBIX KOMIBIOTEPHBIX CETEH: Y4eOHUK A CTYH. YYpEexKIEeHUW cpeld. mpod.
obpaszoBanus /A.B. Octpoyx.- Mocksa: U3narensckmii nieHTp "Axanemus", 2018.- 160c. ISBN 978-5-
4468-3964-3

JlomoiHUTE/IbHBIE YUeOHbIEe H3IAHUS

16. JIu6por, M. B. KommbroTepHbie ceTH U TeIeKOMMYHUKAIMU. Mapimpyrusamus B IP-ceTsax
B 2 4. Yacte 1: y4eOHHUK M NPaKTHKyM I CpeaHero mnpodecCHOHaIbHOTro oOpa3oBaHus /
M. B. lubpoB. — Mocksa: MW3parensctBo HOpaiit, 2020. — 333 c.— (IIpodeccuonanbuoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texkct : anekrponubiii / OBC HOpait [calT]. —
URL: https://urait.ru/bcode/452574

17. IubGpos, M. B. KomnbroTepHbie ceTd U TeaeKoMMyHuKauu. Mapmpyruzanus B [P-ceTsix
B 2 4. Yacte 2 : y4yeOHUK M MPAKTUKyM A cpenHero npodeccroHanbHoro obpasosanus / M. B.
HubpoB. — Mocksa : U3znarensctBo FOpaiit, 2020. — 351 ¢. — (IIpodeccuonansnoe oOpa3zoBanue).
— ISBN 978-5-534-04635-9. — Tekcr : oanekrtponnbiii // ObC HOpaiit [caiit]. — URL:
https://urait.ru/bcode/453065

18. NudopmannonHas 0Ge30MacHOCTh KOMIBIOTEPHBIX cUcTeM M cereil: yueb. [locobue s
cTyn.yuapexaeHui cpemnto npod. O6pasz./ M.:N]| "®opym"; UHOPA - M, 2021, - 416 c.

HNurepHer — pecypcbl

19. Kypuanst Chip/Uum: XKypHam o0 KOMIBIOTEPHOH TEXHUKE Uil MPO(ECCHOHATIOB |
OTIBITHBIX TOJb30BaTenel - Pesxxum goctyma: https://ichip.ru/

20. BbezonmacHoCTh MH(MOPMAIIMOHHBIX TeXHOJOTHHA. [lepnonniecknii pereH3upyeMblil HayIHBIH
xypHaia HUSY MU®DU. - Pexxum nocryna: http://bit.mephi.ru/

21. Kypnan Hard’n’Soft. exemecsuHbIi KypHaT 0 HH(PPOBOH TEXHUKE W KOMITBIOTEPHBIX
TexHoyorusix - Pexum pocryma:  https://www.studmed.ru/prikladnaya-literatura/lkompyuternaya-
literatura/kompyuternaya-periodika/hard-n-soft

22. depepanbHblii nopran. Poccuiickoe oOpazoBanue. - Pexxum gocryma: http://www.edu.ru

MeTtoauyeckue yKkazaHus /sl 00y4al0IUXCsl 0 0CBOEHUIO MPO(ecCHOHATBLHOI0 MOIYJIsI

23. Meroanyeckue yKa3zaHusl Uil 00y4JaroIIuXCsl 1O BBIMIOJTHEHUIO MPAKTHYECKUX padoT.

24. Meroanueckue yka3aHUs A7 00y4aroluXcsl MO BHIMOJHEHHUIO 3aaHUN CAaMOCTOSITEITLHOM
paboTHI.

25. Meroaunueckue yka3zaHus 1O BBITIOJHEHHUIO 3aJaHH TPAKTUKU.
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